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Foreword to the Privacy and 
Surveillance Conference Special Issue 
of the Birkbeck Law Review 

JAMIE GRACE* 

On a beautiful, late-October day in Bloomsbury, London, privacy 
and surveillance scholars gathered together at Birkbeck, University 
of London to deliberate and define the threats (and a few 
opportunities) presented by the developments and revelations of the 
use of state surveillance and ‘inverse surveillance’ against, and by, 
citizens, globally. 

Over the following two days of discussions, and through the course 
of the works collected in this issue, featuring some strident, wide-
ranging speeches by privacy law advocates, and an even greater 
number of nuanced dissections of surveillance laws in particular 
panel papers, a bittersweet note was struck. Most of us present at 
the conference concurred that while the conference theme was an 
extremely timely one, in a post-Snowden or post-Wikileaks era, there 
is a paucity of checks and balances on state surveillance culture in 
many jurisdictions. This, we now know, indicates less and less 
attention to the rule of law in jurisdictions that have championed the 
principle of legality and the importance of due process than we 
might imagine. 

In the keynote speech that opened the conference, Dr Mark Ellis1 
offered up an insightful account of everyday surveillance, and the 
intrinsic ‘function creep’ of surveillance technology—to which there 
must always be a recourse in the form of the law, and legal advocacy. 
With regard to the conference theme and the publication to follow, 
Dr Ellis invoked memories of George Orwell’s fictional 1984 society, 

                                            
* Senior Lecturer in Law, Sheffield Hallam University, UK. 
1 Executive Director of the International Bar Association (IBA): ‘Losing Our Right 
to Privacy: How Far is Too Far?’ (2014) 2(2) Birkbeck Law Review 173. 
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thus emphasizing the fundamental importance of discussing such 
topics from a legal, academic and critical perspective.  

Indeed, and only recently, the United Kingdom’s Information 
Commissioner’s Office (ICO) released the new Code of Practice.2 Dr 
Ellis’ discussion of an ever-intrusive CCTV surveillance society 
therefore serves as a link to the Commissioner’s report that sought to 
develop organizational compliance under the Data Protection Act 
1998 in respect of surveillance cameras and their use of personal and 
private information and data: 

Surveillance cameras are no longer a passive technology 
that only records and retains images, but is now a 
proactive one that can be used to identify people of 
interest and keep detailed records of people’s activities, 
such as with ANPR cameras. The use of surveillance 
cameras in this way has aroused public concern due to the 
technology no longer being used solely to keep people and 
their property safe, but increasingly being used to collect 
evidence to inform other decisions, such as the eligibility of 
a child to attend a school in a particular area.3  

The ICO report sets the groundwork for this summary of the 
conference and lays the foundation for the ten publications that 
follow in this issue.  

The first conference panel, on the topic of ‘Surveillance and Control 
Society: A Philosophical Perspective’, featured a mixture of 
theoretical and case-study approaches by Amy Corcoran,4 Raphael 
Ramos Monteiro de Souza,5 and  Professors David Rosen and Aaron 

                                            
2 Information Commissioner’s Office, ‘In the Picture: A Data Protection Code of 
Practice for Surveillance Cameras and Personal Information’ (ICO, 15 October 
2014). 

3 ibid 3. 
4 Birkbeck, University of London, UK: ‘Is Foucault’s Concept of the Panopticon an 
Outdated One for Understanding Modern Surveillance Techniques’ (forthcoming 
issue). 

5 Federal University of Rio de Janeiro, National Law School, Brazil: ‘Inverse 
Surveillance, Activist Journalism and Brazil’s Protests: The Mídia Ninja Case’ 
(2014) 2(2) Birkbeck Law Review 211. 
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Santesso.6 The presenters, and subsequent authors, discussed and 
touched upon questions that sought to examine the ways we might 
view surveillance. While the authors approached the topic from a 
verity of perspectives—post panopticon society, inverse surveillance 
and surveillance and education—the authors seemed to agree that in 
a society as complex as ours, it is important to consider the 
multiplicity of effects that surveillance has and the implications such 
effects have on society as a whole.  

In the second keynote speech of the conference, Professor Mireille 
Hildebrandt asked vital questions that cut to the core of the debate 
over the ramifications for personal privacy posed by computational 
power and statistical prediction of behaviours.7 Here we see the risks 
posed by privacy being ‘designed in’ as much as ‘designed out’. This 
special issue also sees a very relevant contribution to this area of 
research in the form of an article by John S Atkinson 8  that 
investigates how the complex effects of digital evidence on the 
current (and future) legal system have created the present privacy 
and surveillance status quo.  

The second panel, with the title ‘Privacy v Technology: Human 
Autonomy in a Technologically-Enhanced World’, saw Micheal 
Vonn9 present a superb paper on the obfuscation and conflation of 
privacy and the public interest in the e-health context, and attendant 
risks to civil liberties. This echoed Dr Mark Ellis’ question—how far 
is too far?—and sought to disclose the subsequent damage that can 
occur from the computation and centralization of medical records.  

                                            
6 Trinity College, Hartford, USA, and Georgia Institute of Technology, USA: 
‘Surveillance and Education’ (2014) 2(2) Birkbeck Law Review 229. 

7 See Mireille Hildebrandt and Katja de Vries (eds), Privacy, Due Process and the 
Computational Turn: The Philosophy of Law Meets the Philosophy of Technology 
(Routledge 2013). 

8 PhD candidate in Security and Crime Science, University College London, UK: 
‘Proof is Not Binary: The Pace and Complexity of Computer Systems and the 
Challenges Digital Evidence Poses to the Legal System’ (2014) 2(2) Birkbeck Law 
Review 245. 

9 Policy Director, British Colombia Civil Liberties Association, Canada: ‘Citizens @ 
the Fringes: How e-Government Initiatives are Displacing Citizens’ Rights and 
Participation’ (2014) 2(2) Birkbeck Law Review 191. 
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Considering the evident damage that the invasion of privacy can 
cause—as per Professors Rosen and Santesso’s analysis of the 
relationship between the right to privacy and the law of tort—Dr  
Gloria González Fuster10 led the audience through a fascinating 
evaluation of the intersections and developments in European laws 
on privacy and data protection law as held by both the Council of 
Europe’s Strasbourg court and the European Union institutions. Dr 
Fuster’s paper contributes to the privacy literature by discussing ‘The 
convoluted case law of the EU Court of Justice’ on privacy, data 
protection and the recent decision on the so-called ‘right to be 
forgotten’.11 

Dr Arne Hintz,12 analysed the privacy risks posed by allowing for the 
less formal regulation of online communication by commercial 
entities in a post-Snowden world of state intrusion and surveillance 
facilitation through the spread of e-commerce and global social 
media on the web. 

In the third keynote speech Micheal Vonn took to the conference 
stage once more to deliver her insights into the risks posed 
constitutionally by systems of secret courts and ‘special advocates’ in 
common law jurisdictions. The third panel of papers, with the theme 
of ‘Confronting Surveillance: Societal Implications’ built upon this 
erudite start to the last section of the conference. 

I presented my research on stigma and difficulties with ‘forgetting’ 
criminality information, 13  while Dr Natalina Stamile 14  addressed 

                                            
10 Postdoctoral Researcher at the Interdisciplinary Research Group on Law, Science, 
Technology and Society (LSTS), Vrije Universiteit Brussel, Belgium: ‘Fighting for 
Your Right to What Exactly? The Convoluted Case Law of the EU Court of Justice 
on Privacy and/or Personal Data Protection’ (2014) 2(2) Birkbeck Law Review 
263. 

11 ibid. 
12 University of Cardiff, UK: ‘Outsourcing Surveillance—Privatising Policy: 
Communications Regulation by Commercial Intermediaries’ (2014) 2(2) Birkbeck 
Law Review 349. 

13 Senior Lecturer in Law, Sheffield Hallam University, UK: ‘The Surveillance of 
‘Risky Subjects’: Adiaphorisation through Criminal Records, and Contested 
Narratives of Stigma’ (2014) 2(2) Birkbeck Law Review 279. 

14 University of Catanzaro, Italy: ‘Beyond Possessive Individualism: The Vividown 
Case’ (not published in this issue). 
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issues of stigma and the risk of harm that potentially arises from a 
lawless, bullying internet—and the difficulties in regulating this 
netscape. The last formal presentation at the conference was from 
Bernard Keenan, who shared his work on the application of elements 
of systems theory to problems of privacy, transparency and the 
regulation of ‘closed material proceedings’ and surveillance 
technologies.15 

As Dr Mark Ellis describes in his speech that follows this 
introduction, we live in uncertain times and our right to privacy is 
forever being encroached upon by the intrusive glare of the modern 
surveillance state. In some ways, the UK Parliament recognizes that 
their may indeed be a problem. Though Parliament have yet to 
respond to a UK Law Commission report on some of the vagaries 
and inconsistencies in the law and practice relating to data sharing 
between public bodies as part of that broader state surveillance.16  

Authors’ research included in this issue, such as Rebecca Wong’s,17 
into the development of social media and data protection legislation 
becomes ever-more relevant. While the conference presenters and 
papers highlighted and critiqued the traditional dichotomy that 
exists between a citizen’s right to privacy and the state’s use of 
surveillance technologies, this volume reminds us that further 
research needs to go into the modernity of privacy and surveillance, 
such as, the development of organizational compliance under the 
Data Protection Act 1998 (in respect of surveillance cameras and 
their use of personal information).  

In order to properly introduce the issue that follows, it should be 
said that not only was this conference a timely event—on November 
7th 2014 The Guardian reported that the UK intelligence agencies 
have been exposed for intruding on the private conversations 

                                            
15 London School of Economics, UK: ‘Contingency and Surveillance: Framing the 
Risk of Taking Risks’ (2014) 2(2) Birkbeck Law Review 293. 

16 See: Law Commission, Data Sharing Between Public Bodies: A Consultation 
Paper (Law Comm CP No 214, 2013); and Law Commission, Data Sharing 
Between Public Bodies: A Scoping Report (Law Comm No 351, 2014). 

17 Senior Lecturer, Nottingham Law School, UK: ‘Social Networking: The 
Application of the Data Protection Framework Revisited’ (2014) 2(2) Birkbeck 
Law Review 317. 
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between lawyers and clients18—but it also demonstrates the need for 
substantial research and scholarship in the areas surrounding the 
legality of privacy and surveillance.19 It appears that legal institutions 
are struggling to keep pace with the modern technological age, and 
in the age of CCTV, smart data and computation—in an ever more 
intrusive world—it is important that we evaluate technological 
developments and build adequate legal and institutional frameworks. 
This issue, and the conference that preceded it, aims at doing just 
that, and in the ten papers that follow, the authors will evaluate and 
critique the modern conception of privacy and surveillance.  

A last point: my heartfelt thanks to Edward Chin, Devin Frank, 
Nana Anowa Hughes and  others at Birkbeck for organising such a 
wonderful conference. Additionally, a special thank you to Fraser 
Alcorn, Max Byrne, Simon Thorpe and Marek Marczynski for their 
editorial work and for inviting me to provide a foreword to this 
special issue of the much-needed, student-led Birkbeck Law Review. 

 

 

 

Jamie Grace 

Sheffield, 21st November 2014 

                                            
18 Owen Bowcott ‘UK Intelligence Agencies Spying on Lawyers in Sensitive Security 
Cases’ (The Guardian, November 7 2014) 
<www.theguardian.com/world/2014/nov/06/intelligence-agencies-lawyer-client-
abdel-hakim-belhaj-mi5-mi6-gchq> accessed 20 November 2014.  

19 See, e.g., Hildebrandt and de Vries (n 7).  
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Losing Our Right to Privacy: How Far 
is Too Far? 

DR MARK S ELLIS* 

Introduction 

My work commute begins each morning as I leave my flat at number 
nine Weymouth Street, London. Before exiting the building, my 
image has been captured by a camera situated in the corridor. As I 
walk toward Great Portland Street, I pass the first of more than 
422,000 London CCTV cameras (about one for every 14 people in 
the capital). Turning left toward the tube station, I pass another 
CCTV camera positioned on the corner. Entering Great Portland 
Street tube station I use my Oyster card to pass through the ticket 
gateway; the system notes the exact time of my entry. While waiting 
on the train platform, I notice at least two cameras peering down at 
the waiting passengers. Inside the train, there are several small 
cameras strategically positioned to see all the commuters. I exit at 
Farringdon Station, again using my Oyster card, which registers my 
location and arrival time. As I walk up Farringdon Street toward my 
office, I pass two more CCTV cameras. Entering the building where 
I work, I use my ID badge to activate the elevator and to assure 
building security personnel that I am, in fact, Mark Ellis.  

I retrace the same route on my return home. At no time during this 
entire journey am I out of view. Whether it is government or private 
surveillance, I am being watched and followed throughout my 
commute. Disquieting as this may be, that’s not the end of it. 

At my office, I receive notice that the Xbox I bought for my son has 
arrived. I am unaware that the US National Security Agency (NSA), 
the US Central Intelligence Agency (CIA) and the UK’s General 

                                            
* Executive Director of the International Bar Association, London. I would like to 
thank Yannic Körtgen for his superb assistance in researching and drafting this 
article. This article is based on a keynote address given by the author at ‘Privacy 
and Surveillance’ (Birkbeck Law Review Conference, London, 31 October 2014). 
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Communications Headquarters (GCHQ) have been conducting 
surveillance of many online game networks, including massively 
multiplayer online role-playing games (MMORPGs) such as World 
of Warcraft, virtual worlds such as Second Life, and the Xbox 
gaming console.1 

I remember that last night I used my credit card online to purchase a 
plane ticket to the United States. I am oblivious to the fact that my 
transaction will fall under the purview of a programme called 
DISHFIRE, a worldwide data collection operation that gathers 
location data, credit card details, missed call alerts, contact roaming 
alerts (which indicate border crossings), electronic business cards, 
credit card payment notifications, travel itinerary alerts, meeting 
information, text messages, and more.  

When I log into my AT&T account, located in the United States, my 
activity is likely entered into an NSA databank. The NSA is able to 
turn phone and email logs into sophisticated graphs of social 
connections that identify a person’s associates, their location at 
various times, their travelling companions, and other personal 
information.2  

In a single day in 2012, the NSA collected e-mail address books from 
over 650.000 accounts. Documents show the Agency collected 
almost 3 billion pieces of intelligence from US computer networks 
over a 30 day period ending in March 2013.3 Furthermore, the NSA 
collects contacts, on a daily basis, from an estimated 500,000 buddy 
lists on live-chat services as well as from the inbox displays of web-

                                            
1 Mark Mazzetti, ‘Spies Infiltrate a Fantasy Realm of Online Games’ The New York 
Times (New York, 9 December 2013) <www.nytimes.com/2013/12/10/world/spies-
dragnet-reaches-a-playing-field-of-elves-and-trolls.html?pagewanted=all&_r=0> 
accessed 21 November 2014. 

2 James Risen, ‘N.S.A. Gathers Data on Social Connections of U.S. Citizens’ The 
New York Times (New York, 28 September 2013) 
<www.nytimes.com/2013/09/29/us/nsa-examines-social-networks-of-us-
citizens.html?pagewanted=all> accessed 19 November 2014.  

3 Glenn Greenwald, ‘Boundless Informant: the NSA’s Secret Tool to Track Global 
Surveillance Data’ The Guardian (London, 11 June 2013) 
<www.theguardian.com/world/2013/jun/08/nsa-boundless-informant-global-
datamining> accessed 19 November 2014.  
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based email accounts.4 Taken together, the data enables the NSA to 
draw detailed maps of a person’s life based on their personal, 
professional, religious and political connections. 

After reviewing my AT&T account emails, I make a call to a work 
colleague in the United Arab Emirates. I wonder if my call is tracked. 
In all likelihood, it is. 

The NSA has been tracking mobile phone locations around the 
world by tapping into the cables that connect global networks. The 
Agency collects more than 5 billion location records daily, enabling 
analysts to map cell phone owners’ relationships by correlating their 
patterns of movement over time with thousands or millions of other 
phone users.5 

The NSA has set up task forces assigned to several smartphone 
manufacturers and operating systems, including Apple's iPhone and 
iOS, as well as Google's Android mobile operating system. Similarly, 
Britain's GCHQ assigned a team to study and crack the BlackBerry.6 

Under the MYSTIC operation, the NSA has built a surveillance 
system capable of recording ‘100 percent’ of a foreign country’s 
telephone calls, enabling the Agency to rewind and review 
conversations as long as a month after they take place.7  

This is one day in my life here in London. I am exposed to a near 
twenty-four hour surveillance matrix, where my journeys, my 

                                            
4 ibid. 
5 Barton Gellmann, ‘NSA Tracking Cellphone Locations Worldwide, Snowden 
Documents Show’ The Washington Post (Washington DC, 4 December 2013) 
<www.washingtonpost.com/world/national-security/nsa-tracking-cellphone-
locations-worldwide-snowden-documents-show/2013/12/04/5492873a-5cf2-11e3-
bc56-c6ca94801fac_story.html> accessed 19 November 2014>.  

6 Marcel Rosenbach, ‘iSpy: How the NSA Accesses Smartphone Data’ Der Spiegel 
(Hamburg, 9 Sepember 2013) <www.spiegel.de/international/world/how-the-nsa-
spies-on-smartphones-including-the-blackberry-a-921161.html> accessed 14 
November 2014. 

7 Barton Gellmann, ‘NSA surveillance program reaches “into the past” to retrieve, 
replay phone calls’ The Washington Post (Washington DC, 28 March 2014) 
<www.washingtonpost.com/world/national-security/nsa-surveillance-program-
reaches-into-the-past-to-retrieve-replay-phone-calls/2014/03/18/226d2646-ade9-
11e3-a49e-76adc9210f19_story.html> accessed 14 November 2014. 
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internet transactions and my overseas phone calls can be subject to 
government monitoring. 

Government Surveillance: The Ever Expanding Matrix 

The United States and others have defended the collection of vast 
amounts of phone and internet data with the argument that the mere 
collection of communications data, even in troves, is not 
‘surveillance’ because it is subject to computerised analysis and a 
human eye would never look at it. 

Theresa May, UK Home Secretary, stated that ‘if you are searching 
for the needle in the haystack, you have to have a haystack in the 
first place.’ She argues, rather arbitrarily, that collecting and storing 
phone and internet records is not the same as ‘mass surveillance’ 
because ‘most of the data will not be looked at ... [or] touched.’8 I 
find this unsettling, particularly coming from a high ranking 
government official.  

I recognise that surveillance is nothing new, even in liberal countries. 
However, the dynamic nature of technology has changed both how 
surveillance can be carried out, and also what can be monitored. The 
digital age has created new opportunities for communication and 
information-sharing, and the internet has facilitated the development 
of large amounts of communications data, or metadata, by and 
about individuals, including their personal information, their 
location and online activities, and information about their e-mails 
and messages. 

National legislation and human rights mechanisms have been slow 
to assess the human rights implications of the digital age on access to 
communications data. Rights to privacy and freedom of expression, 
and where to draw the line between what is private and what is 
public, have yet to be comprehensively considered by human rights 
bodies. 

                                            
8 Brian Wheeler, ‘Theresa May: We Need to Collect Communications Data 
“Haystack”’ (BBC, 16 October 2014) <www.bbc.com/news/uk-politics-
29642607> accessed 14 November 2014. 
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Our current hyperbolic response grew out of the events of 9/11. 
Following terrorist attacks on US soil, President George W Bush 
empowered the NSA and other parts of the US intelligence 
community to conduct wide-ranging surveillance, dubbed the 
President’s Surveillance Program (PSP), without need of court orders 
or oversight of any kind. 

Between 2004 and 2007, the US Government moved several PSP 
projects under the authority of the Foreign Intelligence Surveillance 
Court (FISC), and in 2008 passed the Foreign Intelligence 
Surveillance Act (FISA) Amendments Act.9 This led, among other 
things, to the addition of Section 702 authorising the collection of 
communications from ‘non-US persons’ inside the United States for 
foreign intelligence purposes. In collecting the communications of 
non-US persons, Section 702 explicitly allowed for the incidental 
collection of communications by US persons as well.10 

Post-9/11 legislative initiatives regarding secret surveillance were not 
only draconian but expansive, reaching far beyond the borders of the 
US. The repercussions for the international community would be 
breathtaking.  

Revelations by whistleblowers and journalists in 2013 and 2014 
suggest that the GCHQ together with other global intelligence 
agencies are developing and deploying technologies to access global 
internet traffic, calling records, electronic address books, and 
volumes of digital communications content. 

                                            
9 The Foreign Intelligence Surveillance Court (FISC) was established by Congress in 
1978 as a special Article III court. It was established as part of Congress’ effort to 
reform America’s foreign and domestic intelligence policy in the wake of the 
Church Commission’s report documenting decades of law-enforcement misconduct 
against domestic civil-liberties groups. As part of this effort, it passed the Foreign 
Intelligence Surveillance Act (FISA) establishing the FISC and delineating a process 
for classified judicial review of surveillance for foreign-intelligence purposes. 

10 Ron Wyden, ‘Udall, Wyden, Heinrich Urge Solicitor General to Set Record 
Straight on Misrepresentations to U.S. Supreme Court in Clapper v. Amnesty’ (Ron 
Wyden: Senator for Oregon, 21 November 2013) 
<www.wyden.senate.gov/news/press-releases/udall-wyden-heinrich-urge-solicitor-
general-to-set-record-straight-on-misrepresentations-to-us-supreme-court-in-
clapper-v-amnesty> accessed 19 November 2014. 
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The Five Eyes, also known as the FVEY, refers to an intelligence 
alliance comprising Australia, Canada, New Zealand, the United 
Kingdom, and the United States, all bound by the multilateral UK-
USA Agreement to uphold joint cooperation in signals intelligence.11 

Edward Snowden described the Five Eyes as a ‘supra-national 
intelligence organisation that doesn't answer to the laws of its own 
countries.’12 Documents leaked by Snowden in 2013 revealed that 
the Five Eyes have been intentionally spying on one another's 
citizens and sharing the collected information with each other in 
order to circumvent restrictive domestic regulations on spying.13 

In the months leading up to the Iraq War, the Five Eyes monitored 
the communications of UN weapons inspector Hans Blix, British 
agents bugged the office of UN Secretary-General Kofi Annan,14 and 
an NSA memo detailed a Five Eyes plan to eavesdrop on UN 
delegations as part of a ‘dirty tricks’ campaign to pressure certain 
countries to vote in favour of using force against Iraq.15 

This sophisticated surveillance alliance is growing. Denmark, France, 
the Netherlands, and Norway have joined the Five Eyes to constitute 
the Nine Eyes. 16  And the most recent Fourteen Eyes construct 
consists of the Nine Eyes plus Germany, Belgium, Italy, Spain and 

                                            
11 James Cox, ‘Canada and the Five Eyes Intelligence Community’ (CDFAI, 
December 2012)  
<www.cdfai.org/PDF/Canada%20and%20the%20Five%20Eyes%20Intelligence%
20Community.pdf> accessed 14 November 2014.  

12 Tagesschau, ‘Interview with Edward Snowden’ (Tagesschau.de) 
<www.tagesschau.de/snowden-interview-englisch100.pdf> accessed 19 November 
2014. 

13 ibid. 
14 ‘UK spied on UN’s Kofi Annan’ (BBC, 26 February 2004) 
<http://news.bbc.co.uk/1/hi/uk_politics/3488548.stm> accessed 14 November 
2014.  

15 Martin Bright, ‘Revealed: US Dirty Tricks to Win Vote on Iraq War’ The 
Guardian (London, 2 March 2003) 
<www.theguardian.com/world/2003/mar/02/usa.iraq> accessed 14 November 
2014.  

16 Leo Kelion ‘NSA-GCHQ Snowden Leaks: A Glossary of the Key Terms’ (BBC, 28 
January 2014) <www.bbc.com/news/technology-25085592> accessed 14 
November 2014.  
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Sweden. 17  According to a document leaked by Snowden, the 
Fourteen Eyes are officially known as SIGINT Seniors Europe, or 
SSEUR.18 

To circumvent domestic surveillance restrictions, states cooperate by 
exchanging their own surveillance data. For instance, the Federal 
Intelligence Service (NDB) of Switzerland exchanges information 
with the NSA. The NSA has been granted access to the Swiss 
surveillance program Onyx.19 The Bundesnachrichtendienst (BND) 
of Germany systematically transfers metadata from German 
intelligence sources to the NSA, having provided the NSA with 500 
million records in December 2012 alone.20 The NSA granted the 
Bundesnachrichtendienst access to X-Keyscore. 21  The Försvarets 
radioanstalt (FRA) of Sweden granted the Five Eyes access to 
underwater cables in the Baltic Sea.22 The FRA has been conducting 
a clandestine surveillance operation targeting the internal politics of 
Russia on behalf of the NSA, which receives the collected data.23 In 
cooperation with the Australian Signals Directorate (ASD/DSD), the 
Defence Ministry of Singapore and its Security and Intelligence 

                                            
17 ibid. 
18 Philip Dorling, ‘Singapore, South Korea Revealed as Five Eyes Spying Partners’ 
The Sydney Morning Herald (Sydney, 25 November 2013) 
<www.smh.com.au/technology/technology-news/singapore-south-korea-revealed-
as-five-eyes-spying-partners-20131124-2y433.html> accessed 14 November 2014.  

19 ‘NDB und NSA Kooperieren Enger als Bisher Bekannt’ Handelsblatt (Düsseldorf, 
15 September 2013) <www.handelszeitung.ch/politik/ndb-und-nsa-kooperieren-
enger-als-bisher-bekannt-496751> accessed 14 November 2014.  

20 ‘Überwachung: BND Leitet Massenhaft Metadaten an die NSA Weiter’ Der 
Spiegel (Hamburg, 3 August2013) <www.spiegel.de/netzwelt/netzpolitik/bnd-leitet-
laut-spiegel-massenhaft-metadaten-an-die-nsa-weiter-a-914682.html> accessed 14 
November 2014.  

21 ‘“Prolific Partner”: German Intelligence Used NSA Spy Program’ Der Spiegel 
(Hamburg, 20 July 2013) <www.spiegel.de/international/germany/german-
intelligence-agencies-used-nsa-spying-program-a-912173.html> accessed 14 
November 2014. 

22 ‘Sverige Deltog i NSA-övervakning [Sweden Participated in NSA Surveillance]’ 
(Dagens Nyheter, 6 September 2013) <www.dn.se/nyheter/sverige/sverige-deltog-i-
nsa-overvakning> accessed 14 November 2014.  

23 ‘Snowden Files Reveal Swedish-American Surveillance of Russia’ (SVT, 5 
December 2013) <www.svt.se/ug/snowden-files-reveale-swedish-american-
surveillance-of-russia> accessed November 14 2014. 



Birkbeck Law Review Volume 2(2) 

180 

Division (SID) have been secretly intercepting much of the fibre optic 
cable traffic passing through the Asian continent. Such intelligence 
sharing allows the Five Eyes to maintain a ‘stranglehold on 
communications across the Eastern Hemisphere.’24 

However, of all of the states participating in this global surveillance 
framework, the US and the UK stand out in their capabilities and 
unprecedented deployment of data gathering operations. 
XKEYSCORE is the international surveillance tool through which 
NSA analysts search vast databases containing the email, online 
chats, and browsing histories of millions of individuals around in the 
world. The XKEYSCORE data has reportedly been shared with 
other secret services including Australia's Defence Signals 
Directorate, New Zealand's Government Communications Security 
Bureau, the British GSCQ, and the German BND. 

Data is collected by various means, including upstream tapping, 
which involves the installation of fibre optic splitters at sites 
operated by private telecommunications companies; these provide 
intelligence agencies with a complete copy of all internet traffic 
across the companies’ networks.25 

Similarly, Britain's global surveillance programme Tempora 
intercepts the fibre optic cables that form the backbone of the 
internet. With full knowledge of the companies that own the cables 
and landing stations, Tempora places intercepts in the UK and 
overseas.26 

                                            
24 Philip Dorling, ‘Australian Spies in Global Deal to Tap Undersea Cables’ The 
Sydney Morning Herald (Sydney, 29 August 2013) 
<www.smh.com.au/technology/technology-news/australian-spies-in-global-deal-to-
tap-undersea-cables-20130828-2sr58.html> accessed 14 November 2014. 

25 Craig Timberg, ‘NSA Slide Shows Surveillance of Undersea Cables’ The 
Washington Post (Washington DC, 10 July 2013) 
<www.washingtonpost.com/business/economy/the-nsa-slide-you-havent-
seen/2013/07/10/32801426-e8e6-11e2-aa9f-c03a72e2d342_story.html> accessed 
14 November 2014. 

26 James Ball, ‘Leaked Memos Reveal GCHQ Efforts to Keep Mass Surveillance 
Secret’ The Guardian (London, 25 October 2013) <www.theguardian.com/uk-
news/2013/oct/25/leaked-memos-gchq-mass-surveillance-secret-snowden> accessed 
14 November 2014. 
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STATEROOM is a secret signals intelligence collection programme 
that picks up international radio, telecommunications, and internet 
traffic. It is operated out of the diplomatic missions of the signatories 
to the Five Eyes UK-USA Agreement and the members of the 
ECHELON network.27 

The NSA PRISM surveillance programme, in cooperation with 
British intelligence and the Algemene Inlichtingen en 
Veiligheidsdienst (AIVD) of the Netherlands, directly harvests data 
from the servers of US service providers such as Microsoft, Yahoo!, 
Google, Facebook, Paltalk, AOL, Skype, YouTube, and Apple Inc.28 

Under the Royal Concierge surveillance programme, Britain's 
GCHQ agency uses an automated monitoring system to infiltrate the 
reservation systems of at least 350 luxury hotels around the world.29 
Other programmes involve the wiretapping of room telephones and 
fax machines used in targeted hotels as well as the monitoring of 
computers hooked up to the hotel network.30 

US and UK authorities do not limit their surveillance to individuals. 
They aggressively infiltrate technology companies with data centres 
both in and outside their national borders. For example, the 
MUSCULAR surveillance program is noted to be ‘unusually 
aggressive’ in hacking into Yahoo! and Google data. The programme 
is operated in the UK, jointly with the GCHQ.31 

                                            
27 Jane Perlez, ‘Australia Said to Play Part in N.S.A. Effort’ The New York Times 
(New York, 31 October 2013) 
<www.nytimes.com/2013/11/01/world/asia/australia-participated-in-nsa-program-
document-says.html> accessed 14 November 2014. 

28 Barton Gellmann, ‘U.S., British Intelligence Mining Data from Nine U.S. Internet 
Companies in Broad Secret Program’ The Washington Post (Washington DC, 7 
June 2013) <www.washingtonpost.com/investigations/us-intelligence-mining-data-
from-nine-us-internet-companies-in-broad-secret-program/2013/06/06/3a0c0da8-
cebf-11e2-8845-d970ccb04497_story.html> accessed 14 November 2014. 

29 Laura Poitras, ‘“Royal Concierge”: GCHQ Monitors Diplomats’ Hotel Bookings’ 
Der Spiegel (Hamburg, 17 November 2013) 
<www.spiegel.de/international/europe/gchq-monitors-hotel-reservations-to-track-
diplomats-a-933914.html> accessed 14 November 2014. 

30 ibid. 
31 Barton Gellman, ‘NSA Infiltrates Links to Yahoo, Google Data Centers 
Worldwide, Snowden Documents Say’ The Washington Post (Washington DC, 30 
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States are accessing communications data at a rapidly growing rate. 
In the three years that Google has been reporting the requests it 
receives for communications data, the number has almost doubled, 
from 12,539 requests in the second half of 2009, to 21,389 in the 
second half of 2012.32 

In the UK, as a result of administrative errors, roughly 3,000 
innocent people have reportedly been wrongly spied on by law 
enforcement and other public bodies. People have had their records 
seized and examined in error, and mistakes in at least 11 cases have 
led to innocent people being wrongly accused, subjected to house 
searches, or arrested.33  

The Times of London recently reported that ‘[t]ens of thousands of 
innocent people are having their mobile phones snooped on by 
police officers using secretive and controversial surveillance 
technology.’34 Devices called IMSI Catchers ‘intercept and listen to 
phone calls, collect and read text messages and emails and block 
phone signals in a specific area.’35 The deployment of IMSI Catchers 
‘can be authorised by an officer of chief constable rank without 
having to seek permission from a judge or government minister.’36 

The more data is stored, the more governments will collect.  

As stated by Alex Spence, ‘[l]aw enforcement will exploit any 
database built, if it makes it easier to figure out what the rest of us 

                                                                                                   
October 2013) <www.washingtonpost.com/world/national-security/nsa-infiltrates-
links-to-yahoo-google-data-centers-worldwide-snowden-documents-
say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html> accessed 
14 November 2014. 

32 Alberto Escudero-Pascual and Gus Hosein, ‘Questioning Lawful Access to Traffic 
Data’ (2004) 47(3) Communications of the ACM 77. 

33 Alex Spence, ‘Extent of Police “Spying” Exposed’ The Times (London, 4 October 
2014) <www.thetimes.co.uk/tto/news/uk/article4226700.ece> accessed 14 
November 2014.  

34 Sean O’Neill, ‘Police Sweep Up Phone Data with Secret Snooping Device’ The 
Times (London, 1 November 2014) 
<www.thetimes.co.uk/tto/news/uk/crime/article4254706.ece> accessed 14 
November 2014. 

35 ibid. 
36 ibid. 
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are up to.’37 As already shown, secret service and law enforcement 
agencies have extensive means and interest to access data stored by 
large network providers such as Google. In many cases, agencies can 
purchase or simply issue their own subpoena (without judicial 
oversight) and compel companies to turn over sensitive data.38 

In September 2014, FBI director James Comey lashed out against 
Apple and Google over plans to provide higher encrypting standards 
for their smartphones; the FBI claimed that encryption might slow 
investigations.39 

Judicial Oversight 

The most disturbing and dangerous aspect of this new global 
surveillance phenomenon is the lack of judicial oversight. 
Traditionally, surveillance had to be authorised by the judiciary. As 
technology grows more sophisticated, this safeguard increasingly is 
weakened or even eliminated. 

In the UK, the Secretary of State authorises the interception of 
communications.40 It is more than a little ironic that the UK employs 
the same oversight mechanism as the dictatorial government in 
Zimbabwe where such authorisation comes from the Minister for 
Transport and Communication.41  

In the UK, where law enforcement authorities are empowered to 
authorise their own requests for communications information, 
approximately 500,000 such requests are reported every year.42 The 
Regulation of Investigatory Powers Act 2000 (RIPA), allows 

                                            
37 Spence (n 33). 
38 ibid. 
39 RT, ‘FBI Director Lashes Out at Apple, Google for Encrypting Smartphones’ (RT, 
26 September 2014) <http://rt.com/usa/190980-comey-fbi-encryption-phones> 
accessed 14 November 2014.  

40 Regulation of Investigatory Powers Act 2000, section 5. 
41 Interception of Communications Act 2006, section 5.  
42 ‘Google Transparency Report’ (Google, 2013) 
<www.google.com/transparencyreport/userdatarequests> accessed 14 November 
2014.  
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authorities to obtain communications records without permission 
from a judge. 

Recently, Foreign Secretary Philip Hammond rejected the idea that 
‘judges should approve electronic surveillance warrants, and claimed 
that only ministers could exercise the political judgement required to 
ensure that such surveillance was necessary and proportionate.’43 
This is an extraordinary statement and directly contradicts a 
fundamental principle of the rule of law, namely that judicial 
oversight is required to protect against intrusive government policies. 

In the same vein, it is highly questionable whether mass surveillance 
operations in the US are reviewed by ‘competent’ judicial authorities. 
There are serious concerns about whether the FISC has a sufficient 
understanding of the technologies used, or sufficient resources to 
conduct the oversight required of it.  

The Chief Judge of the FISC, Judge Walton, has recognised that the 
Court is limited in its ability to scrutinise NSA abuses: ‘The FISC is 
forced to rely upon the accuracy of the information that is provided 
to the Court … The FISC does not have the capacity to investigate 
issues of noncompliance.’44 Because it lacks technical expertise in 
anti-terrorism, the FISC is often forced to defer to NSA judgments. 
As recently revealed, ‘the FISC has denied not a single surveillance 
request in the past three years. By any measure, the court is simply a 
rubber stamp for the executive branch.’45 

The FISC includes 11 US district court judges from at least seven 
judicial circuits. The Supreme Court Chief Justice selects all judges.46 
                                            
43 Julian Borger, ‘Ministers Should Assess UK Surveillance Warrants, Says Philip 
Hammond’ The Guardian (23 October 2014) <www.theguardian.com/uk-
news/2014/oct/23/uk-gchq-electronic-surveillance-warrants-philip-hammond-mi6> 
accessed 14 November 2014. 

44 Carol Leonnig, ‘Court: Ability to Police U.S. Spying Program Limited’ The 
Washington Post (Washington DC, 15 August 2013) 
<www.washingtonpost.com/politics/court-ability-to-police-us-spying-program-
limited/2013/08/15/4a8c8c44-05cd-11e3-a07f-49ddc7417125_story.html> 
accessed 14 November 2014.  

45 Christopher Sprigman and Jennifer Granick, ‘The Secret FISA Court Must Go’ 
(The Daily Beast, 24 July 2013) <www.thedailybeast.com/articles/2013/07/24/the-
secret-fisa-court-must-go.html> accessed 14 November 2014.  

46 50 USC § 1803(a)(1). 
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Every FISC judge currently serving was appointed by current Chief 
Justice John Roberts, who was himself appointed by President 
George W Bush. Roberts’ nominations to the FISA court are almost 
exclusively Republican, with only one judge being a Democrat.47 
FISC judges do not require confirmation by Congress.48 

The Court sits ex parte. Only the judges and government officials are 
present during the hearings, and only government attorneys can file 
applications with the Court.49 Hearings ‘must be conducted within 
the Court’s secure facility.’50 Ex parte proceedings are at odds with 
basic norms of due process such as the right to notice, the right to a 
public hearing, and the right to confront adversaries.51 

On rare occasions, the Court will receive an adversarial briefing, 
usually in the context of the Freedom of Information Act or First 
Amendment rights. However, the ‘FISA does not provide a 
mechanism for the Court to invite the views of nongovernmental 
parties.’52  

Moreover, because FISC rulings are secret, with no public access to 
the opinions that set precedent, the FISC is effectively ‘creating a 

                                            
47 Ezra Klein , ‘Did You Know John Roberts Is Also Chief Justice Of The NSA’s 
Surveillance State?’ Washington Post (Washington DC, 5 July 2013) 
<www.washingtonpost.com/blogs/wonkblog/wp/2013/07/05/did-you-know-john-
roberts-is-also-chief-justice-of-the-nsas-surveillance-state> accessed November 14 
2014.  

48 ibid. 
49 See USFISC Rules of Proceeding R 6. 
50 ibid at R 17(b). 
51 Conor Clarke, ‘Is the Foreign Intelligence Surveillance Court Really a Rubber 
Stamp? Ex Parte Proceedings and the FISC Win Rate’ (2014) 66 Stan L Rev Online 
125 (2014) <www.stanfordlawreview.org/online/foreign-intelligence-surveillance-
court-really-rubber-stamp-ex-parte-proceedings-and-fisc-win> accessed 19 
November 2014.  

52 Letter from Reggie B Walton, Presiding Judge of the US Foreign Intelligence 
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body of secret law.’53 Rulings are classified and rarely released.54 The 
Court simply does not operate with procedural or legal transparency.  

This, together with the FISC’s alarming 99.97% approval rate for 
surveillance requests, has led critics to label the Court a mere ‘rubber 
stamp’ for the executive branch.55  

The FISC has been compared to the English Star Chamber. Legal 
scholar Randy Barnett stated ‘[s]ecret judicial proceedings 
adjudicating the rights of private parties, without any ability to 
participate or even read the legal opinions of the judges, is the 
antithesis of the due process of law.’56 

The lack of judicial oversight extends even further. Many NSA 
surveillance programmes are not subject to any external oversight. 
Even programmes subject to congressional and judicial review lack 
real transparency and accountability.57 Although the programmes 

                                            
53 Kathleen McCarthy, ‘Government Secrecy Threatens America’s Rule of Law’ 
(River Cities Reader, 30 October 2013) <www.rcreader.com/commentary/secrecy-
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54 Ben O’Neil‚ ‘FISA, the NSA, and America’s Secret Court System’ (Mises Institute, 
22 February 2014) <http://mises.org/daily/6672/FISA-the-NSA-and-Americas-
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55 E.g. ‘Continued Oversight of the Foreign Intelligence Surveillance Act: Hearing 
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(2007) 101 Nw U L Rev 239, 245; Spencer Ackerman ‘FISA Chief Judge Defends 
Integrity of Court over Verizon Records Collection’ The Guardian (London, 6 June 
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surveillance>; Carol D Leonnig and others, ‘Secret-Court Judges Upset at Portrayal 
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2013) <www.washingtonpost.com/politics/secret-court-judges-upset-at-portrayal-
of-collaboration-with-government/2013/06/29/ed73fb68-e01b-11e2-b94a-
452948b95ca8_story.html> all accessed 19 November 2014.  

56 Ben O’Neil‚ ‘FISA, the NSA, and America’s Secret Court System’ Mises Institute 
(22 February 2014) <http://mises.org/daily/6672/FISA-the-NSA-and-Americas-
Secret-Court-System> accessed 19 November 2014.  

57 Cindy Cohn and Mark M Jaycox, ‘NSA Spying: The Three Pillars of Government 
Trust Have Fallen’ (Electronic Frontier Foundation, 15 August 2013) 
<www.eff.org/deeplinks/2013/08/nsa-spying-three-pillars-government-trust-have-
fallen> accessed 19 November 2014. 
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run under the FISA are subject to FISC review, there is no oversight 
provided by an external entity. As adroitly described by Mark 
Rumold, ‘[t]his secret court isn’t in a developing nation, struggling 
beneath a dictatorship. It’s not in a country experimenting for the 
first time with a judiciary and the rule of law. … No, the court is 
here, in the United States (it’s in Washington, D.C., in fact).’58 

In one more twist, the Senate Intelligence Committee, which 
provides congressional oversight of the NSA, relies on information 
provided by the NSA.59 

There is a staggering lack of due process in government surveillance 
programmes. Individuals under scrutiny receive no notice nor have 
opportunities to contest. Telecommunications service providers who 
receive demands for records are generally prevented from notifying 
anyone about the demands. With few exceptions, operations are 
conducted secretly and individuals are never notified that the NSA or 
other agencies are collecting their data.  

International Legal Protection 

International human rights law provides useful, though rarely 
followed, guideposts for surveillance programmes. Both the 
Universal Declaration of Human Rights (UDHR) and the 
International Covenant on Civil and Political Rights (ICCPR) 
provide that ‘no one shall be subjected to arbitrary interference with 
his privacy ... and that everyone has the right to the protection of the 
law against such interference or attacks.’60  
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In its general comment, the Human Rights Committee emphasised 
that compliance with Article 17 of the ICCPR required that the 
integrity and confidentiality of correspondence should be guaranteed 
de jure and de facto. ‘Correspondence should be delivered to the 
addressee without interception and without being opened or 
otherwise read.’61 

The right to privacy is also protected in various other international 
and regional human rights legislation.62 

Recently, scholars have asserted that human rights law, including the 
ICCPR, either does or should give foreign nationals abroad rights 
against US surveillance.63 

Under international human rights law, interfering with the right to 
privacy is only permissible when it is neither arbitrary nor unlawful. 
The Human Rights Committee has stated that the term ‘unlawful’ 
implies that no interference can take place ‘except in cases envisaged 
by the law. Interference authorised by States can only take place on 
the basis of law, which itself must comply with the provisions, aims 
and objectives of the Covenant.’64 
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62 United Nations Convention on Migrant Workers, Article 14; UN Convention of 
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63 Marko Milanovic, ‘Foreign Surveillance and Human Rights’ (EJIL: TALK!, 27 
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The Committee explained that the introduction of this concept ‘is 
intended to guarantee that even interference provided for by law 
should be in accordance with the provisions, aims and objectives of 
the Covenant and should be, in any event, reasonable in the 
particular circumstances.’ 65  Thus, ‘any interference with privacy 
must be proportional to the end sought and be necessary in the 
circumstances of any given case.’66 

The bottom line is that global surveillance programmes regularly fail 
to meet these requirements.  

Furthermore, under the legality principle, any limitation to the right 
to privacy must be prescribed by law. A state must not adopt or 
implement any measure that interferes with the right to privacy in 
the absence of an existing publicly reviewable legislative act, 
sufficient to ensure that individuals have advance notice of and can 
foresee its application.67  

Yet almost without exception, government surveillance programmes 
are conducted in secret and are largely governed by a body of secret 
law developed by a government entity or court which selectively 
interprets the law.  

At least in Europe we are beginning to see some pushback by judicial 
bodies. The European Court of Justice recently ruled that 
comprehensive data retention, being disproportionate to the ends 
sought, interferes with privacy rights and the protection of personal 
data under the EU Charter of Fundamental Rights; it thus struck 
down EU Directive 2006/24/EC on data retention.68 However, the 
UK seems to be ignoring, or aggressively circumventing the Court’s 
ruling. Newly enacted legislation still grants British intelligence and 
law enforcement agencies access to millions of people’s 
communications69 and does not adequately address the human rights 
                                            
65 ibid para 4. 
66 Communication No 488/1992, Toonan v Australia, [8.3]; see also 
Communications Nos 903/1999, [7.3] and 1482/2006 [10.1] and [10.2]. 

67 For example The Sunday Times v The United Kingdom (1979) Series A no 30 
[49]. 

68 Joined Cases C‑293/12 Digital Rights Ireland v Minister for Communications and 
C‑594/12 Kärntner Landesregierung (OJ C 175/6, 8 April 2014).  

69 Data Retention and Investigatory Powers Bill (DRIP) 2014. 
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requirements set out by the Court; it actually expands government 
surveillance powers further.70 

Conclusion 

With national security threats coming increasingly from clandestine 
groups, surveillance operations have shifted from observing foreign 
state activity to observing populations. Shortly after the NSA 
programme was revealed, a US poll showed that a majority of 
respondents (56%) thought it acceptable if their phone calls were 
monitored. Clearly, public perceptions of surveillance are shifting. In 
many ways, our high tech surveillance culture is also a product of 
modernity; as people grow accustomed to the technology, they are 
less likely to perceive it as an intrusion into privacy.  

This is a worrisome trend. I recall as a 7th grader in 1970 reading 
George Orwell’s book 1984. I was deeply moved and troubled by 
this fictionalised account of a surveillance society. If someone had 
asked me back then if I could imagine the kind of surveillance I have 
described in this article, I would have rejected the possibility as 
improbable and unacceptable. Yet, governments have engaged in 
systematic fear mongering and efforts to create an environment of 
constantly heightened security. States have changed the very lexicon 
of security and surveillance. If we accept this shift today, what will 
be acceptable thirty years from now? How far is too far? 

                                            
70 ibid. DRIP does not only ignore the main parts of the ECJ ruling but also amends 
the initial Regulation of Investigatory Powers Act 2000 (RIPA). Clauses 3 to 5 of 
the Bill extend both the territorial scope of RIPA and the definition of 
‘telecommunications service’ within RIPA to include webmail services. See Pam 
Cowburn, ‘DRIP: Five Arguments Against Proposed UK Data Retention Bill’ 
(Media Policy Project Blog, 15 July 2014) 
<http://blogs.lse.ac.uk/mediapolicyproject/2014/07/15/drip-five-arguments-against-
proposed-uk-data-retention-bill> accessed 19 November 2014.  
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Citizens @ the Fringes: How 
e-Government Initiatives in British 
Columbia Are Displacing Citizens’ 
Rights and Participation  

MICHEAL VONN*  

‘[B]ig data is like big sugar. The more ubiquitous, abundant, 
pleasurable, efficient and profitable it is, the more we want it. 
And sometimes, the more we want it, the more blinded we 
are by its consequences.  

We stand at the precipice of what one might call the ‘late 
onset diabetes’ of the information age. And we should be 
doing much more to prevent it.’1  

Introduction 

Edward Snowden’s revelations shone a global spotlight on national 
security surveillance networks and how they tap into private sector 
internet and telecommunications services. Other global surveillance 
trends, such as the movement to aggregate and apply data analytics 
to citizens’ personal information collected and used in the provision 
of ordinary government services, are comparatively little known.  

The movement to transform the delivery of public services through 
the use of information technology has been highly controversial from 
the perspectives of privacy and human rights advocates.2 Branded 
under many monikers, including ‘e-government’, ‘horizontal 
government’, ‘linked-up government’, and ‘transformational 

                                                
* Policy Director of the British Columbia Civil Liberties Association, Advisory Board 
Member of Privacy International. 

1 Ian Kerr, (giving evidence) Parliament of Canada, Standing Committee on Access 
to Information, Privacy and Ethics (HC Issue No 45, 12 June 2012). 

2 See, e.g., Ross Anderson and others, Database State: A Report Commissioned by 
the Joseph Rowntree Reform Trust Ltd (Joseph Rowntree Reform Trust Ltd 2009). 
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government’, these reforms have also been severely criticized due to 
costly systems failures.3  

However, the promises of ‘open government’, data analytics, and 
‘the Big Data Revolution’, are being used to re-varnish the 
reputation of e-government. In British Columbia (BC), the e-
government initiative has been dubbed ‘Citizens @ The Centre: B.C. 
Government 2.0’. Its stated aim is to empower citizens both by 
transforming government services through freer sharing of citizens’ 
information, and also by supporting citizens’ digital engagement, by 
using, for example, data analytics on open government data and 
increasing dialogue and participation with government through 
online means.4 In essence, it is a general freeing of data: government 
freer to use citizens’ data and citizens’ freer to use government’s data. 
Cost-savings and actual money-making are meant to flow from this 
arrangement. At the October 10-11, 2013 conference ‘Privacy and 
Access 20/20: A New Vision for Information Rights’, Andrew 
Wilkinson, British Columbia’s Minister of Technology, Innovation 
and Citizens’ Services, spoke confidently about the government’s on-
going commitment to mobilizing data sets available to the 
government as tools of economic development.  

This paper is a brief overview of some of the legal and policy issues 
raised by the e-government reforms in British Columbia. It argues 
that, contrary to the stated aims of the programme, both citizens’ 
rights and options for meaningful participation and engagement are 
being eroded by these developments.  

                                                
3 See Paul Christopher Webster, ‘Centralized, Nationwide Electronic Health Records 
Schemes Under Assault’ (2011) 183(15) CMAJ E1105; citing the UK Public 
Administration Select Committee, Government and IT—‘A Recipe for Rip-Offs’: 
Time for a New Approach (HC 2010-11, 715-I) which ‘concluded that the 
government essentially does not know how to develop information technology 
systems or judiciously shop for either hardware or software. “IT procurement has 
too often resulted in late, over budget IT systems that are not fit for purpose”’.  

4 BC Public Service, ‘Citizens @ the Centre: B.C. Government 2.0: A Transformation 
and Technology Strategy for the BC Public Service’ (Government of British 
Columbia) <http://www.gov.bc.ca/citz/citizens_engagement/gov20.pdf> accessed 2 
September 2014. 
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British Columbia: The Best Place on Earth (to Realize the 
Promise of ‘Big Data’)  

In 2005, the government of British Columbia launched its ‘Best Place 
on Earth’ slogan and set out its ‘Five Great Goals for a Golden 
Decade’. The slogan did not last long,5 but at least some of the 
‘Great Goals’ and their principles remained intact, including the 
government’s belief that ‘a citizen-centred service approach should 
underpin the design and delivery of public services.’6  

The Integrated Case Management (ICM) system for social services 
provision was meant to lay the groundwork for transforming service 
delivery in the social services sector and wider all-sector reform. The 
government’s stated rationales for ‘leveraging information sharing’ 
included citizens’ demands for convenient, high quality and 
accessible services and the need to do more with less. In its 
submission to the Special Committee reviewing the provincial public 
sector privacy and information laws, the government stated that:  

This change in approach to service delivery includes an 
increasing move to horizontal and integrated program 
delivery models to more effectively serve citizens and 
achieve better outcomes for clients. The transformation of 
government service delivery is also a response to 
demographic pressures requiring government to deliver 
quality services with fewer staff by implementing 
innovative programs and leveraging information 
technology.7  

                                                
5 Bob Mackin, ‘BC No Longer Calls Self “Best Place on Earth” (The Tyee, 4 
October 2011) <http://thetyee.ca/Mediacheck/2011/10/04/BC-Best-Place-On-
Earth> accessed 2 September 2014. 

6 Gordon Campbell, ‘Letter from the Premier: Towards a Golden Decade. Strategic 
Plan Update 2005/06 – 2007/08’ (Government of British Columbia, September 
2005) <www.bcbudget.gov.bc.ca/2005_Sept_Update/stplan/default.htm> accessed 
2 September 2014. 

7 Government of British Columbia, ‘Government Submission to the Special 
Committee to Review the Freedom of Information and Protection of Privacy Act’ 
(Government of British Columbia, 15 March 2010) ii 
<www.leg.bc.ca/cmt/39thparl/session-
2/foi/submissions/organizations/BC_Government.pdf> accessed 2 September 2014.  
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The government also called for amendments to the privacy 
legislation in addressing ‘barriers’ to better service delivery:  

British Columbia is not alone in addressing issues related to 
the effectiveness of information sharing to provide better 
services to citizens. Many jurisdictions, including 
commonwealth countries and European nations have 
recently initiated legislative amendment and policy reform 
processes to facilitate personal information flows designed 
to improve the effectiveness and efficiency of government 
services and service delivery to citizens.8  

But opinions varied as to whether these reforms needed to be sped 
up or slowed down. At the same time that the government was 
arguing for increased ability to share personal information within 
government, the Information and Privacy Commissioner for British 
Columbia was calling for a moratorium on data sharing initiatives 
‘until a meaningful public consultation process has occurred, and the 
outcome of that process is an enforceable code of practice for data 
sharing.’9  

And the controversy extended beyond personal information held 
within government. The ICM is populated by data from various 
government ministries and also, from their private sector contractors, 
including community-based charities and non-profits delivering 
health and counselling services, and shelter and emergency services 
for those fleeing family violence. As pointed out in a seminal report 
on the ICM prepared by the BC Freedom of Information and Privacy 
Association, the new model takes individuals’ personal data out of 
the private sector and commandeers it for government databases:  

ICM has the potential to transform [the culture of the 
independent community service sector] from one where 
helping people in distress is paramount to one where 

                                                
8 ibid. 
9 Office of the Information and Privacy Commissioner of British Columbia, 
‘Submission of the A/Information and Privacy Commissioner to the Special 
Committee to Review the Freedom of Information and Protection of Privacy Act’ 
(Information and Privacy Commissioner of British Columbia, 15 March 2010) 12 
<http://fipa.bc.ca/library/REVIEW_OF_BC_FOIPP_ACT-2009-
2010/OIPC%20FIPPA_Rvw_Submission(15Mar2010).pdf> accessed 2 September 
2014. 
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organizations are de facto agents of the state, with the 
function of funnelling their clients’ most intimate personal 
information to the provincial bureaucracy.10 

This is not an exclusive feature of the ICM. Data transfer from 
private to public sector is occurring in all spheres where e-
government initiatives span private contractors, including healthcare. 
In BC, health information administrators have the power under 
legislation to collect identifiable patient information from both 
public and private sector sources.  

One of the critical features of the E-health Act is the 
authorization for a massive transfer of private sector data, 
which is governed by the Personal Information Protection 
Act[11] (‘PIPA’) into the government’s [Health Information 
Banks], which are governed by the Freedom of Information 
and Protection of Privacy Act[12] (‘FOIPPA’). In British 
Columbia, the first stage in this massive data transfer into 
government databases is taking our personal health 
information from public and private-sector medical 
laboratories and putting it into the first designated HIB, 
which is the Patient Lab Information System.13  

The implications for individuals’ privacy are that their personal 
information moves from a high level of legislated privacy protection 
to a low level of legislated privacy protection. From one in which, 
subject to some exceptions (PIPA s. 12), consent is required for 
disclosure (PIPA s. 6) and the private sector actor must consider 
‘what a reasonable person would consider appropriate in the 
circumstances’ (PIPA s. 4(1)), to a legislative scheme that does not 

                                                
10 British Columbia Freedom of Information and Privacy Association (BC FIPA), 
‘Culture of Care… or Culture of Surveillance? Personal Privacy and the BC 
Government’s Integrated Case Management System: Legal, Ethical and Procedural 
Implications for Independent Community Service Organizations’ (BC FIPA, March 
2010) <https://fipa.bc.ca/wordpress/wp-
content/uploads/2014/03/Culture_of_Care_or_Culture_of_Surveillance_March_201
0.pdf> accessed 2 September 2014.  

11 2003 (Canada). 
12 1990 (Canada). 
13 Micheal Vonn, ‘The Real Impact of e-Health’ (2009) 67 The Advocate 753, 753-
754. 
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require consent for use or disclosures and allows for (increasingly) 
broad uses and disclosures of personal data throughout government.  

Additionally, this significant downgrading of privacy rights and loss 
of the ability to control the disclosure of personal information 
happens generally without notice to the individual. For example, the 
privacy policy of the Canadian Medical Association states that 
physicians have an obligation to inform patients that when the 
patient’s information flows into an electronic health record system, 
access to which the physician cannot control nor guarantee 
confidentiality;14 however, one would be hard pressed to find a 
patient in Canada who has been warned that this is so.  

It is important to note that the issue is not that information is held 
electronically. The issue is centralization and transfer of control. To 
the citizen receiving services it may initially look no different—a 
service provider is using a computer to call up the file containing 
their personal information. But in one scenario, the service provider 
has control of the data and the obligation, with few exceptions, not 
to disclose it without consent. In the other scenario, the government 
has control of the data, which it centralizes and makes available 
through thousands of access points on the basis of access 
permissions decided by the government, not the citizen or the service 
provider.  

In the case of private sector medical laboratories, this data transfer is 
authorized by the E-health (Personal Health Information Access and 
Protection of Privacy) Act 2008 (Canada). But in the case of social 
services contractors, the question of legal authority is highly dubious. 
Private sector contractors are governed by PIPA, but many of their 
government service contracts provide that the public sector privacy 
legislation applies to their clients’ personal information. Service 
providers that receive needed funds from government contracts are 
in a poor negotiating position with respect to such problematic 
contract provisions. Although there is a strong legal argument that 
you cannot ‘contract out of statute’, the reality is that very few 
organizations can afford to jeopardize needed government contracts. 

                                                
14 Canadian Medical Association, ‘Principles for the Protection of Patient Personal 
Health Information’ (Canadian Medical Association, 2011) 
<http://policybase.cma.ca/dbtw-wpd/Policypdf/PD11-03.pdf> accessed 2 September 
2014. 
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Thus, there is little actual challenge on the legal issue, despite the 
recommendations of the BC FIPA report:  

The primary legal obligations of ICSOs [independent 
community service organizations] as defined under PIPA 
cannot be circumvented in consequence of actions or 
decisions by any external source, including government. 
ICSOs contracted to perform work for a government are 
not ‘agents’ of the crown, and the [FOIPPA] requirements 
faced by government are not somehow transferable to 
ICSOs in such a way that they vitiate or obviate PIPA 
requirements. For government to attempt to impose 
[FOIPPA] requirements onto community organizations 
through contract language is legally problematic, especially 
if and where the government seeks to impose [FOIPPA] 
requirements as a means of ‘trumping’ and thus avoiding 
the PIPA requirements to which the organizations are 
subject.15  

This is not to say that all private sector contractors are failing to 
defend the privacy rights of their clients and patients. The research 
undertaken for BC FIPA’s report showed that confidentiality was 
identified as ‘very important’ by all of the surveyed service 
providers.16 And the serious ramifications of failures to maintain 
confidentiality have been the focus of concerted advocacy in some 
sectors, most pointedly in the transition house sector.  

Because of the clear connection between data safety and the 
safety of women and children threatened by violence, 
transition houses and counselling programs have a long and 
important history of paper-based, client-controlled, data 
minimized files and community coordination to ensure 
effective referrals without data centralization. This critical 
safety work will be undermined by forced disclosures that 
are integrated into a vast database system accessible from 
thousands of access points. Effective safety plans for 
women and children are simply not possible within a 
system that mandates disclosures that cannot be 

                                                
15 BC FIPA (n 10) 45.  
16 ibid 22. 
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safeguarded against abusers’ networks. Service providers 
are already tracking cases in which the ICM will jeopardize 
the safety of women and children fleeing violence. It is clear 
that no responsible government would allow this type of 
wide-spread dissemination of data for those in the witness 
protection program, and yet this is the system that will be 
mandated for women and children fleeing violence.17  

But advocacy efforts have had very limited success and e-government 
data centralization programmes are continuing to roll out with 
exceedingly little attention paid to the evidence that there are serious 
harms to the course being navigated. See for example, the entirely 
predictable results of research from the BC Centre for Disease 
Control showing that 31% of patients would be less likely to test for 
sexually transmitted infections and HIV if that information were 
made available as part of the provincial electronic health records 
system.18  

If private sector community contractors are ill-resourced to challenge 
the government over contractual provisions that affect the privacy of 
their clients, individual clients and patients are even less resourced to 
challenge their diminishing privacy rights under e-government data 
centralization and dissemination. Legal challenges are prohibitively 
costly and privacy protections under the existing provincial privacy 
legislation are increasingly limited, as a series of amendments have 
been enacted to facilitate greater data dissemination without consent, 
and thus yesterday’s privacy act violation becomes today’s privacy 
act compliance.19  

                                                
17 Letter from BCCLA Policy Director Micheal Vonn to Representative for Children 
and Youth, Province of British Columbia, Mary Ellen Turpel-Lafond (1 December 
2010) (on file with author).  

18 Darlene Taylor, ‘Client Perspectives on Electronic Health Records in a BCCDC 
STI Clinic’ (Smart Sex Resource, 13 February 2014); See also, Wendy Armstrong, 
‘Getting Lost in Doing Good: A Societal Reality Check’ in Colleen M Flood (ed) 
Data Data Everywhere: Access and Accountability? (McGill-Queens University 
Press 2011). 

19 BC FIPA, ‘Piecemeal Repeal of FIPPA?’ (BC FIPA, 20 June 2012) 
<https://fipa.bc.ca/piecemeal-repeal-of-fippa-4/> accessed 21 November 2014. 
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While statutory privacy rights have repeatedly been affirmed as 
enjoying a ‘quasi-constitutional’ status,20 it is difficult to understand 
how this heightened status actually manifests in terms of rights 
protections. Even before the many enabling amendments to weaken 
statutory privacy protections, there were calls (unheeded) to go 
beyond statute and have the BC government draft a constitutional 
question regarding the ICM system and refer the matter to the BC 
Supreme Court, pursuant to the Constitutional Question Act 21 for 
an opinion on its constitutionality.22  

In Canada there is a constitutional right to privacy that is protected 
by sections 7 and 8 of the Canadian Charter of Rights and 
Freedoms,23 which provide that:  

7. Everyone has the right to life, liberty and security of the 
person and the right not to be deprived thereof except in 
accordance with the principles of fundamental justice.  

8 Everyone has the right to be secure against unreasonable 
search or seizure.  

These rights are ‘subject only to such reasonable limits prescribed by 
law as can be demonstrably justified in a free and democratic 
society’, as provided in section 1 of the Charter.  

The Supreme Court of Canada has long affirmed that the Charter 
protects ‘a biographical core of personal information which 
individuals in a free and democratic society would wish to maintain 
and control from dissemination to the state. This would include 
information which tends to reveal intimate details of the lifestyle and 
personal choices of the individual.’24  

In a constitutional case with respect to an e-government programme, 
the issue would doubtless turn on the section 1 analysis, which is the 
government’s justifications for the programme and the court’s 

                                                
20 See, e.g., Lavigne v Canada (Office of the Commissioner of Official Languages) 
2002 SCC 53, para 24. 

21 RSBC 1996, ch 68. 
22 BC FIPA (n 10) 44.  
23 Constitution Act 1982 (Canada). 
24 R v Plant [1993] 3 SCR 281, 293.  
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weighing of the proper balance between achieving the legitimate 
aims of the government and protecting Charter rights.25  

The evidence that would be marshalled for a constitutional case 
would be instructive, as the aims of e-government programmes are 
typically framed in broad terms with very little specificity—
‘responsiveness’, ‘effectiveness’, ‘engagement’, etc. Many of these 
claims are contested. This includes seemingly ‘intuitive’ benefits such 
as the claim that shared databases and economies of scale 
automatically increase ‘efficiency’. This is not proving to be so in 
many sectors from banking 26 to health services.27 

In addition to the debate about whether the assumptions of the 
model itself are supported by evidence, concerns continue to grow 
with respect to huge financial costs and the detrimental effects of 
failed attempts to implement workable systems and maintain 
appropriate security.28  

While the broader debate continues on the question of whether vast 
centralized data systems are a desirable and/or workable model for 
government service delivery, BC’s e-government developments have 
recently spawned new legal questions and privacy challenges.  

                                                
25 Alberta v Hutterian Brethern of Wilson Colony [2009] SCC 37.  
26 For instance, see Robert R Kerton, ‘Can Consumer Bank on Mergers?’ (Policy 
Options, March 2003) <http://policyoptions.irpp.org/issues/bank-mergers/can-
consumers-bank-on-mergers> accessed 2 September 2014: ‘In fact, much evidence 
exists from studies on bank mergers elsewhere, to show that, over a certain size 
level, economies of scale are either absent or unimportant.’  

27 In this context, see Trisha Greenhalgh and others, The Devil’s in the Detail: Final 
Report of the Independent Evaluation of the Summary Care Record and 
HealthSpace Programmes (University College London 2010) 11: ‘Thus, in contrast 
to expectations expressed by many stakeholders that the [Summary Care Record] 
would bring clear, easily defined and readily measurable benefits, we found that 
when benefits occurred, they were subtle, hard to articulate and difficult to isolate 
out from other aspects of the consultation.’ 

28 See Kate Milberry and Christopher Parsons, ‘A National ID Card by Stealth? The 
BC Services Card: Privacy Risks, Opportunities and Alternatives’ (BCCLA, 2013) 
26 <http://bccla.org/wp-content/uploads/2013/10/2013-National-ID-Card-by-
Stealth.pdf> accessed 2 September 2014. 
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Tokenization as the Proposed Solution for Off-Shoring Data 
Systems  

British Columbia’s public sector privacy legislation provides that a 
public body ‘must ensure that personal information in its custody or 
under its control is stored only in Canada and accessed only in 
Canada’ (FOIPPA, s. 30.1). This restriction, which prevents 
government from using foreign-based cloud applications for personal 
information, is meant to safeguard data against third-party 
disclosure, and in particular, against access by foreign governments 
and their agents through means like the USA PATRIOT Act.29 The 
BC government has recently proposed using a process called 
tokenization to de-identify data so that it no longer constitutes 
‘personal information’ for the purposes of FOIPPA, thus allowing 
government to store databases containing British Columbians’ 
personal information outside of Canada.  

In an internal memorandum, the Associate Deputy Minister and 
Government Chief Information Officer of BC reported that a 
contract had been signed with a vendor for ministries to use this 
‘new solution’ to address the ‘data-residency’ issue. The 
memorandum states that:  

While the signing of this contract is a significant step 
forward in providing cost effective application hosting 
options for ministries, it does not mean that ministries may 
freely implement this service without appropriate privacy 
standards and security reviews. The use of foreign-based 
services are still subject to the legislative and policy 
requirements for a Privacy Impact Assessment and Security 
Threat and Risk Assessment, and the configuration of these 
applications and the means through which the residency-
based requirements of FOIPPA are met must still be 
addressed.30  

                                                
29 Uniting and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism Act of 2001. 

30 Memorandum prepared by Bette-Jo Hughes, Associate Deputy Minister and 
Government Chief Information Officer, Province of British Columbia to Ministry 
Assistant Deputy Ministers and Ministry Chief Information Officers, regarding 
Data Residency and Tokenization (2 October 2013). 
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Some guidance by the Information and Privacy Commissioner for 
British Columbia was issued with respect to the government’s 
proposal.  

Tokenization is a process whereby information in a record 
is replaced by a randomly-generated token and the token 
acts as placeholder for the information in the stored record. 
A token generally consists of a randomly-generated value 
(whether alphabetical, numerical, symbol or other value). A 
log of the replaced information is maintained that links the 
information to the token. This log, or ‘crosswalk table’, is 
used to replace the token with the original information in 
order to access that information.  

… 

Based on the information that government has provided to 
my Office, it appears to me that tokenized information is 
not personal information if the following two key 
assumptions are met:  

1. The information stored outside of Canada is 
adequately tokenized such that it is not re-
identifiable without use of the crosswalk table; and  

2. The crosswalk table is stored in Canada and is not 
accessible outside of Canada. 31  

As acknowledged by the Commissioner, much turns on the 
‘adequacy’ of the tokenization. In the programme that will pilot this 
new approach, which is a programme for adults with developmental 
disabilities, the government is proposing only to tokenize 
information that it believes has the potential to identify an individual. 
The Commissioner’s view is that: 

Where government chooses to only partially tokenize 
records stored outside of Canada, the un-tokenized 

                                                                                                           
<http://docs.openinfo.gov.bc.ca/D11384614A_Response_Package_CTZ-2014-
00009.PDF> accessed 2 September 2014. 

31 Public Comment by Elizabeth Denham, Information and Privacy Commissioner 
for British Columbia, ‘Updated Guidance on the Storage of Information Outside of 
Canada by Public Bodies’ (16 June 2014) <www.oipc.bc.ca/news-events/public-
comment.aspx> accessed 2 September 2014.  
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information must be analysed in advance to ensure that it is 
not capable of re-identification. While the un-tokenized 
information itself may not be sufficient to enable 
identification, it is possible that, depending on the nature of 
the information, indirect identifiers may be combined such 
that the individual that the information is about may be 
identified. 32 

The Commissioner states that her office is committed to working 
with ‘an expert in re-identification’ in order to review these specific 
concerns. The Commissioner also notes the ‘far-reaching 
implications’ of any unauthorized access to the crosswalk table 
which is the key to re-identification of the partially tokenized 
records.33  

It is outside the scope of this paper to discuss the security and re-
identification potential of mixed tokenized and un-tokenized fields in 
a given record or the legal and physical security of a tokenization 
crosswalk table. Critically, such discussions are beyond the scope of 
anyone who is not an expert in the field—i.e., the kind of person 
who the Office of the Information and Privacy Commissioner says 
that it will need to work with in order to review specific concerns. 
This raises the question: how are such specific concerns to be raised? 
How are individuals to hold public bodies accountable for their 
information practices in this regard? While the Information and 
Privacy Commissioner has a range of powers, including the power to 
conduct investigations and audits (FOIPPA, s. 42(1)(a)) and to hold 
inquiries (s. 56), much of the work of the office is generated from 
individuals’ complaints which the Commissioner may investigate (s. 
42(2)). And individuals are increasingly devoid of the information 
that would make them capable of exercising their rights under the 
Act.  

As an example, the pilot programme for tokenization, Services to 
Adults with Developmental Disabilities (STADD), uses an integrated 
service delivery model involving different ministries and private 
sector contractors to address complex care needs. One of the aims of 
the integrated service model is ‘enhanced data capture, management 

                                                
32 ibid 4. 
33 ibid 6.  
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and sharing.’ 34  The STADD: Integrated Service Delivery Model 
report of 2013 acknowledges that ‘[i]ssues regarding data collection, 
storage, retrieval, and sharing require definition, clarification, and 
solution.’35 Many of the service providers involved in the programme 
work with the Integrated Case Management (ICM) system, although 
strategic decisions about the use of ICM by the involved service 
providers had not been made at the time of the report36 and the 
discussion of launching the programme for ‘early implementation 
sites’ states that this launch ‘would not use ICM system platform, 
would have to be small and manageable (e.g. on Excel) and 
incorporated later.’ 37  A document prepared for prospective 
contractors does not describe the data integration tool(s) except as a 
‘centrally accessible, standardized and comprehensive Common 
Assessment Platform.’ 38 

As is evident, a client of this programme, or her guardian, would 
have considerable difficulty just determining who held and had 
access to the broad array of their sensitive health, education and 
family information that is shared within this particular service 
network. The public bodies involved have a range of obligations in 
relation to safeguarding personal data, but especially with regards to 
obligations like the provision of ‘reasonable security’ (FOIPPA, s. 30) 
and notification of unauthorized disclosure (s. 30.5), the possibility 
that a complaints-driven compliance model can ensure rights 
protection is increasingly faint. The system is too complex and the 
individual whose personal information is at issue cannot 
meaningfully see into the system, and if they could, they would not 

                                                
34 Government of British Columbia, ‘Services to Adults with Developmental 
Disabilities: Integrated Service Delivery Model Version 1.0 Draft for Discussion’ 
(Government of British Columbia, April 2013) 4 
<www2.gov.bc.ca/assets/gov/topic/D53478E6C207D4FEEE8B245A3994CA26/inte
grated_service_delivery_model__report/service_delivery_model.pdf> accessed 2 
September 2014. 

35 ibid 28.  
36 ibid 31.  
37 ibid 71.  
38 British Columbia Ministry of Social Development and Social Innovation, ‘Services 
to Adults with Developmental Disabilities (STADD) Integrated Network Support 
Model—Early Implementation Sites Request for Expression of Interest’ 
(Government of British Columbia, July 2013) <www.sd.gov.bc.ca/pwd/docs/isst-
eis-eoi.pdf> accessed 2 September 2014.  
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have the requisite expertise to make an assessment (i.e. on whether a 
given level of tokenization constitutes de facto de-identification). 
Increasingly complex data integration and security processes like 
tokenization insulate data systems from the complaints of 
individuals and restricts oversight to specialists hired by 
commissioners’ offices. Citizens have a legislative right to lodge a 
complaint, but increasingly, they have little practical ability to do so.  

Using ID Management as a Whip to Further Centralization  

As described by Minister Wilkinson at the 20/20 conference, a new 
BC Services Card is envisioned by the government as anchoring its 
evolving ‘digital service delivery environment.’ The Services Card is a 
new provincial ID that replaces expiring drivers’ licenses and can be 
combined with the card that provides access to health services. BC is 
pioneering the use of a federated identity management system that is 
meant to be interoperable with the federal system and throughout 
the provincial system, as well as working for both commercial and e-
commerce transactions.  

The BC Services Card is a key component of the Province’s e-
government vision. There are indications that citizens are concerned 
about many aspects of the Services Card. The report of the BC 
Services Card User Panel (35 randomly selected British Columbians 
who spent more than 40 hours learning about the Services Card and 
drafting recommendations) repeatedly cited privacy and surveillance 
concerns, calling for ‘strong, ongoing and independent oversight to 
safeguard the privacy of BC residents and to ensure that the best 
available data storage and management practices are consistently 
applied across government’ and endorsed explicit (not implied) 
consent for transferring data between government agencies.39  

At the same time that the Services Card was being introduced, the 
government was scrambling to fix another key component of the e-
government programme. The province was forced to replace a 
                                                
39 British Columbia Ministry of Technology, Innovation and Citizens’ Services, 
‘Recommendations from the B.C. Services Card User Panel’ (Government of British 
Columbia, December 2013) 
<www.gov.bc.ca/citz/down/DigitalServicesConsultation_appendix2.pdf> accessed 2 
September 2014.  
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province-wide student information system (BCeSIS) that was ‘not 
meeting the business, technical or operational needs of BC and is not 
a viable future alternative.’ 40 Almost $100 million had been spent 
on the unworkable system, which is being replaced with a new, 
substantially similar, provincial system called MyEducation BC.  

Education Ministry officials confirmed that ‘[school districts] are not 
required to use a provincially mandated solution’ and the School 
District of Saanich decided against using MyEducation BC. It 
invested about $1.5 million to develop an open-source student 
information system, contending that their made-in-BC product 
would be responsive to the needs of educators, because the users 
were actually building the software, which would be continually 
updated and still provide huge cost savings.41 Additionally, Saanich’s 
openStudent system would collect ‘only a fraction’ of the data that 
would be captured by the government’s system:  

While developing openStudent, Ferrie [IT director for the 
Saanich School District] said they analysed the information 
BCeSIS was designed to capture and found that over 70 
percent seemed superfluous to BC’s educators and 
education system, so they built openStudent ‘leaner’. 42 

But the School District of Saanich was compelled to abandon 
openStudent after Ministry of Education officials warned that the 
school district would have to make openStudent compatible with the 
new BC Services Card at a cost of millions of dollars. The 
requirement that student data systems be compatible with the 
Services Card was contained in the Request for Proposals, but the 
school district was not told that it would cost so much. Nor were 
they told why it would cost so much or provided with any technical 

                                                
40 Gartner Inc, ‘A Report for BC Ministry of Education: Review of Student 
Information System’ (Gartner, 12 September 2011) 
<www.bced.gov.bc.ca/pubs/review_of_student_information_systems.pdf> accessed 
2 September 2014. 

41 Lindsay Kines, ‘Saanich School District Builds Own Software to Handle Student 
Data, Defies Doubters’ (Times Colonist, 20 January 2013) 
<www.timescolonist.com/news/local/saanich-school-district-builds-own-software-
to-handle-student-data-defies-doubters-1.51944> accessed 2 September 2014. 

42 Robert Wipond, ‘Dangerous Linkages’ (Focus Magazine, May 2014) 
<http://focusonline.ca/?q=node/723> accessed 2 September 2014.  
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specifications that would clarify the requirements or the costs.43 
Subsequently, the school district accessed documents under a 
freedom of information request that showed that the Education 
Ministry had granted the MyEducation BC system a five-year 
exemption (with option for extension) on the Services Card 
requirement. The Saanich school board issued a statement stating 
that at no time was Saanich offered a similar exemption.44  

The BC government has been accused of ‘putting up roadblocks’ to 
the development of openStudent.45 In the RFP for the new student 
information system the government describes itself as ‘highly 
motivated to ensure that School Districts adopt the [contracted for, 
province-wide] Service’ and promises that ‘senior executives at the 
Ministry, as well as the SIS-ESC responsible for this procurement are 
committed to encourage all School Districts onto the Service, as 
quickly as feasible.’ 46  While technically not mandating the 
centralized system in which the government controls the data 
capture, the government expressly committed to getting all school 
districts onto the system, and will likely succeed as individual school 
districts are unsupported in developing their own systems.  

In this case, the costs of unspecified integration with the Services 
Card, a key piece of e-government architecture, was used to 
effectively discourage or disqualify a decentralized, locally-controlled, 
less privacy-invasive alternative.  

e-Government: The Democratic Deficit  

While the increased capture and centralization of citizens’ data may 
be motivated at least in part by a desire for better service provision, 
it nevertheless has the effect of increasing surveillance, concentrating 

                                                
43 ibid.  
44 Lindsay Kines, ‘B.C. Misled Saanich School Board: Documents’ (Times Colonist, 
June 4, 2014) <www.timescolonist.com/news/local/b-c-misled-saanich-school-
board-documents-1.1115787> accessed 21 November 2014. 

45 Wipond (n 42).  
46 Government of British Columbia, ‘Request for Proposals Student Information 
Service’ (Government of British Columbia, 7 December 2012) 19 
<www.bcedplan.ca/actions/technology/doc/sis-rfp-information.pdf> accessed 2 
September 2014. 
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power, and diminishing rights. This aspect of e-government 
initiatives continues to foster controversy and legal debates, 
particularly in relation to the overlap of the public and private 
spheres of regulation and the question of constitutional rights.  

The e-government re-brand in BC—‘Citizens @ the Centre’—tries to 
ally itself with the popular notion of online communities and social 
media creating progressive and democratic change. Defining 
principles include to ‘empower citizens to create value from open 
government data’, to ‘encourage collaboration in the public service 
because it is integral to delivery of quality services to citizens’, to 
encourage citizens’ participation, and their ability to ‘interact with 
their government more directly in a dialogue about their 
communities and their futures’.47  

These principles appear to reflect the robust notion of democracy 
described by Kristin Ross: the capacity of ordinary people to 
discover modes of action for realizing common concerns.48 However, 
in almost every aspect of the e-government developments in BC, the 
opposite is occurring. Citizens are finding themselves disempowered.  

Citizens are increasingly unable to control dissemination of their 
personal information. Government is increasingly insulated from 
citizen complaints about the management of individuals’ personal 
data because no one outside of an increasingly small set of experts 
can understand the system sufficiently to effectively raise concerns. 
Almost no citizen or community group is sufficiently resourced to 
bring a constitutional challenge and the government shows no 
interest in referring a constitutional question for guidance on its 
reforms. Community-based organizations and other private sector 
service providers are challenged to resist the government capture of 
their patients’/clients’ data, either because it is legislated or they 
cannot jeopardize needed government funding. Individuals are 
unlikely to have notice of the loss of their privacy protections in this 
regard or have meaningful alternatives. And exemplary participation 
and digital citizenship, such as the Saanich School District’s 
responding directly to the education community’s needs with an 
open source system, are being effectively shut down.  
                                                
47 BC Public Service (n 4).  
48 Kristen Ross, ‘Democracy for Sale’ in Democracy in What State? (William 
McCuaig tr, Columbia University Press 2011). 
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It is a brief snapshot, but nevertheless a sharp illustration that it is 
citizens’ valuable data and not citizens themselves that are ‘@ the 
Centre’ of these developments.  
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Inverse Surveillance, Activist 
Journalism and the Brazilian Protests: 
The Mídia NINJA Case 

RAPHAEL RAMOS MONTEIRO DE SOUZA* 

The aim of this paper is to examine the role played by the 
independent press group Mídia NINJA—an acronym in 
Portuguese for ‘Independent Narratives, Journalism and 
Action’—in the huge and unprecedented protests in Brazil. 
Its live-streamed coverage on the internet that showed police 
misconduct, among other things, spread nationally and 
abroad and acted as a mechanism that fuelled social 
movements. More specifically, this information acted as an 
alternative source of information that helped to foster 
accountability, mobilisation and resistance. This study 
adopts an interdisciplinary approach, focusing on the 
practice of inverse surveillance in light of works by Castells 
on network auto-communication and counter-power. 
Furthermore, this research uses as key references Bauman 
and Lyon’s analyses of surveillance in a post-panoptical age. 
Subsequently, this paper investigated situations of social 
accountability, due to the fast diffusion of clashes and 
arbitrary arrest reports. It is argued that the action of 
horizontal players caused changes to police strategies and 
influenced the traditional media coverage, as well as the 
enforcement of surveillance over activist groups. In 
conclusion, it is suggested that this specific practice of 
watching the watchers has strengthened popular 
mobilisation. 

                                            
* Master of Law candidate at the Federal University of Rio de Janeiro (UFRJ), 
National Law School. State Attorney for Brazil—member of Attorney General of 
the Union Office. I would like to acknowledge Mônica Costa and Heloísa Almeida 
for their helpful comments. 
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Introduction 

The purpose of this study is to examine the effects that new media 
are having on Foucault’s disciplinary panoptic model. Due to the 
popular protests that erupted in Brazil prior to the World Cup and 
Olympic Games, the 2013 protests acted as an ideal case study for 
examining this question. Indeed, over the period of several weeks, 
thousands of citizens staged protests in Brazil’s major metropolises. 
According to public opinion polls, protesters received a massive 
amount of public support—even from those who were not directly 
involved.1 

As can be observed in other social movements around the globe—
such as Occupy and the Indignados2— the Brazilian Jornadas de 
Junho (June Journeys) movements lacked formal leadership and had 
a diverse agenda of complaints that ranged from disapproval of 
corruption to discontent about excessive spending on the 
construction and renovation of building stadiums. Protesters were 
also seeking a higher quality of education, improved public 
transportation and new health services. 

In light of these events, this paper aims to examine the role played by 
the independent press group Mídia NINJA—an acronym in 
Portuguese for Independent Narratives, Journalism and Action—
within the context of the information and communication 
technology age. In this way, new media can be considered an 
ongoing process that has increased and accelerated interaction 
among people, as well as created new capacities for the organisation 
                                            
1 Mariana Jungmann, ‘Manifestações nas ruas são aprovadas por 89% dos 
brasileiros’ ( Agência Brasil, 25 July 2013) 
<http://agenciabrasil.ebc.com.br/noticia/2013-07-25/manifestacoes-nas-ruas-sao-
aprovadas-por-89-dos-brasileiros> accessed 2 August 2014. The support came as 
well from Brazilians living abroad. Ricardo Calazans, ‘Brasileiros de 25 cidades do 
mundo realizam atos de solidariedade aos protestos’ O Globo (Rio de Janeiro, 18 
June 2013) <http://oglobo.globo.com/brasil/brasileiros-de-25-cidades-do-mundo-
realizam-atos-de-solidariedade-aos-protestos-8736144> accessed 2 August 2014. 

2 Manuel Castells, Redes de indignación y esperanza: los movimientos sociales en la 
era de internet (María Hernánez tr, Alianza Editorial 2012) 217-218; Slavoj Žižek, 
‘Problemas no paraíso’ in Ermínia Maricato and others (eds) Cidades Rebeldes: 
Passe Livre e as manifestações que tomaram as ruas do Brasil (Nathalia Gonzaga 
tr, Boitempo 2013) 102-104. 
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of social movements.3 In examining these protests, it is important to 
consider that live-streaming and uncut coverage of protests were 
posted on the internet. Images highlighting illegal acts such as police 
misconduct spread nationally and internationally. These images 
acted as an alternative source of information and helped to foster 
accountability, mobilisation and resistance.4 

Indeed, NINJA practices a kind of engaged reporting which results 
in a tool for citizen evaluation and control of public security agents 
during mass demonstrations. Such monitoring functions as a kind of 
inverse surveillance, considering it allows people who are overseen to 
also watch their supervisors. Focusing on the inverse surveillance 
and activist journalism phenomena from a sociological and political 
perspective, this study adopts an interdisciplinary approach and was 
conducted in light of previous works by Manuel Castells on network 
auto-communication and the background provided by the 
technological paradigm for horizontal actors on counter-power 
issues.5 Furthermore, this research draws on studies conducted by 
Zygmunt Bauman and David Lyon on surveillance in a post-
panoptical age. 6  More specifically, these studies highlighted the 
potential for resistance and solidarity through social networks, 
despite the negative effects of powerful state and private mechanisms 
of oversight. 7 As they emphasise, Foucault’s surveillance model is 

                                            
3 Manuel Castells, A sociedade em rede, vol 1 (Roneide Majer tr, 6th edn, Paz e 
Terra 2010) IX-XVII. 

4 Jonathan Watts, ‘Brazil’s Ninja Reporters Spread Stories from the Streets’ (The 
Guardian, 29 August 2013) <www.theguardian.com/worlad/2013/aug/29/brazil-
ninja-reporters-stories-streets> accessed 2 August 2014; Paulo Paranagua, ‘Ninja, le 
média social des manifestations au Brésil’ (Le Monde, 21 July 2013) 
<http://america-latina.blog.lemonde.fr/2013/07/21/ninja-le-media-social-des-
manifestations-au-bresil> accessed 3 August 2014; Lorena Chaos, ‘Brazil Protests 
Prompts Shift in Media Landscape’ (Wall Street Journal, 29 August 2013) 
<http://online.wsj.com/news/articles/SB1000142412788732387390457857024422
6440374> accessed 3 August 2014. 

5 Manuel Castells, ‘A Network Theory of Power’ (2011) 5 International Journal of 
Communication 773 <http://ijoc.org/index.php/ijoc/article/view/1136/553> 
accessed 27 September 2014. 

6 Zygmunt Bauman and David Lyon, Vigilancia líquida (Alicia Tatjer tr, Paidós 
2013). 

7 ibid. 
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still relevant—only, it is now necessary to adapt his model in light of 
the technological and economic factors that define our contemporary 
age.8 

This paper therefore investigates a case study that reflects the 
achievement of social accountability, as defined by Enrique 
Peruzzotti,9 due to the fast diffusion of clashes and arbitrary arrest 
reports, including some powerful images that concerned entities like 
Amnesty International.10 The argument put forward in this study is 
that the action of horizontal players caused changes to police 
strategies of identification and communication. These changes had 
an effect on the traditional media coverage of the events, as well as 
the enforcement of general surveillance over activist groups. Finally, 
this study suggests that the specific practice of watching the watchers 
strengthened popular mobilisation.  

Network Mobilisation and Digital Empowerment  

The capacity of construction, validation and diffusion of social 
meanings represents a central element for any kind of power 
exercise.11 Traditionally, a select group of broadcasters and channels 
of communication has held a monopoly over sources of information 
and had a notoriously profound influence over the human mind. 
However, the fast development of new information technologies due 
to the internet and wireless networks, as Castells discussed, has been 
promoting a gradual redesign of this communication process 
through an introduction of new players into the dynamics of 
programming and the selection of content.12 Instead of a vertical and 

                                            
8 ibid 61. 
9 Enrique Peruzzotti and Catalina Smulovitz, ‘Social Accountability: An 
Introduction’ in Enrique Peruzzotti and Catalina Smulovitz (eds) Enforcing the 
Rule of Law: Social Accountability in the New Latin American Democracies 
(Pittsburgh Press 2006). 

10 Amnesty International, ‘Brazil: “They Use a Strategy of Fear”: Protecting the 
Right to Protest in Brazil’ (Amnesty International, 2014) 
<www.amnesty.org/en/library/info/AMR19/005/2014/en> accessed 3 August 2014. 

11 Manuel Castells, Comunicación y poder (Alianza Editorial 2009) 265-266. 
12 ibid 76-78. 
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unidirectional architecture, a horizontal and plural-directional 
structure now defines the ‘new media’ culture. 13  Such features, 
typical of the 21st century, create platforms of mass auto-
communication that empower individual and collective autonomy in 
order to make established counter-power possible.14  

Within this network context, the idea regarding viral media—the 
process of fast and spontaneous spreading of messages shared over 
the internet, from text to sound but especially through images and 
videos—has had a profound influence on the technological age. 
These last two concepts deserve further consideration. It is believed 
that relevant social and political events are more or less visible due 
to powerful images that are produced and spread. In other words, if 
something is not seen, it does not exist for the broad audience nor is 
it remembered. What is meant by this is that new media allow for a 
‘culture of sharing messages from multiple senders-receivers’ 15 that 
can work independently from traditional sources of information. 

Therefore, one of the most common criticisms towards the 
mainstream media lies in selectivity and disequilibrium in reference 
to what is broadcasted.16 Regarding this issue, there are direct and 
indirect mechanisms of status quo maintenance due to political, 
economic and ideological factors of influence on the news agenda 
that can cause bias in favour of media corporation owners or 
sponsors’ interests.17 From this perspective, activist journalism has 
been considered a defining element of Brazil’s protests. In the 
network communication age, it has worked both as a source of 
information and as an incentive for mobilisation. 

Pragmatically speaking, the independent press group Mídia NINJA 
was influential and their messages spread partly due to the fact that 
they spread information that was posted live and was uncut. Indeed, 
it can be argued that uncut video streaming, often including 

                                            
13 Tim Wu, ‘Is Filtering a Censorship?’ in Jeffrey Rosen and Benjamin Wittes (eds), 
Constitution 3.0: Freedom and Technological Change (Brookings 2011) 94-95. 

14 Manuel Castells, Redes de indignación y esperanza (n 2) 24.  
15 Manuel Castells, ‘A Network Theory of Power’ (n 5) 780. 
16 Giovanni Sartori, Homo videns (12th edn, Laterza 2010) 54-58. 
17 Pierre Bourdieu, Sobre a televisão (Maria Machado tr, Jorge Zahar 1997) 19-25. 
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exclusive coverage of events, has a profound effect on those viewing 
such content. Created by a group of individuals whom were 
members of a non-governmental cultural organisation which has 
produced alternative music festivals, one of its defining 
characteristics was the way they differentiated themselves from 
traditional sources of information media and told the story from a 
literal and insider’s perspective. 18  Through high-speed mobile 
devices (using 3G and 4G LTE connectivity), images were captured 
by smartphones with external battery chargers, sent to apps like 
TwitCasting, 19  and later replicated on Facebook, Twitter and 
Youtube. 20  In addition to comments on social networks, 
simultaneous interactions very often suggested a different way or 
approach, decisive in getting graphic scenes. 

In light of these new media tools, many argued that the solidarity 
with activists and journalists resulting from police misconduct 
increased the scale of protests, and thus they rapidly spread from São 
Paulo to other cities and towns across the country.21 Due to the mass 
sharing of images and information taken by the collaborative press, 
the emotion contained within these images was transformed into real 
street protests. It is worth mentioning that emotional aspects—like 
revolt, fear, enthusiasm or hope—play a central role in all social 
movements.22 At specific moments, as Sakamoto argued, it seemed 
that social networks were materialised on the streets, especially when 
all the banners used by protesters showed comments shared on social 
networks.23 

                                            
18 Camilla Hessel, ‘No meio do redemunho’ (Estado de São Paulo, 13 July 2013) 
<www.estadao.com.br/noticias/geral,no-meio-do-redemunho,1050880> accessed 
27 September 2014.  

19 <http://twitcasting.tv/midianinja> accessed 14 November. 
20 In addition, nowadays, all the information is gathered on their own website: 
<https://ninja.oximity.com> accessed 14 November 2014. 

21 Leonardo Sakamoto, ‘Em São Paulo, o Facebook e o Twitter foram às ruas’ in 
Ermínia Maricato and others, Cidades Rebeldes: Passe Livre e as manifestações que 
tomaram as ruas do Brasil (Boitempo 2013) 97. 

22 Mauel Castells, Redes de indignación y esperanza (n 2) 30-32. 
23 Sakamoto (n 21) 95-96. 
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The collaborative and volunteer narrative of raw facts—facts 
presented without being edited—frequently marked by improvisation, 
has raised doubts as to whether it was real journalism or merely 
militancy. 24  Although this issue demands further analyses, this 
blended coverage formula is somewhat closer to the activism, as 
acknowledged by NINJA: 

Is NINJA media journalism?  

Yes. Journalism is one of the tools and a language we use 
to raise issues to strengthen narratives that are commonly 
overlooked by traditional media. In addition to journalism 
we also make media activism. 

Is NINJA media impartial?  

No. We openly advocate partiality as a principle. We do 
not believe that any human construction can be impartial, 
since it is always the result of the accumulated previous 
experiences and how each person/group sees the world.  

…  

One of the most interesting aspects of activist 
communication is the possibility to break the dishonest 
myth of impartiality in corporate journalism. In this 
context, the citizen who sees itself as a vehicle, or is part of 
a free media, is not in a protest only to register. He or she 
is a body in the multitude and communication is one form 
of mobilization and organization.25  

As discussed above, it is therefore the case that NINJA’s collecting of 
images not only tells a real story through the lens of the social 
movement, but also enhances the efficiency of demonstrations from 
three different points of view: ‘as a pacifier at events, as a defence 

                                            
24 Sylvia Debossan Moretzsohn, ‘A militância e as responsabilidades do jornalismo’ 
[2013] Observatório da Imprensa 756 
<www.observatoriodaimprensa.com.br/news/view/_ed756_a_militancia_e_as_respo
nsabilidades_do_jornalismo> accessed 9 August 2014.  

25 Mídia NINJA, ‘FAQ—Frequently Asked Questions’ (Mídia NINJA, 2014) 
<https://ninja.oximity.com/partner/ninja/faq> accessed 10 August 2014. 
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against false arrest or violent assault and as “offence”—namely in 
terms of gathering evidence’.26  

Therefore, it can be argued that the role played by Mídia NINJA 
activist journalism derives from a conjecture of the technological 
boom and lack of impartial information. Digital empowerment 
brought about not only as an alternative tool of information but also 
of mobilisation and inverse surveillance, which will be further 
discussed in the following section. 

Protests in the Post-Panoptical Age: Inverse Surveillance and 
Social Accountability  

Considering the phenomena of social movements and the digital age, 
as practiced by media activists, it is important to reconsider the 
parameters of Foucault’s disciplinary panoptic model. This widely 
known system presupposes two central features that help maintain 
order. First, incommunicability among those who are watched, 
which means people cannot see or talk with each other; second, total 
invisibility of the watchers. Both instil fear and allow the ‘watcher’ 
to maintain control without necessarily being present. 27  When 
applied to contemporary street protests, the metaphor of dissociation 
between seeing and being seen derived from Bentham’s architecture 
is mitigated. Although those being watched become even more 
visible, they also interact with and are able to monitor their state 
watchers, particularly security agents. 

According to dialogues between Bauman and Lyon, fragmentation of 
modern societies and technological advances withdraw the necessary 
confinement idea from the surveillance concept.28 In other words, 
within the framework of a ‘liquid’ and flexible reduction of barriers, 

                                            
26 Dean Wilson and Tanya Serisier, ‘Video Activism and the Ambiguities of 
Counter-Surveillance’ (2010) 8(2) Surveillance & Society 168 
<http://library.queensu.ca/ojs/index.php/surveillance-and-society/article/view/3484> 
accessed 9 August 2014. 

27 Michel Foucault, Vigiar e punir: nascimento da prisão (Raquel Ramalhete tr, 20th 
edn, Vozes 1987) 166-167. 

28 Bauman and Lyon (n 6) 10-12. 
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a characteristic of a society of consumers, whose major symbol is the 
smartphone, each citizen can potentially be watched—often without 
being aware of such surveillance. As nowadays everyone carries their 
own digital panoptical device containing all sorts of personal data, 
this situation of cooperation with private and public oversight can be 
described as a voluntary servitude.29  

This re-adjustment of surveillance methods to informatics and 
marketing tools was predicted as a potential trap in the 90s.30 
Nowadays, marked by an accentuated concern about security, one of 
its threats is to produce discrimination, coercion and undue 
persecution of political opponents.31 For instance, in the case of 
undefined limits for restrictions on privacy and fundamental rights 
issues, as it occurs through indiscriminate collecting of personal data 
for multiple purposes.32 

In spite of the ‘endemic and very powerful’ surveillance made 
available by new communication devices, there are many efficient 
ways to organise resistance through social networks.33 This results in 
the possibility of an inversion of usual power vectors caused by 
technology, as everyone is subject to observation, including public 
officials. 34  Consequently, the footage of repression in Brazil’s 
protests by Mídia NINJA represents a kind of counter surveillance, 
also described as sousveillance. 35 Both words are etymologically 
derived from French and mean, respectively, to watch from above 

                                            
29 ibid 13, 64, 149. 
30 Gilles Deleuze, ‘Post-scriptum sobre as sociedades de controle’ in Gilles Deleuze 
Conversações, 1972–1990 (Peter Pelbart tr, 3rd edn, Editora 34 2013) 225. 

31 Neil Richards, ‘The Dangers of Surveillance’ (2013) 126 Harvard Law Review 
1935, 1962. 

32 Bert-Jaap Koops, ‘On Decision Transparency, or How to Enhance Data 
Protection after the Computational Turn’ in Mireille Hildebrandt and Katja De 
Vries (eds), Privacy, Due Process and the Computational Turn (Routledge 2013) 
196-199. 

33 Bauman and Lyon (n 6) 15. 
34 Wilson and Serisier (n 26) 167. 
35 Steve Mann and Joseph Ferenbok, ‘New Media and the Power Politics of 
Sousveillance in a Surveillance Dominated World’ (2013) 11(1-2) Surveillance & 
Society 18 <http://library.queensu.ca/ojs/index.php/surveillance-and-
society/article/view/veillance/veillance> accessed 9 August 2014. 
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and to watch from below.36 Similarly, it also enhances downwards 
transparency, which means that the behaviour of observers can be 
seen physically—or virtually—from below. 37  

This practice of inverse surveillance therefore mitigates the 
asymmetric relations of power between police and citizens. The 
movement acts as a social check and balance, as its members 
monitor police misconduct via the mass communication of images.38 
Indeed, Foucault’s thoughts, now extended to all sides of the 
panoptic, remain entirely relevant: the one who is subjected to 
visibility and knows it, often adopts the limitations of power by 
himself.39  

Moreover, Mídia NINJA activist journalism introduces a form of 
social accountability by creating a mechanism that allows for 
democratic control of power. Such methods allow protest groups to 
direct people’s attention to the legality of government actions during 
the exercise of the right of freedom of expression and assembly 
(freedom to protest). Despite being quite frequent, especially in more 
peripheral areas, some misconduct has traditionally been hidden to 
the broader audience, since no records are being kept. 40  As 
Peruzzotti and Smulovitz emphasise, in creating new controls and 
democratic mechanisms, the role of vertical oversight performed by 
civil society—including non-governmental organisations, social 
movements and media—is essential.41  

Such methods allow citizens of contemporary democracies to act as 
watchdogs, namely through the decentralised monitoring of public 
officials. Traditionally, supervising strategies typically involved 
formal complaints, mobilisations, media coverage, statements and 
judicial controls. As Mídia NINJA helps to put important questions 

                                            
36 ibid 18. 
37 Koops (n 32) 196-220. 
38 ibid 24-25. 
39 Foucault (n 26) 168. 
40 As Bobbio underlines, without the visibility of state actions, it lacks a vital 
element to ensure critical public opinion. Norberto Bobbio, O futuro da 
democracia (11th edn, Paz e Terra 2000) 102-103. 

41 Peruzzotti and Smulovitz (n 9) 10-12, 27. 
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onto the public agenda, it also acts as a tool for the activation of 
horizontal accountability mechanisms, which has been proven to 
have effective institutional results.42 After reports of misconduct are 
published online, intra-state bodies such as the Administrative 
Justice, Parliamentary Commissions, Courts of Accounts and Public 
Prosecution are obligated to investigate acts of misconduct.  

Following from what has been written above, in the next section, 
examples of abusive tactics used by security forces and reported by 
Brazilian media activists will be analysed. Additionally, this study 
will discuss how the police, mainstream media and protests are 
affected by and reacting to new media techniques. 

Practical Effects of Activist Journalism in Brazil 

Activist journalism in Brazil during protests has had direct and 
indirect effects on the security forces, traditional media and on 
protesters. For instance, thanks to new media, non governmental 
organisations have been successful in highlighting and proving cases 
of the use of excessive force, arbitrary arrests, the active denial of 
access to legal assistance and the lack of internal inquiries after 
incidents of misconduct have been reported.43 Such exposure has 
allowed for groups to compile reports that use as their authority 
articles from the Universal Declaration of Human Rights (UDHR)—
notably, articles expressing a citizen’s right of assembly and freedom 
of expression. Indeed, and given the information that new media has 
been able to expose, a report by the United Nations High 
Commissioner for Human Rights has expressed concerns about 
violations of fundamental rights in the context of peaceful protests—
‘a fundamental aspect of a vibrant democracy’.44 Some of the most 

                                            
42 ibid 9, 17-19. 
43 Artigo 19, ‘Protestos no Brasil 2013’ (Article 19, 2014) 92-140 
<www.artigo19.org/protestos/Protestos_no_Brasil_2013.pdf> accessed 15 August 
2014.  

44 UNGA, ‘Annual Report of the United Nations High Commissioner for Human 
Rights’ (21 January 2013) UN Doc A/HRC/22/28 
<www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session22/A.H
RC.22.28.pdf> accessed 28 September 2014.  
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widespread occurrences in Brazil were the following: i) illegal 
detention after planted evidence; ii) unmasked infiltrated police 
officers; and iii) the vinegars case, as will be explained below.45 

Taking as an example the issue of police misconduct and the 
planting of evidence, in Rio de Janeiro a policeman had been filmed, 
during a body search of a teenager, putting a firework into the 
youngster’s backpack before detaining him. In another case, a man 
was filmed switching sides in the middle of a protest in Rio de 
Janeiro. That is, an alleged protester passed through a police barrier 
after showing his credentials as an undercover agent. Images 
recorded on the same day proved that a different man had been 
arbitrarily arrested and charged with throwing explosive material. 
Thirdly, in São Paulo, many peaceful protesters were targeted and 
detained—allegedly, for having in their possession vinegar bottles 
(used to soften the effects of tear gas)—an act that is not illegal. 
Therefore, such incidents demonstrate a spiral of moves and counter-
moves occurring between control agents and protesters. 46 

Within this panorama of an inedited oversight of public officers in 
action, activist journalists themselves became targets of police 
misconduct during the events. Thereby, equipment was damaged or 
seized, NINJAs were taken to police stations for questioning and 
sometimes were attacked47 and arrested.48 Evidently, the presence of 
new monitoring devises and methods during protests was being 
treated with hostility by the security forces. 

                                            
45 Although extremely isolated, it is true that some protesters have also adopted 
illegal practices, especially those rioters known as ‘black blocs’. As Gargarella 
remarks, such situations should not push aside other important issues being raised, 
as often occurs during the evaluation of this kind of mass movement. Roberto 
Gargarella, El derecho a la protesta: el primer derecho (Ad-hoc 2007) 28-29.  

46 Wilson and Serisier (n 26) 168-171. 
47 R7, ‘PM agride cinegrafista da Mídia Ninja durante manifestação no Rio’ (Portal 
R7, 24 September 2013) <http://noticias.r7.com/videos/pm-agride-cinegrafista-da-
midia-ninja-durante-manifestacao-no-
rio/idmedia/52418afb0cf2c403c091cfb3.html> accessed 10 August 2014.  

48 Helena Martins, ‘MP defende liberdade de imprensa após prisão de ativista em 
Belo Horizonte’ (Agência Brasil, 13 June 2014) 
<www.ebc.com.br/noticias/brasil/2014/06/mp-defende-liberdade-de-imprensa-apos-
prisao-de-ativista-em-belo-horizonte> accessed 3 August 2014. 
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Moreover, as many police officers wished to be shielded from public 
scrutiny, many were reluctant to provide new media agents with 
badge numbers and other identification requests,49 a violation of 
basic policing principles and the rule of law. Following such 
incidents, police administration officials began to assign 
alphanumeric codes to frontline agents, in order to mitigate their 
exposure without making formal complaint of misconducts 
impossible. For instance, soon after a Mídia NINJA member who 
was streaming the movement was detained, 50  personal and 
functional data of the assigned lieutenant was hacked and shared on 
the internet. 

While tensions were increasing on the streets, communication clashes 
occurred on social networks. The military police of Rio de Janeiro 
State, for instance, expanded the use of its Twitter account,51 not 
only to provide press releases but also to refute information in order 
to minimise versions and interpretations published by activists. Thus, 
public officials have been responding to some new social network 
demands, despite doing this for self-preservation rather than 
providing enlightening information. 

It is relevant to note that number of internal police misconduct 
investigations in the Brazilian police force is extremely low.52 For 
example, even though many abuses were reported in the state of São 
Paulo, months after the protests had ceased to exist, there were no 
administrative judgments or disciplinary measures.53 In spite of the 
lack of formal sanctions, the new footage mechanism used by 

                                            
49 Artigo 19 (n 43) 26-30; 92-95. 
50 Agencia Estado, ‘Membros do grupo Mídia Ninja, que transmitem as 
manifestações pela internet, foram detidos no Rio’ (Agencia Estado, 22 July 2013) 
<http://ultimosegundo.ig.com.br/brasil/rj/2013-07-23/jornalistas-de-grupo-
independente-sao-presos-no-rio-de-janeiro-durante-protesto.html> accessed 11 
August 2014. 

51 <https://twitter.com/PMERJ> accessed 14 November 2014. 
52 Amnesty International (n 10) 16.  
53 Maurício Moraes, ‘Nenhum PM foi punido desde junho por incidentes em 
protestos em SP’ (BBC Brasil, 19 February 2014) 
<www.bbc.co.uk/portuguese/noticias/2014/02/140216_investigacao_pm_protestos_
mm_lgb.shtml> accessed 11 August 2014. 
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citizens highlighted concerns about misconduct and inhibited illegal 
behaviours.54 

Traditional media, in turn, was also affected by NINJA’s new media 
methods. While big broadcasters were covering demonstrations from 
a studio supported by helicopter shots, the demand for live footage 
on the internet was increasing, as images were coming from inside 
the movements. This configuration was not a mere operational 
choice of the mainstream companies, as they were also targets of 
protesters’ complaints due to alleged biased analyses.  

Considering this framework, inspired by activist journalists, cable 
channels such as ‘Globo News’—owned by one of the richest 
Brazilian media groups—assigned undercover professionals to shoot 
directly from the streets to the central station through Skype.55 
Furthermore, many well-known television news programs 
reproduced Mídia NINJA images, following reports that 
contradicted the police narrative of events. Despite the power of new 
media, it is important to notice that mainstream media exposure of 
abuses of authority can still be argued to be effective in causing 
repercussions, as administrative processes are often long and 
uncertain.56 It is interesting to observe that conventional reporters 
were also targeted for arbitrary attacks, including injuries caused by 
rubber bullets, such as the case of a journalist from Folha de São 
Paulo newspaper who was seriously hurt, after an intentional police 
shooting.57 Following from incidents such as these, many feared that 
freedom of the press was being undermined, and thus it contributed 

                                            
54 Enrique Peruzzotti and Catalina Smulovitz, ‘Concluding Remarks’ in Enrique 
Peruzzotti and Catalina Smulovitz (eds) Enforcing the Rule of Law: Social 
Accountability in the New Latin American Democracies (Pittsburgh Press 2006) 
347. 

55 Antonio Brasil, ‘Os ninjas da GloboNews’ [2013] Observatório da Imprensa 763. 
<http://observatoriodaimprensa.com.br/news/view/_ed763_os_ninjas_da_globonew
s> accessed 10 August 2014. 

56 As Wilson and Serisiser remark, ‘participants in general noted that they had 
achieved more success with channelling footage to the mainstream media than in 
using it for official legal complaints’. Wilson and Serisier (n 26) 173. 

57 TV Folha, ‘Reporter Tells how the Police Brutality Marked the Latest Protest’, 
(TV Folha, 16 June 2013) <www.youtube.com/watch?v=W6QVLE8PQJ8> 
accessed 17 August 2014. 
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to change editorials of important newspapers so far entirely averse to 
the protesters.58  

Roda Viva, a widely known interview program that has been 
televised by a public network every Monday night since the 80s, 
invited the founders of Mídia NINJA to appear on their program. 
The activists were questioned on topics that ranged from political 
links to funding and internal structure.59 It can therefore be observed 
that the activist journalism group had attracted attention on a large 
scale, not only from the traditional press but also from authorities 
aiming to gather further information about the protesters of the 
digital era as a whole. 

The same technological development that fosters engagement and 
solidarity between activists certainly enlarges the capacity of security 
forces to monitor movements, aiming at maintaining order. Besides 
classical ostensive tactics of prevention and repression, the actual 
arsenal includes non-visible tools such as closed-circuit cameras, 
network oversight and data interception, which allows the 
construction of huge databases. This is important because in the 
computational age, as Koops warns, the latter represents a serious 
risk related to personal data protection, assuming there are no 
transparent parameters for collecting and using all sorts of 
information available, as it occurs in public security matters. 60  

From this perspective, it can be argued that, as attacks and 
detentions of Mídia NINJA members have demonstrated, video-
activists have become one of the preferential targets of police 
action.61 Paradoxically, the images recorded by activists can also be 
used against protesters own interests that they want to protect, either 
as a way of collecting information or as a fortuitous footage of 

                                            
58 Artigo 19 (n 43) 21-22. 
59 TV Cultura, ‘Roda Viva – Mídia Ninja’ TV Cultura (5 August 2013) 
<www.youtube.com/watch?v=vYgXth8QI8M> accessed 9 August 2014. 

60 Koops (n 32) 197. 
61 A similar situation happened in the Australian case. Wilson and Serisier (n 26) 
169-170. 



Birkbeck Law Review Volume 2(2) 

 

 226 

incriminating acts.62 In other words, it can reinforce the surveillance 
practices over the protesters. 

Indeed, increased surveillance of key figures of mass demonstrations 
by activist journalists, especially by obtaining and monitoring 
information on social networks such as Facebook, Twitter, 
Instagram and Whattsapp, 63  brings this study back again to 
Foucault’s theory. If, instead of the darkness of a dungeon, cell 
visibility acts as a trap of the classic Panopticon,64 the connectivity—
besides rupturing with lateral incommunicability and allowing 
advances in many human fields—also operates as one of the big 
traps of the twenty-first century digital Panopticon. The control 
system has worsened, as there are no more constraining physical or 
temporal barriers.65 

Final Remarks 

This paper has aimed to investigate the role played by the 
independent press group Mídia NINJA during recent mass 
demonstrations that occurred in Brazil. First, the study stressed that 
this specific activist journalism phenomenon is linked to features of 
the technological revolution. Insofar as the digital age increases the 
possibilities of horizontal communication among citizens, its 
networks also offer background for movements of contraposition of 
information, solidarity and mobilisation, especially in reference to 
street protests. In addition to functioning as an alternative to 
traditional media—often criticised due to alleged biased analyses—
live coverage provided by the group highlighted concerns about 
police misconduct besides inhibiting illegal behaviours, which go 
against the rights of free expression and free assembly. 

Following this thread, the study emphasised that this kind of social 
accountability regarding the power of authorities, through footage 

                                            
62 ibid 172. 
63 Artigo 19 (n 43) 100. 
64 Foucault (n 27) 166. 
65 Zygmunt Bauman, Modernidade líquida (Plínio Dentzien tr, Zahar 2001) 17-18. 
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and multiple subsequent channels of interaction, tempered the classic 
panoptical logic—as nowadays there is no incommunicability and 
the watchers can be watched. Although the post-panoptical era still 
preserves powerful and subtle mechanisms in order to oversee 
individuals, as Bauman and Lyon argue, the sousveillance practice 
mitigates the asymmetric relations of power between police and 
citizens, as it expands the scrutiny of ostensible state actions. 

This study also examined some examples of misconduct recorded 
by—and against—citizens’ cameras and how the movement has 
impacted police strategies of communication and identification. 
Furthermore, it highlighted repercussions regarding traditional 
media coverage and a collateral enlargement of surveillance over 
protesters. 

In conclusion, it can be argued that the Mídia NINJA practice of 
watching the watchers strengthened popular mobilisation and 
resistance and functioned as a social accountability tool. In a 
prospective approach, as far as the cost of mobile devices and 
connections decreases, the number of potential citizens that could act 
similarly to the NINJAs’ sousveillance has the tendency to increase—
maintaining the group’s relevance as a content spreader and a source 
of alternative analyses. 
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Surveillance and Education 

DAVID ROSEN AND AARON SANTESSO* 

Few contemporary spaces are as thoroughly surveilled as the 
classroom. And yet, because educational surveillance consists 
not of one dominant activity, but of several semi-
autonomous practices, which are not often thought of as 
related, it has attracted far less attention than, say, the bulk 
gathering of metadata by government security agencies. This 
paper undertakes to begin tracing the connections between, 
among other things, the in-classroom use of CCTV cameras; 
the spread of assessment and testing-regimes; dataveillance 
by providers of educational products; and the replacement of 
face-to-face learning by Massive Open Online Courses 
(MOOCs). To date, legal recourse against these initiatives 
has been a piecemeal affair, centreing around issues like the 
parental control of information about children, or job 
security for teachers. 

This paper argues that the various and scattered modes of 
educational surveillance can be understood as connected 
through one issue: privacy rights. In the American tradition 
(going back to Warren and Brandeis, 1890), privacy is 
understood as a necessary precondition for the formation of 
an autonomous person. This paper argues that, in its various 
forms, educational surveillance has the effect of interrupting 
or manipulating this maturation process. Although the 
motives for this manipulation (by governments or businesses) 
differ, its effects can be explored in the traits ascribed to the 
so-called millennial generation (those born between 1982 
and 2004). The paper concludes by relating the effects of 
educational surveillance to the larger separation of the very 
rich from everyone else, a process occurring on multiple 
vectors in society today. 

                                            
* DAVID ROSEN: Professor of English, Trinity College, Hartford (email: 
david.rosen@trincoll.edu). AARON SANTESSO: Associate Professor of Literature at 
the Georgia Institute of Technology (email: aaron.santesso@lmc.gatech.edu). 
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In April 2014, a non-profit corporation known as inBloom quietly 
ceased operations. Although it had been founded as recently as 2011, 
with more than $100 million in seed money from the Bill and 
Melinda Gates Foundation, as well as the Carnegie Corporation of 
New York, inBloom had quickly found itself at the centre of several 
acrimonious debates about the new education economy, and 
specifically about the legality of new monitoring technologies in the 
classroom.1 According to the company’s own publicity materials, 
inBloom operated 

… a set of shared technology services, [including] 
middleware for identity management and data integration 
[designed to] provide educators, parents, elementary and 
secondary school students with learning data from many 
sources and connect them to relevant instructional 
resources to support personalized learning …2  

In plain English, the ultimate goal of inBloom was to collect and 
aggregate information on every pre-college student in the United 
States, and then tie that information to the dispersal of ‘relevant 
instructional resources’—i.e. pedagogical products. Although 
inBloom was itself a non-profit, the vendors with whom it shared its 
data were not: the Software Information Industry Association 
estimates the American market for primary and secondary-level 
educational software to be roughly $8 billion per annum.3  

Few contemporary spaces are as thoroughly surveilled as the 
classroom. And yet, because educational surveillance consists not of 
one dominant activity, but of several semi-autonomous practices, 
which are not often thought of as related, it has attracted far less 
attention than (to pick some obvious examples) surveillance by 
government bodies like the NSA or certain kinds of corporate data-

                                            
1 Valerie Strauss, ‘$100 Million Gates-Funded Student Data Project Ends in Failure’ 
Washington Post (Washington, 21 April 2014). 

2 inBloom, ‘Privacy and Security Policy’ (inBloom, 2 January 2014) 
<www.inbloom.org/privacy-security-policy.html> [site since taken down, archive 
version of the page available at 
<http://web.archive.org/web/20140809060725/https://www.inbloom.org/privacy-
security-policy.html> accessed 21 November 2014]. 

3 Natasha Singer, ‘Deciding Who Sees Students’ Data’ New York Times (New York, 
5 October 2013). 
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mining. Among the principal modes of educational surveillance, we 
would note the following: first, and most prominently, the aggressive 
monitoring of both students and teachers, both inside and outside 
the classroom. While many of the more than 400 data fields inBloom 
provided for each student tracked test scores and other purportedly 
objective metrics, others were more intimate or subjective, such as 
‘disability, family [relationship], and disciplinary data.’4 Many of the 
latter fields were optional – but the pressures towards completeness, 
to present a full picture of the child, were considerable. This tracking, 
taken to its logical conclusion, would follow its targets fully into 
their private lives. A US Department of Education position paper 
from 2012 suggests that ‘data analytics’ might detect ‘boredom from 
patterns of [a student’s] key clicks’; if these analytics were applied to 
work done at home, there would be ‘a real possibility of continuous 
improvement via multiple feedback loops that operate at different 
time scales—immediate to the student, [and] daily to the teacher for 
the next day’s teaching.’5 Second, and related, we would note the 
increasing presence of cameras in the classroom – again, trained on 
both students and teachers. CCTV is already widely in use in US 
schools, usually in the name of security, but several advocates for 
‘educational reform’ have called for more expansive applications. As 
Bill Gates commented in a May 2013 TED talk,  

I know some teachers aren’t immediately comfortable with 
the idea of a camera in the classroom. [But] our 
experience … suggests that if teachers … collect video, … 
a lot of them will be eager to participate. Building this 
system also requires a considerable investment … up to 
five billion dollars. Now that’s a big number, but to put it 

                                            
4 Letter from Secretary of Education Arne Duncan to Senator Edward Markey (22 
October 2013) <www.markey.senate.gov/imo/media/doc/2013-10-22_FERPA.pdf> 
accessed 21 November 2014. 

5 Marie Bienkowski, Mingyu Feng, and Barbara Means, ‘Enhancing Teaching and 
Learning through Educational Data Mining and Learning Analytics: An Issue Brief’ 
(US Department of Education, October 2012). Note: This report was prepared for 
the Department of Education, not necessarily endorsed by it. 
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in perspective, it’s less than two percent of what we spend 
every year on teacher salaries.6 

Gates’s last observation, about the economics of contemporary 
education, gestures towards a whole larger class of practices, which, 
if not ‘forms’ of surveillance, strictly speaking, are nevertheless 
heavily dependent on surveillance or surveillance-friendly. Massive 
Open Online Courses, or MOOCs, for example, have begun to gain 
traction in some sectors of academia precisely as a way to save on 
‘teacher salaries’, with in-classroom experiences replaced by 
computer-work.7 Learning acquired online, as it happens, is also 
particularly conducive both to measurement and surveillance—
surveillance in essence providing the ‘justification’ for this kind of 
learning. In the words of a White House-commissioned report,  

Data from a student’s experience in [MOOCs] or other 
technology-based learning platforms can be precisely 
tracked, opening the door to understanding how students 
move through a learning trajectory with greater fidelity, 
and at greater scale, than traditional education research is 
able to achieve.8  

We will take the opportunity, later in this paper, to question some of 
the assumptions behind these statements. For now, we would simply 
observe that MOOCs provide just one instance of how surveillance 
is used to underwrite the vast program of quantified learning that 
goes under the umbrella term ‘assessment’. 

                                            
6 Bill Gates, ‘Teachers Need Real Feedback’ (TED Talks Education, May 2013) 
<www.ted.com/talks/bill_gates_teachers_need_real_feedback/transcript> accessed 
21 November 2014 

7 Letter from the President’s Council of Advisors on Science and Technology 
(PCAST) to President Barack Obama (December 2013) 4 
<www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_edit_dec-
2013.pdf> accessed 21 November 2014. ‘[O]ne possible trajectory for the MOOC 
technology would be to reduce the cost of education simply by economizing on the 
use of teachers, using computerized feedback to support a course rather than online 
or offline personal guidance by a faculty member or teaching assistant.’ 

8 Executive Office of the President, ‘Big Data: Seizing Opportunities, Preserving 
Values’ (The White House, May 2014) 24-25 
<www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_may_1_201
4.pdf> accessed 21 November 2014. 
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inBloom, to be clear, was but one player in the area of educational 
surveillance; indeed, its exit from the field has simply opened the 
door for other, similarly-directed companies.9 Nevertheless, the sheer 
scale of inBloom’s ambitions, the clarity with which it drew together 
the various strands of educational surveillance, and the explicitness 
with which it laid bare the profit motive underlying much purported 
‘reform’, all doubtless played roles in drawing hostile attention from 
advocacy groups and lawmakers. Not surprisingly, most of this 
criticism turned on the question of privacy, which has been defined 
mainly as the control of personally identifiable information (PII). 
Once vast amounts of PII, much of it highly sensitive, have been 
collected about a child, who then controls that data, and for how 
long should that information be preserved? Once the data have been 
passed along to third-party vendors (ostensibly to better craft 
educational ‘products’), who then ensures that these vendors, whose 
principle motives are economic, will use the information responsibly, 
and prevent it from spreading? The US has long had statutes in place 
protecting the personal information of students, most notably the 
Family Educational Rights and Privacy Act (FERPA) of 1974—but 
successive revisions by the Bush and Obama administrations (in 
2008 and 2011, respectively) have significantly reduced parental 
control over student records.10  

In an October 2013 letter to the Secretary of Education Arne 
Duncan, Senator Edward Markey gave public voice to these 
concerns. Referring not just to inBloom, but to ‘data storage [by] 
private companies’ in general, Markey wrote: ‘disclosure of [student 
data], which may extend well beyond the specific private company 
hired by [a] school district to a constellation of other firms with 
which the district does not have a business relationship, raises 
concerns about [student privacy].’ Secretary Duncan’s response, 
echoing inBloom’s own stated privacy policy, was that ‘as a practical 
matter, the Department [of Education] cannot monitor the many 

                                            
9 Olga Kharif, ‘Privacy Fears Over Student Data Tracking Lead to InBloom's 
Shutdown’ Bloomberg Businessweek (New York, 1 May 2014). Several 
competitors to inBloom are as active in the UK as in the US (Pearson, for example). 

10 Marc Rotenberg and Khaliah Barnes, ‘Amassing Student Data and Dissipating 
Privacy Rights’ (2013) 48(1) EDUCAUSE Review 56: the 2008 and 2011 
amendments to FERPA ‘increased private company and third-party access to 
student data’. 
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thousands of individual contracts between schools and third parties. 
Rather, we promote best practices and increased understanding of 
FERPA.’11 In contrast to the UK, where the regulation of private 
student records is highly centralized, the US system leaves most 
decision-making power to individual school districts. Unfortunately, 
as a 2013 study undertaken by Fordham University’s Center on Law 
and Information Policy revealed, ‘20% of districts fail to have 
policies governing the use of online services, and a sizeable plurality 
of districts have rampant gaps in their contract documentation, 
including missing privacy policies.’ Moreover,  

fewer than 7% of agreements [between districts and third-
party vendors] restrict the sale or marketing of student 
information by vendors, and many agreements allow 
vendors to change the terms without notice. [These] 
service agreements even allow vendors to retain 
information in perpetuity with alarming frequency.12  

To repeat: in the debates that have swirled around inBloom and its 
ilk, privacy has been presented as having mainly to do with the 
control of PII. Tactically, this makes sense: the control of personal 
information is a cause most people can easily understand and rally 
around. With remarkable speed, in the fall of 2013 and spring of 
2014, legal and public agitation made it impossible for inBloom to 
continue operations. 13  Without minimising the importance of 
information control, however, we would suggest that something 
even more fundamental is at stake when privacy is lost due to 
educational surveillance. To understand why, we must step back. 
Privacy law in America has its own peculiar history. Nearly all 
                                            
11 Letter: Duncan/Markey (n 4) 8. 
12 Joel Reidenberg and others, ‘Privacy and Cloud Computing in Public Schools’ 
(Center on Law and Information Policy at Fordham Law School, 12 December 
2013) 6 
<http://ir.lawnet.fordham.edu/cgi/viewcontent.cgi?article=1001&context=clip> 
accessed 21 November 2014. 

13 Legislation targeting inBloom and similar companies ranged from lawsuits filed 
on behalf of New York City parents (eventually dismissed) to Oklahoma’s House 
Bill 1989 (the Student Data Accessibility, Transparency and Accountability Act of 
2013) to New York’s Bill A8929, which prohibited the release of personally 
identifiable student data to third parties, and which passed 117-10 in the New 
York State Senate on 5 March 2014.  
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American discussions of privacy as a legal right can be traced to a 
single paper co-authored by Samuel Warren and (subsequent 
Associate Justice of the Supreme Court) Louis Brandeis in 1890; first 
appearing in the Harvard Law Review, ‘The Right to Privacy’ has 
been called ‘the single most influential law review article ever 
published.’ 14  The piece begins by reviewing freedoms with an 
established basis in tort law (e.g. freedom of the body, freedom of 
thought or conscience), but then goes on to argue that an intrusive 
mass media, and increasingly invasive technologies (like the 
telephone and ‘instantaneous photographs’), have necessitated a 
more specific right to be left alone. As Warren and Brandeis search 
for a principle justifying such a right, they reject some obvious 
candidates (protection from physical assault, for example, or 
property law), and finally settle on a psychological, even spiritual, 
claim: 

The intensity and complexity of life, attendant upon 
advancing civilisation, have rendered necessary some 
retreat from the world, and man, under the refining 
influence of culture, has become more sensitive to publicity, 
so that solitude and privacy have become more essential to 
the individual. … Triviality [of social intercourse] destroys 
at once robustness of thought and delicacy of feeling. … 
The principle which protects [all] personal productions, is 
in reality … that of an inviolate personality.15   

Less poetically: Warren and Brandeis understand the development of 
the individual as a fragile process, always at threat from the 
intrusions of everyday life. In order for a stable and healthy 
‘personality’ to form, this process must remain ‘inviolate’. Privacy, in 
short, is conceived ultimately as a necessary pre-condition for the 
formation of an autonomous person.16 

                                            
14 Harry Kalven, ‘Privacy and Tort Law: Were Warren and Brandeis Wrong?’ 
(1966) 31(2) Law and Contemporary Problems 326, 327. 

15 Samuel D Warren and Louis D Brandeis, ‘The Right to Privacy (The Implicit 
Made Explicit)’ in Ferdinand Schoeman (ed), Philosophical Dimensions of Privacy: 
An Anthology (Cambridge University Press 1984) 75, 77, 82. 

16 David Rosen and Aaron Santesso, ‘Inviolate Personality and the Literary Roots of 
the Right to Privacy’ (2011) 23(1) Law and Literature 1. 
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It is not our brief here to trace the tortured legacy of Warren and 
Brandeis in both tort and constitutional law. 17  Suffice to say, 
however compelling their psychological insights, the claim about 
‘inviolate personality’ has proven difficult to translate into practical 
applications. Indeed, in the most influential revision of ‘The Right to 
Privacy’, William Prosser (the leading expert on American tort law at 
mid-century) rejected their main insight altogether and identified the 
right to privacy with four overlapping, already-existing rights: 
freedom from intrusion, from the disclosure of private facts, from 
the presentation of one’s character in a false light, and from the 
wrongful appropriation of one’s name or image.18 One can readily 
see how Prosser’s revision (and its successors) have provided a firm 
basis for the attack on inBloom and other EdTech initiatives: the 
misuse of PII by school districts and third-party vendors may be 
interpreted as violating any or all of Prosser’s four key principles. 
We would insist, however, that Warren and Brandeis are more useful 
for identifying the deeper threats latent in educational surveillance. 
Childhood, in the theory of personal development implicit in Warren 
and Brandeis, is the period when the self is least formed, and so most 
open to ‘violation’. Thus a surveillance practice that attempts to 
influence the shaping of the self is likely to have lasting and possibly 
stunting effects. Unlike adults, moreover, children are ill-equipped to 
understand, let alone consent to, the pressures being exerted on them 
by, say, cameras in the classroom, or intensive testing-and-
assessment regimes. Even staunch critics of inBloom et al sometimes 
miss the question of consent at the heart of these initiatives. Senator 
Markey, introducing the ‘Do Not Track Kids Act’, an amendment to 
the Children’s Online Privacy Protection Act (COPPA) of 1998, 
presents the matter this way: ‘Parents, not private companies, have 

                                            
17 It is easy to see why subsequent commentators would have trouble turning ‘The 
Right to Privacy’ into workable law, or even extracting a clear notion of the harm 
caused by privacy violations. For a discussion of this problem, see Judith Wagner 
DeCew, In Pursuit of Privacy: Law, Ethics and the Rise of Technology (Cornell 
University Press 1997) 4-15. The problem is central to the decision in Doe v Chao 
540 US 614 (2004). In the words of Marc Rotenberg, director of the Electronic 
Privacy Information Center: ‘Proving actual harm in a privacy case will remain very 
difficult.’: US Senate Committee on Commerce, Science and Transportation, 
Hearing: Online Personal Privacy Act (S 2201 107th Cong, 2d sess, 25 April 2002) 
‘Prepared Statement of Marc Rotenberg’ 36, 38. 

18 William L Prosser, ‘Privacy’ (1960) 48 California Law Review 383, 389. 
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the right to control personal information about their children. We 
should help student scholars make the grade, not help companies 
make a sale.’19 By framing the question as an economic one, and as a 
matter of parental control of information, the ‘Do Not Track Kids 
Act’ is at once effective law, and a misrecognition of the most serious 
harm inflicted by tracking. 

To this point, we have proceeded as if the definition of surveillance 
were self-evident; in fact, we have been relying on specific 
assumptions about surveillance and how it works. In a sentence, we 
would define it as ‘the monitoring of human activities for the 
purposes of anticipating or influencing future events’. Within this 
definition, it should be perceived, we recognise two distinct activities: 
one watches other people in order to understand them, to gather 
information about them and anticipate their future actions, or—
something quite different—one watches people in the hope that, if 
they know they are under watch, they will alter their behaviour in 
certain desired ways. We might call these two modes of surveillance 
‘empathetic’ and ‘coercive’, respectively. Whereas the former mode, 
in its attempt to enter into the unguarded mind and uncover ‘natural’ 
behaviour, cannot announce its presence, and thus can take place 
anywhere, coercive surveillance typically occurs within controlled 
and delimited spaces, where the monitoring pressure can be 
strategically directed and selectively intensified. Perhaps counter-
intuitively, the law is better at grappling with surveillance of the 
empathetic sort: surreptitious monitoring, once discovered, can be 
interpreted as an invasion of privacy in the first two ways identified 
by Prosser, and falls readily under now-acknowledged constitutional 
protections.20 Coercive surveillance, on the other hand, announces its 
presence, making it clear that there should be no expectations of 
privacy under its gaze. Thus, we note, many of the responses to 
recent revelations of NSA dataveillance have been framed in 

                                            
19 Press release from Senator Edward Markey’s office (14 January 2014) 
<www.markey.senate.gov/news/press-releases/markey-to-introduce-legislation-to-
protect-student-privacy> accessed 21 November 2014. 

20 The US Supreme Court first recognized a constitutional right to privacy in 
Griswold v Connecticut 381 US 479 (1965). Acknowledging that the US 
Constitution never at any point mentions a right to privacy, the majority opinion, 
written by Justice William O Douglas located the right implicitly in the 
‘penumbras’ and ‘emanations’ of already-existing protections. 
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Prosser’s ready-made terms (intrusion, disclosure of private facts, 
etc.). Coercive surveillance, because it requires an awareness of its 
existence on the part of the observed, and is sometimes even entered 
into voluntarily (as when one enters a casino, say), is far harder to 
resist legally, even though, in Brandeisian terms, its effects are much 
deeper and longer lasting.  

As should be clear, empathetic and coercive surveillance are 
completely distinct, one relying on the ignorance, the other on the 
awareness of those under watch. Nevertheless, when we look at 
surveillance in the classroom—or the rhetoric about surveillance in 
the classroom—we often see the categories getting blurred, and in 
knowingly prejudicial ways. In both Britain and America, for 
example, students and (especially) teachers have often felt coerced 
into certain pedagogical practices by the presence of CCTV cameras 
in the classroom: far from simply monitoring teaching, cameras 
inevitably change the way that teaching (and thus learning) 
happen.21 The arguments promoting in-class use of CCTV, however, 
have overwhelmingly justified it (as in Bill Gates’s TED talk) as a 
harmless form of empathetic data-gathering: it helps one better 
understand teachers as well as students. This blurring of categories 
can confer an operational advantage, as institutions camouflage 
practices under whichever model seems more legally convenient. 
Something of this bait-and-switch (going in the other direction) 
comes across in guidelines for ‘The Appropriate and Effective Use of 
Security Technologies in U.S. Schools’ published by the Department 
of Justice in 1999, just as these technologies were beginning to 
spread. The manual, concerned ostensibly with defending children 
against threats from without, begins entirely in the mode of 
empathetic surveillance: In ‘Identifying the risks at a school …’ 

A school’s security staff must understand what it is trying 
to protect (people and/or high-value assets), who it is 
trying to protect against (the threats), and the general 
environment and constraints it must work within … . This 
understanding will allow a school to define its greatest 

                                            
21 Thus Mary Bousted, General Secretary of the UK’s Association of Teachers and 
Lecturers has stated: ‘We have major reservations about using CCTV to monitor 
staff. It is hard to see how teachers would act naturally if they knew they might be 
watched all the time on camera.’ Quoted in: Jessica Shepherd, ‘Someone to Watch 
Over You’ The Guardian (London, 3 August 2009). 
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and/or most likely risks … . From year to year … a 
school’s security strategy will need revision because the 
world around it and the people inside it will always be 
changing … . A thorough understanding of employees, 
student profiles, and neighborhood characteristics will be 
necessary.22 

The key words (understand, define, revise, identify) all belong to the 
world of inductive data-gathering, to the empathetic project of 
deriving information about other people. After only a few pages, 
however, the manual seems to discover the surveillance apparatus’s 
coercive potential: 

The peace of mind of both students and faculty at a school 
can often be quickly enhanced  by the installation of 
video cameras … . This change of attitude may result in 
even further-reaching effects on a campus than would be 
expected by the use of cameras alone … . A sense of safety 
and authority will directly influence people’s opinions and 
impressions, which will ultimately contribute to the overall 
order maintenance of a facility.23 

Almost imperceptibly, the language of ‘understanding’ and discovery 
is replaced by appeals to ‘influence’, authority and order; a 
recognition that the world ‘is always changing’ yields to the hope 
that something strong and stable can be created and ‘maintained’. 
Flexible, knowledge-based protection, in essence, is supplanted by 
the coercive project of putting people in their proper places. And yet 
because the entire document is suffused with appeals for increased 
security from outside, the subsequent turn towards coercive 
surveillance is hard to detect. Empathy, in this case, ‘covers’ for 
coercion. And it is precisely under the guise of empathy that coercive 
technologies, with many more applications than security or 
innocuous data-gathering, have proliferated: in 1999, when this 

                                            
22 Mary W Green and others, ‘The Appropriate and Effective Use of Security 
Technologies in U.S. Schools: A Guide for Schools and Law Enforcement Agencies’ 
National Institute of Justice Research Report (US Department of Justice, September 
1999) 4. 

23 ibid 23. 
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report was released, 19 per cent of US schools used one or more 
cameras to monitor students; by 2009, 61 per cent did.24 

But to what end? If we grant that the goal of coercive surveillance is 
to shape particular kinds of person, then what sort of person might 
an intensive regimen of educational monitoring produce? In their 
famous characterization of the ‘millennials’ (the generation 
comprising those born between 1982 and 2004), Neil Howe and 
William Strauss identify ‘seven distinguishing traits’ including 
‘confident’ and ‘achieving’, but also ‘conventional’, ‘sheltered’, and 
‘pressured’.25 Though these observations have been heavily criticized 
in some quarters, they have also struck a chord, entering into the 
public imagination; indeed, 71 per cent of American adults think of 
the millennials as ‘selfish’, and 65 per cent think of them as 
‘entitled’.26 Described at one point by Howe and Strauss as ‘the most 
watched-over generation in memory’, the millennials are sometimes 
thought to have little interest in or even awareness of privacy, and 
are frequently condemned for their ‘narcissistic and exhibitionist 
values’. 27  Although we doubt the validity of much generational 
stereotyping, and would question many of the attributes attached to 
the millennials, it is nonetheless worth reflecting on the way these 
widely commented-upon traits mirror the specific priorities of the 
classroom supervision and assessment this generation has 

                                            
24 Simone Robers and others, ‘Indicators of School Crime and Safety (NCES 2012-
002; NCJ 236021)’ National Center for Education Statistics and Bureau of Justice 
Statistics (US Department of Education and US Department of Justice, February 
2012) vii. 

25 Neil Howe and William Strauss, Millennials Rising: The Next Great Generation 
(Vintage Books 2000) 43-44. The two remaining characteristics are ‘team oriented’ 
and ‘special’. 

26 Emily Ekins, ‘65% of Americans Say Millennials Are “Entitled”: 58% of 
Millennials Agree’ (Reason-Rupe Public Opinion Survey, August 2014) 
<http://reason.com/blog/2014/08/19/65-of-americans-say-millennials-are-ent3> 
accessed 21 November 2014. Also see, for example, Jean Twenge on millennial 
‘entitlement’ and ‘narcissism’ in Jean M Twenge, Generation Me (Free Press 2007) 
and Jean M Twenge and W Keith Campbell, The Narcissism Epidemic (Free Press 
2010); Joel Stein, ‘Millennials: The ME ME ME Generation’ TIME (New York, 20 
May 2013) which begins ‘Millennials are lazy, entitled narcissists.’ 

27 Diane Mehta, ‘New Survey Suggests Millennials Have No Idea What Privacy 
Means’ (Forbes, 26 April 2013) 
<www.forbes.com/sites/dianemehta/2013/04/26/new-survey-suggests-millennials-
have-no-idea-what-privacy-means> accessed 21 November 2014. 
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experienced (to a unique and unprecedented degree). It is only 
reasonable to expect that certain kinds of teaching will ultimately 
produce certain kinds of learners. 

In the rhetoric that accompanies surveillance-dependent education 
reform, for example, the term ‘personalized learning’ is practically 
ubiquitous; thus one White House-produced report lauds the ‘perfect 
personalization’ made possible when innumerable ‘bits of data [are] 
brought together to create a clear picture of a person to predict 
preferences and behaviours’. ‘Real-time assessment [enables a] 
continuous improvement of course content’—a process the 
document labels ‘personalizing education’. 28  Leaving aside the 
question of how traditional, face-to-face learning has come to be 
considered less ‘personal’ than a digital environment containing 
thousands, or even millions, of participants, we might focus on the 
meaning of the word ‘person’ implied by this rhetoric. It is in the 
nature of assessing and quantifying systems to privilege behaviours, 
and modes of learning, that can be assessed and quantified—and to 
de-emphasize the importance of modes less susceptible to easy 
measurement and monitoring. Thus a second White House report 
otherwise bullish on the potential of MOOCs sourly notes an 
objection, largely voiced by ‘faculty in the humanities’, that ‘online 
courses may not be capable of inculcating in students … independent 
critical thinking’, or the ability to ‘formulate independent, original 
ideas, and arguments’.29 In much the same way, but without drawing 
explicit links to the effects of educational surveillance, Howe and 
Strauss argue that millennials tend to ‘avoid personal risks’; that they 
privilege ‘group values’ over ‘independent’ or ‘individual’ thought; 
that they are drawn to ‘tangible results’ and ‘measurable, 
quantitative solutions’.30 The eye of coercive surveillance does not 
observe neutrally; rather it strives constantly to render the objects of 
its gaze more visible and easily-comprehended. Surveillance-
dependent education may indeed be more ‘personal’ in some ways—
but this comes at the cost of reducing or simplifying what it means 
to be a person in the first place. 

                                            
28 Executive Office of the President (n 8) 7, 24. 
29 PCAST (n 7) 5. 
30 Howe and Strauss (n 25) 44, 223, 317. 
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The demise of inBloom suggests a growing awareness of the dangers 
in educational surveillance, and a canny appreciation in particular of 
the risks that accrue when responsibilities formerly the province of 
the government are outsourced to contractors whose motives are 
profit-oriented. Again, these dangers have typically been phrased in 
Prosserian, rather than (as we have attempted to do) Brandeisian 
terms. Nevertheless, the case of inBloom remains an outlier, with a 
preponderance of political (and, not coincidentally, financial) 
support on the other side, even for surveillance at its most invasive. 
Surprisingly, perhaps, in a political culture where entrenched 
partisan disagreement on virtually every topic has become the norm, 
educational surveillance has broad support from both Democrats 
and Republicans. Both parties are free to draw on the same neo-
liberal assumptions. The presidential report on MOOCs surrenders 
decision-making powers ultimately to the Invisible Hand (‘Let 
market forces decide which innovations in online teaching and 
learning are best’), and in much the same spirit, Secretary Duncan 
has dismissed problems encountered while implementing an online 
testing program as follows: ‘There will be hurdles, there will be 
mistakes … but this is a business.’31 A White Paper on education put 
out by (Republican) Mitt Romney’s failed presidential campaign 
argued for ‘standards’ based on testing results, and ‘encourage[d] 
market entry by [emphasizing] skill attainment instead of time spent 
in the classroom.’32 Between this position and the stated priorities of 
the Democratic Obama administration there is little if any 
ideological distance: ‘new educational technologies have the 
potential to … move away from measuring student progress merely 

                                            
31 PCAST (n 7) 6. Duncan’s comments were delivered to the Writers Association 
seminar at Stanford University: Brooke Donald, ‘At Stanford, Education Secretary 
Speaks on Preschool, Online Ed and Diversity’ (Stanford Report, 2 May 2013) 
<http://news.stanford.edu/news/2013/may/arne-duncan-education-050313.html>  
accessed 21 November 2014. 

32 Romney for President, ‘A Chance for Every Child: Mitt Romney’s Plan for 
Restoring the Promise of American Education’ (Romney for President, 23 May 
2012) <www.mittromney.com> [site since taken down, archive version of the page 
available at 
<http://cdm16064.contentdm.oclc.org/cdm/ref/collection/p266901coll4/id/3980> 
accessed 21 November 2014]. For ‘testing’ and ‘standards’ see 3, 21; for ‘skill 
attainment’ see 4.  
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as time spent in a classroom, and toward a system that measures 
outcomes.’33 

Rather than breaking down along the usual party lines, the debate 
over educational surveillance indicates a more entrenched class 
divide—one which we can see widening along practically every 
vector in Western Society. In an unguarded moment, the Presidential 
report on MOOCs suggests that ‘low-cost training modules … might 
assist in providing the vocational skills that a twenty-first workforce 
needs.’34 That workforce, it almost goes without saying, does not 
include the authors of the report, nor their children—a fact which 
brings us back, finally, to questions of regulation and the law. In the 
United States, the public educational system, ranging from 
kindergarten to large public universities like Berkeley or the 
University of Michigan, operates at the behest of federal, state and 
local legislatures, and has already (especially on the primary and 
secondary levels) succumbed to a regimen of intensive assessment 
and monitoring. The private educational system, however, especially 
in its upper echelons, where the training of the governing class is at 
stake, is far less subject to government oversight, and under fewer 
pressures to ‘reform’. Thus Peter Salovey, president of Yale 
University, commenting on the future of MOOCs at his institution: 

A quality education represents a process of learning how 
to think, rather than the delivery of packets of information. 
I’m as excited about online technologies as anyone else, 
but I want to focus on [engaging] students with faculty in 
a process of teaching and learning [rather than] simply 
conveying packets of information and giving people merit 
badges for having viewed them.35  

To translate: students who can afford an elite education will 
continue to enjoy the cost-ineffective, time-inefficient, personal 
‘teaching and learning’ once thought crucial for the nurturing of 
autonomous, democratic citizens. For the remainder, a surveillance-
enforced ‘personalized’ education, the goals of which are explicitly 
‘vocational’, rather than directed towards a fuller personhood. 
                                            
33 PCAST (n 7) 3. 
34 PCAST (n 7) 5. 
35 Matthew Lloyd-Thomas, ‘As Open Online Courses Evolve, Yale Remains 
Cautious’ Yale Daily News (New Haven, 11 November 2013). 
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Whether this regime will succeed, however, is another question: as 
educators dealing with millennials on a daily basis, we would affirm 
that privacy is a topic of intense importance to the current 
generation of university students, who are profoundly clear-eyed 
about its benefits both for their education and for the development 
of their inner selves. That the generational descriptions offered by 
Howe and Strauss resemble the priorities of many contemporary 
educators may ultimately say more about the priorities of their 
generation (the Boomers, abetted by the X-ers), than anything 
essential about the cohort just entering adulthood. The targets of 
educational surveillance may well be stronger and more ‘inviolate’ 
than we often recognize. 



John S Atkinson  

 

 
 245 

Proof is Not Binary: The Pace and 
Complexity of Computer Systems and 
the Challenges Digital Evidence Poses 
to the Legal System 

JOHN S ATKINSON*  

This article illustrates the challenges that an ‘information 
society’ poses to the current and future legal system and how 
the complexities of digital evidence itself have helped pave 
the path to the current privacy and surveillance status quo. 
We now live in a society where interaction with computer 
technology is unavoidable. At the heart of the privacy and 
surveillance debate lies the ability (or inability) to collect 
data from digital devices. Any of this data is potentially 
digital evidence, either in a strict legal sense or merely 
because it reveals something that would otherwise remain 
private. 

Previously collection of digital evidence at today’s scale 
would be utterly impractical. Furthermore, while the 
evidence itself could be as mundane as a photograph, the 
multiple computer systems that supply it will be highly 
dynamic, difficult to explain, and capable of automated 
decision-making. The legal system is left constantly trying to 
catch up with a relentless technological pace, with precedent 
set in wholly different contexts, and reliant on a digital 
forensics field still in its infancy. The logical aspect of digital 
evidence stretches traditional concepts of custody and 
jurisdiction. Simultaneously, the complexity and pace of 
modern technology necessitates a departure from prior (non-
digital) forensic culture. 

                                                        
* PhD candidate in Security and Crime Science, University College London (email: 
j.atkinson@ee.ucl.ac.uk). 
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1. Introduction 

This article illustrates the challenges that an ‘information society’ 
poses to the current and future legal system and how the 
complexities of digital evidence itself have helped pave the path to 
the current privacy and surveillance status quo in the UK. It is 
intended for a mostly non-legal, non-technical audience and 
although primarily concerned with the law of England and Wales, 
calls upon academic literature and comparable legal precedent 
worldwide. 

We now live in a society where interaction with computer 
technology is increasingly unavoidable and this trend is only set to 
continue. At the heart of the privacy and surveillance debate lies the 
ability (or inability) to collect data from digital devices, control its 
existence or availability, and determine its accuracy. Any of this data 
has the potential to be digital evidence, either in a strict legal sense 
or merely because it implies something that would otherwise have 
remained private. 

Even twenty years ago, collection of digital evidence on the scale 
possible today would have been utterly impractical. Furthermore, 
while the evidence itself could be as apparently mundane as a 
photograph, the multiple computer systems that now supply it are 
likely to be highly dynamic, difficult to fully explain to a non-expert, 
and capable of (at least) basic automated decision-making. 

The legal system is left constantly trying to catch up with a relentless 
technological pace, with precedent set in wholly different contexts, 
and reliant on a digital forensics field still in its infancy. The logical 
aspect of digital evidence challenges existing legal procedure as it 
stretches traditional concepts of custody and jurisdiction. 
Simultaneously, the complexity and pace of modern computer 
software necessitates a departure from the prior (non-digital) 
forensic culture. 

2. What exactly is Digital Evidence? 

Digital evidence may be gathered from a great variety of electronic 
systems. While the evidence itself can be something apparently 
mundane, such as a digital photograph, the computer system 
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supplying it is likely to be highly complex, dynamic and difficult to 
fully explain to a non-expert. We now live in a society where 
computer technology is increasingly commonplace. However, 
academic study within the field of court-admissible ‘digital forensics’ 
only began as recently as 1992.1 As the use of digital evidence is now 
essential, tools and forensic techniques used for its collection and 
analysis must be created and modified as often as the systems 
themselves. Unlike other forensic disciplines, collecting and archiving 
potential evidence from digital systems is easily automated. 

2.1 Definitions 

The Scientific Working Group on Digital Evidence defines digital 
evidence as follows: 

Digital Evidence: ‘Information of probative value that is 
stored or transmitted in binary form’.2 

As a practitioner in this field, Barbara elaborates upon how forensic 
discipline relates to this: 

Digital Forensics: ‘The application of science and 
technology to the identification, recovery, transportation, 
and storage of digital evidence … Digital forensics is a 
relatively new forensic science'.3 

These definitions are incredibly broad and far from limited to only 
traditional desktop computers and local area networks in offices. 
Less obvious examples range from mobile phones and passports to 
traffic lights and washing machines. The very idea that an appliance 
or inanimate object is potentially capable of tracking a person's 
activities—let alone support or disprove a statement in court—is 
shocking.  
                                                        
1 Eugene H Spafford, ‘Some Challenges in Digital Forensics’ in Martin S Olivier and 
Sujeet Shenoi (eds), Advances in Digital Forensics II (Springer 2006). 

2 Scientific Working Group on Digital Evidence (SWGDE), ‘Digital & Multimedia 
Evidence Glossary’ (v2.7, SWGDE, 8 April 2013) 7 
<www.swgde.org/documents/Current%20Documents/2013-04-08%20SWGDE-
SWGIT%20Glossary%20v2.7> accessed 18 November 2014. 

3 John J Barbara, Handbook of Digital and Multimedia Forensic Evidence (2nd edn, 
Humana Press 2008) 11. 
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Furthermore, Kipper notes the pace of technological change and 
aptly likens it to the growth of a child, where the combined effect of 
many subtle changes may not be obvious to those who observe them 
daily. He notes that experts may ‘not always recognize or 
understand the change until a significant time period has elapsed or 
until others have pointed it out’.4 Digital forensic practitioners may 
be required to justify and explain evidence in court, which is difficult 
as computer systems are built from layers of technology. An expert 
in one field is unlikely to, and possibly incapable of, fully 
understanding the ever-changing nuances of the contiguous 
technological layers their expertise rests upon. Similarly, developers 
and operators of technology are unlikely to fully comprehend the 
potential use (or misuse) of the data they hold without specifically 
looking to analyse them. 

This article is concerned with two categories of digital evidence. First, 
the evidence used in a court of law, which should meet admissibility 
criteria. Second, evidence for suspecting an individual of committing 
a crime. This may be the evidence required to obtain a warrant or 
justify ‘reasonable suspicion’ leading to questioning, search or arrest. 

2.2 Using and ‘Handling’ Digital Evidence 

The UK Association of Chief Police Officers provides ‘good practice’ 
guidelines on how digital evidence for use in court should be handled. 
A summarized version follows:  

• The original data must not be changed. 

• Any person accessing the original data must be 
competent and able to explain the relevance and the 
implications of their actions. 

• All processes applied to an exhibit should be 
recorded and must be repeatable by an independent 
third party. 

                                                        
4 Gregory Kipper, Wireless Crime and Forensic Investigation (Auerbach 
Publications 2007) xvii. 
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• The person in charge of the investigation has 
responsibility for ensuring that the law and these 
principles are adhered to.5 

These guidelines differ little from other forensic disciplines and, 
notably, are not a legal requirement. There are more thorough 
guidelines for expert practitioners, such as those produced by 
Mason 6  or Kipper, 7  but ultimately the validity of evidence is 
determined by the court following expert witness testimony. Neiditz, 
Safer and Hatfield note that digital evidence is often accepted with 
little scrutiny.8 He highlights the uncommon ruling in Lorraine v 
Markel (US) where email evidence was found to be inadmissible.9 
Exhibited printouts, although routinely accepted as evidence and 
clearly ‘real’, were discounted because no attempt had been made to 
validate their authenticity. 

Practitioner guidelines make the distinction between securing the 
logical and physical aspects of digital evidence. While practices for 
securing physical evidence have been refined over hundreds of years, 
logically securing data is an ill-defined and complicated process as 
will be discussed further in Section 3.2. Distributed technology like 
the internet can even complicate physically securing evidence because 
original copies of data may be physically inaccessible or held outside 
of legal jurisdiction. Lloyd notes that ‘there is a need for a massive 
effort to secure international consensus and harmonisation’.10 

                                                        
5 Association of Chief Police Officers, Good Practice Guide for Computer-Based 
Electronic Evidence (v4.0, 7Safe, 2011) 
<www.7safe.com/electronic_evidence/ACPO_guidelines_computer_evidence_v4_we
b.pdf> accessed 21 November 2014. 

6 Stephen Mason (ed), Electronic Evidence: Disclosure, Discovery and Admissibility 
(3rd edn, Butterworths Law 2012). 

7 Kipper (n 4). 
8 Jon Neiditz, Jay Safer and Pat Hatfield, ‘United States: From E-Discovery to E-
Admissibility? “Lorraine v. Markel” and What May Follow’ (Mondaq, 8 June 
2007) <www.mondaq.com/unitedstates/article.asp?articleid=49160> accessed 3 
August 2014. 

9 Lorraine v Markel 241 FRD 534 (2007).  
10 Ian Lloyd, Legal Aspects of the Information Society (Butterworths Law 2000) 
127. 



Birkbeck Law Review Volume 2(2) 

 

 250 

3. Parting with Tradition 

3.1 The Good: Efficient Automation and Electronic Records 

A major driving force behind the growth of computer technology is 
the promise of rapid and cost-efficient access to information with 
reduced administrative overheads. In terms of digital evidence for 
law enforcement, TotalRoam and its successor systems embody 
this.11 Through the installation of computers in police patrol cars, 
the system instantly provides information on vehicle registration and 
outstanding warrants to guide the efforts of law enforcement. 
Furthermore, data such as patrol location and breathalyser results 
can be automatically recorded and immediately archived without 
paperwork. It is easy to see how these systems are convenient. 
However as we will shortly discuss, given the complexity of the 
systems involved, ensuring this information retains its integrity (stays 
the same), authenticity (can be proven to be from a trusted source) 
and confidentiality (only seen by those who should see it) is likely to 
be far more difficult digitally than it might have been with familiar 
physical methods. 

New technology also allows for evidence to be collected on an 
unprecedented scale as has been shown by the modern practice of 
electronically tagging lesser offenders. Evidence can be collected 
automatically to determine whether parole conditions are violated 
and can provide immediate notification when this is the case. In 
addition, knowledge of this acts as a deterrent. Kipper states the 
scheme is 95% successful,12 however the legitimacy of such figures 
has been disputed. 13  Similarly, the London congestion charge 
implements public regulations that would have previously been 
impractical.14 Schemes like the congestion charge are several steps 

                                                        
11 Kipper (n 4). 
12 ibid 46. 
13 Mike Nellis, ‘The Electronic Monitoring of Offenders in England and Wales: 
Recent Developments and Future Prospects’ (1991) 31(2) The British Journal of 
Criminology 165. 

14 Transport for London, What Do I Need to Know about the Congestion Charge 
Camera System? (TfL, 2011) <www.tfl.gov.uk/assets/downloads/CC-Cameras.pdf> 
accessed 3 August 2014. 
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further along than mere efficient electronic records because they also 
feature almost entirely automated enforcement. 

3.2 The Bad: Intangible Data 

The guidance for expert practitioners makes a clear distinction 
between the logical and physical aspects of digital evidence. While 
there are hundreds of years of precedent for securing physical 
evidence, digital evidence provides a unique challenge in that it must 
be kept logically secure as well. 

Rules of best practice for traditional forensic evidence are established 
through knowledge of consistent physical laws and observation. In 
contrast, laws governing digital systems can often be rewritten and 
modified at will. Even when physically seizing evidence is possible, 
how should a ‘first responder’ best preserve evidence on a computer 
found switched on? Should it be left running when it might be 
purging data? Should it be turned off normally and potentially 
trigger a ‘clean-up’ process? Should the power cord be pulled and 
risk data corruption? Best practices can only ever be effective in the 
general case. However, the general case for digital evidence can be 
significantly narrower than those for other types of forensic evidence 
because the rules of the systems involved can be modified.  

It may not be obvious until pointed out, but deliberately hiding 
information is actually a fundamental concept of hardware and 
software engineering: a user interface provides a reduced set of 
functionality, software abstraction allows programmers to use code 
without knowing the implementation, and your web browser does 
not care whether the page on display arrived via LAN cable, WiFi, 
SD card, or carrier pigeon. If this were not the case then using and 
developing modern technologies would be effectively impossible. 
This is a double-edged sword for the legal system. While this may 
provide a wealth of digital evidence to forensic investigators, it raises 
questions of how far one should go to validate any given detail. 

For the logical aspect of digital evidence, the idea of ‘handling’ it is a 
complete misnomer. Data is just a representation and never moved; 
it is copied. It is often assumed that the first copy is deleted but this 
may not occur until it is convenient for the system, or not at all. 
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Recovering discarded and hidden information is a major part of the 
digital forensics field. This can be a huge boon for law enforcement 
because evidence of unlawful activity is potentially more plentiful 
and difficult to destroy or conceal without preparation. 

However, with some preparation and foresight digital evidence can 
also be deliberately hidden very easily. Strong encryption, for 
example, can be used and in many cases cannot be broken 
practicably by law enforcement. Cryptography is incredibly complex, 
but you don’t need to be an expert to follow an internet tutorial on 
using a free program. This problem has led to legislation that makes 
failure to divulge a cryptographic key or password to law 
enforcement punishable as a criminal offence under UK law, with 
penalties up to two years in jail.15 

This is arguably at odds with the ‘right to remain silent’ and 
effectively shifts the burden of proof from the prosecution to the 
defendant. It also implicitly affords the state the right to access any 
encrypted data and has drawn criticism from security experts such as 
Anderson16 and Schneier17 who view it as an ill-conceived response 
to a technology that appears threatening. In addition, they question 
the effectiveness of such laws given that serious crimes are likely to 
attract sentences longer than two years. 

3.3 The Ugly: Unverifiable Software 

This is further complicated because the tools used to analyse digital 
evidence are software themselves. In fact, the general undecidability 
of program behaviour (the ‘Halting Problem’) is a fundamental tenet 
of computer science.18 Formal proofs of software are slow, expensive, 
                                                        
15 Regulation of Investigatory Powers Act (RIPA) 2000. 
16 Ross Anderson, ‘RIPA III: A Legislative Turkey Comes Home to Roost’ (The 
Register, 25 November 2009) 
<www.theregister.co.uk/2009/11/25/jfl_ripa_opinion/> accessed 3 August 2014. 

17 Bruce Schneier, ‘UK Police Can Now Demand Encryption Keys’ (2007) Schneier 
on Security <www.schneier.com/blog/archives/2007/10/uk_police_can_n.html> 
accessed 3 August 2014. 

18 Alan Turing, ‘On Computable Numbers, with an Application to the 
Entscheidungsproblem’ (1936) 42(2) Proceedings of the London Mathematical 
Society. 
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difficult and rarely seen outside of small components in safety-
critical engineering. Even then, they only show that software fulfils a 
given model, not that the model itself is correct, nor that a program 
correctly implements it. Fundamentally, both programs and data are 
just a sequence of binary digits. These will undergo an arbitrary 
number of transformations, re-interpretations, error corrections and 
retransmissions before being presented to the user. At what point 
should a mess of ones and zeroes be trusted either as evidence, or to 
provide it?19 

There has been some work towards digital equivalents of physical 
forensic procedures. For example, Richard and Roussev propose a 
system of ‘digital evidence bags’ which encapsulate essential data to 
provide forensic integrity and audit trails.20 They stress the ‘urgent 
need for a digital-forensics-aware operating system’. While this adds 
yet more complexity, this is probably the only practicable solution. 

4. Centralised for Complexity 

4.1 Industrial Expertise 

Previously, the UK FSS (Forensic Science Service) was tasked with 
overseeing digital forensic procedure in UK criminal cases but closed 
on grounds that it was not cost effective. Forensic work was 
outsourced to either police laboratories or private companies with 
no central authority.21 But even before this decision, the complexity 
of forensic software has led to the domination of the industry by a 
select hegemony of international companies. For example, EnCase 
software has become the ‘de facto standard’ in criminal 
investigations and the majority of digital forensic work is performed 

                                                        
19 Sergey Bratus, Ashlyn Lembree and Anna Shubina, ‘Software on the Witness 
Stand: What Should It Take for Us to Trust It?’ [2010] Trust and Trustworthy 
Computing: Third International Conference 396. 

20 Golden G Richard III and Vassil Roussev, ‘File System Support for Digital 
Evidence Bags’ in Martin S Olivier and Sujeet Shenoi (eds), Advances in Digital 
Forensics II (Springer 2006). 

21 Nina Lakhani ‘CSI Chief Condemns Forensic Cuts’ The Independent (London, 9 
January 2011). 
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by large consultancies, such as KPMG or PwC, whose traditional 
competencies are in business intelligence and financial auditing.22 

Even before the closure of the FSS, there existed a large disparity in 
cultures surrounding different forensic disciplines. While DNA and 
fibre analysis have deep roots in academic science, software 
companies and programmers are primarily concerned with 
engineering. The difference between scientific and software 
engineering cultures may be vast.23 The typical software business 
model is the very antithesis of open peer review; source code24 is a 
trade secret, patents are commonplace and reverse engineering 
mostly unlawful.25 

This lack of transparency has proven problematic in recent drink-
driving prosecutions in the USA where the court’s attempt to make 
breathalyser source code available was opposed by the manufacturer. 
Despite having been used as the sole evidence leading to prior 
convictions, eventual examination concluded that the code was 
‘below industry-standard best practices’ and contained errors. 26 
There is a danger that the field of digital forensics is growing as a 
business venture in search of profit, rather than scientific validity. 

4.2 A Forensics Arms Race 

As well as tools for general security (e.g. encryption), the dominance 
of certain forensic software has also led to a situation where ‘anti-
forensics’ software is specifically designed to thwart the abilities of 

                                                        
22 Simson L Garfinkel and others, ‘Advanced Forensic Format: An Open Extensible 
Format for Disk Imaging’ in Martin S Olivier and Sujeet Shenoi (eds), Advances in 
Digital Forensics II (Springer 2006). 

23 Henry Petroski, ‘Reference Guide on Engineering Practice and Methods’ in 
Reference Manual on Scientific Evidence (2nd edn, Federal Judicial Center, 
Washington DC 2000). 

24 Source code: a computer program as written by a programmer. 
25 Council Directive (EC) 2009/24 of 23 April 2009 on the legal protection of 
computer programs [2009] OJ L111/16. 

26 Ryan Paul, ‘Buggy Breathalyzer Code Reflects Importance of Source Review’ (Ars 
Technica, 15 May 2009) <arstechnica.com/tech-policy/2009/05/buggy-
breathalyzer-code-reflects-importance-of-source-review> accessed 3 August 2014. 
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common tools.27 One person's security is another's obstruction and, 
as seen with illegal filesharing, there is no way to easily control the 
proliferation of software. The public, businesses, law enforcement, 
and criminals all have similar security measures and forensic tools 
available. The state is therefore placed in an odd position where it 
must ensure that systems are both resilient (to prevent crime) and 
vulnerable (for the state’s own investigative purposes) 
simultaneously.  

This issue was epitomised by the FBI's ‘magic lantern’ software. 
Although used to gather evidence, it was functionally 
indistinguishable from viruses or criminal keylogging software used 
to steal credit card information and passwords. To be of any lasting 
use, the scheme would have required the complicity of anti-virus 
vendors and was met with guarded disdain. Without the ability to 
guarantee the software operator was legitimate, this would have 
effectively given free access to any intruder.28  

More recently, leaked documents have implicated the US National 
Security Agency (NSA), GCHQ, and other partners, in the deliberate 
sabotage of international encryption standards and installation of 
secret ‘backdoors’ into the networks of large internet companies. 
Security practitioners expressed outrage at such conduct, noting that 
this traded the long-term security of users worldwide (including 
those within the US and UK) for the short-term advantage of a 
certain few agencies. Again, once discovered, such weaknesses could 
be used by anyone.29 

                                                        
27 Simson L Garfinkel, ‘Anti-Forensics: Techniques, Detection, and 
Countermeasures’ (2nd International Conference on i-Warfare and Security, 
California, 8-9 March 2007) 77 
<http://simson.net/clips/academic/2007.ICIW.AntiForensics.pdf> accessed 21 
November 2014. 

28 Neal Hartzog, ‘The “Magic Lantern” Revealed: A Report of the FBI's New “Key 
Logging” Trojan and Analysis of its Possible Treatment in a Dynamic Legal 
Landscape’ (2002) 20(2) John Marshall Journal of Computer and Information Law 
287. 

29 Nicole Perlroth, Jeff Larson and Scott Shane, ‘N.S.A. Able to Foil Basic 
Safeguards of Privacy on Web’ New York Times (New York, 5 September 2013) 
<www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-
encryption.html?pagewanted=all> accessed 3 August 2014. 
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4.3 Deliberate Abuse 

The case of R v Weiner is both a triumph for digital forensics and 
cause for concern.30 Weiner planted ‘evidence’ of child pornography 
on the computer of his colleague, Eddie Thompson. Although the 
deception was eventually uncovered when the original ‘anonymous’ 
phone call warning police was traced back to Weiner, the judge 
noted that ‘his plot to have Mr Thompson sacked and prosecuted 
very nearly succeeded’.31 

Perhaps even more worrying are the actions of ACS:Law and similar 
firms. Ostensibly legitimate legal and forensic specialists like those in 
Section 4.1, they sent thousands of letters demanding hundreds of 
pounds in settlements from alleged copyright infringers. They then 
attempted to drop the few cases that did reach court after their legal 
merit was heavily criticised. This was denied after the presiding 
judge called it an attempt to ‘avoid judicial scrutiny’ of the 
underlying claims and denounced their ‘wholesale letter writing 
campaign’ which was likened to blackmail by the defence because of 
the large costs required to defend such a case.32 This is in great 
contrast to the traditional role of impartial forensic experts in court 
and is currently under close scrutiny. While similar circumstances of 
joint collection and demand for settlement exist, they are far less 
severe. Parking tickets operate on similar principles but involve 
much less money and an appeal process where the accused can 
defend themselves much more easily. Similarly, insurance companies 
can employ their own forensic fire investigators when arson is 
suspected but (in stark contrast to ACS:Law’s methods) Clarke notes 
that prosecution is ‘a recourse reserved for the most flagrant 
instances, because it demands a high standard of proof’.33 

                                                        
30 R v Weiner [2011] EWCA Crim 1249, [2012] 1 Cr App Rep (S) 24. 
31 ‘Handyman Jailed for Planting Porn on Boss's Computer’ (BBC News, 23 
September 2010) <www.bbc.co.uk/news/uk-england-london-11397515> accessed 3 
August 2014. 

32 Gary Moss, ‘Media CAT v Adams: The CAT that Did Not Get the Cream’ 
(2011) 6(11) Journal of Intellectual Property Law and Practice 6. 
33 Michael Clarke, ‘The Control Of Insurance Fraud: A Comparative View’ (1990) 
30(1) British Journal of Criminology 1. 
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5. Implications of an ‘Information Society’ 

5.1 Continual Monitoring 

As has been seen with the electronic tagging of offenders and 
automatic traffic systems (Section 3.1), technology now allows 
individuals to be put under continuous observation. This can be 
done on a large scale and potentially without the target being aware. 
The legality of this is inconsistent. For example, public CCTV 
requires the operator have signs to inform those under observation.34 
In contrast, internet service providers are required to record details 
of email correspondence and other web activity without users being 
explicitly informed.35 

The ability to monitor activities covertly and easily is an attractive 
idea to the security services. Examples include warrantless 
wiretapping by the NSA and AT&T in the USA 36  as well as 
controversial proposals by police in the UK to track vehicle 
movements for up to two years.37 While these may indeed be useful, 
civil liberties organizations are concerned that there is little oversight 
of such programmes. This is especially true in the case of warrantless 
wiretapping where litigation was prevented because it ‘would require 
the government to disclose privileged “state secrets’’’.38 Civil liberties 
groups contend that such systems bypass usual privacy protections 
by removing the burden of evidence required to place a suspect 
under surveillance. 

Programmes that allow observation without affording the observed 
the ability to know whether this is truly the case are likened to the 
concept of ‘panopticon’. This was originally proposed by Bentham 
as a proposed prison design which provided a ‘sentiment of an 
invisible omniscience’ and ‘a new mode of obtaining power of mind 

                                                        
34 Data Protection Act 1998. 
35 Anti-Terrorism, Crime and Security Act 2001. 
36 Electronic Frontier Foundation, ‘Our Work: NSA Spying’ (Electronic Frontier 
Foundation) <www.eff.org/issues/nsa-spying> accessed 3 August 2014. 

37 Emma Smith and Dipesh Gadher, ‘Spy Cameras to Spot Drivers’ Every Move’ The 
Sunday Times (London 13 November 2010). 

38 Electronic Frontier Foundation, ‘Jewel v. NSA’ (Electronic Frontier Foundation) 
<https://www.eff.org/cases/jewel> accessed 3 August 2014. 
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over mind’ that was hoped would enforce good inmate behaviour 
with minimal personnel.39 Brignall writes that as these technologies 
become a cultural necessity, they provide worryingly broad 
opportunities for social control.40 

5.2 Data Mining and Retroactive Enforcement 

Cardinal-Duc de Richelieu famously wrote, ‘Give me six lines 
written by the hand of the most honest of men, I will find something 
in them which will hang him’.41 It is interesting to consider the 
potential implications of indefinitely archiving the everyday actions 
of individuals. There is no time limit for prosecution to be brought 
for most offences in the UK, nor is ignorance of the law a valid 
defence.42 While it is incredibly easy to collect data, processing it is 
more difficult. Deciding what might be useful evidence is even harder 
and, ultimately, the number of prosecutions that can be brought to 
court is limited. The quantities of data capable of being retained can 
be problematic even on common consumer systems, let alone the 
large surveillance programmes discussed. As datasets grow 
increasingly larger, heuristic techniques for ‘data mining’ have been 
developed.43 

The disparity between available data versus the ability to process, 
investigate and prosecute necessitates some form of selection process. 
This would be retroactively discovering crimes and is notably 
distinct from the current practice of collecting forensic evidence (e.g. 
DNA) for later conviction (or appeal) when it has already been 
established that a crime may have occurred. Furthermore, potential 
evidence of wrong-doing need not be held and managed by the state. 
                                                        
39 Jeremy Bentham, ‘Panopticon; Or the Inspection-House’ (1787) in Miran Bozovic 
(ed), The Panopticon Writings (Verso 1995) 29. 

40 Tom Brignall III, ‘The New Panopticon: The Internet Viewed as a Structure of 
Social Control’ (2002) (3)1 Theory and Science 1527. 

41 Cardinal-Duc de Richelieu, First Chief Minister of France (1624–1642). 
42 Edwin R Keedy, ‘Ignorance and Mistake in the Criminal Law’ (1908) 22(2) 
Harvard Law Review 75. 

43 Mark Pollit and Anthony Whitledge, ‘Exploring Big Haystacks’ in Martin S 
Olivier and Sujeet Shenoi (eds), Advances in Digital Forensics II (Springer 2006) 
67. 
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Instead historic data may be held as a matter of course by private 
companies as part of their service. Given past instances of ‘gaming 
strategies’ to hit performance targets, there is potential that the 
convenience of technology will shift focus onto crimes which are 
now the simplest to prosecute, rather than those in the community 
interest.44 

Resistance against this has been reflected in recent legislation by the 
European Union that recognises the ‘right to be forgotten’. It 
proposes that citizens ‘shall have the right—and not only the 
“possibility”—to withdraw their consent to data processing’. 45 
However, writers familiar with the workings of the internet wonder 
whether this proposal is actually possible to practically implement or 
enforce.46 Attempts to apply the right to be forgotten have been met 
with ire from organizations that consider themselves to produce 
factual publications. National newspapers, broadcasters and 
referenced works like Wikipedia complain that these laws are being 
used only by the privileged to improve their image by ‘censoring’ 
negative search engine results.47 

5.3 Automated Justice? 

Software for digital forensics began with retrieving data, then aiding 
interpretation. Now software ‘can be used by investigators to 
determine which evidence can be trusted’.48 While this progression is 
logical, care should be taken to consider whether it is acceptable to 
defer these decisions to programs or software companies. Given the 

                                                        
44 Barry Loveday, ‘Policing performance: The Impact of Performance Measures and 
Targets on Police Forces in England and Wales’ (2006) 8(4) International Journal 
of Police Science and Management 282. 

45 Jacob Aron, ‘A Right to be Forgotten Online? Forget it’ New Scientist (London, 
March 2011). 

46 Jeffrey Rosen, ‘The Web Means the End of Forgetting’ New York Times (New 
York, 21 July 2010). 

47 Alex Hern, ‘Wikipedia Swears to Fight “Censorship” of “Right to be Forgotten” 
Ruling’ The Guardian (London, 6 August 2014). 

48 Marika Wojcik and others, ‘Applying Machine Trust Models to Forensic 
Investigations’ in Martin S Olivier and Sujeet Shenoi (eds), Advances in Digital 
Forensics II (Springer 2006) 55. 
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lack of competitive diversity between these companies, as discussed 
in Section 4.1, any error threatens a potentially disproportionate 
impact on a large number of cases. Despite software mistakes or 
‘bugs’ being estimated to cost $100 billion in the USA alone, 
software companies are not usually held liable.49 This is in great 
contrast to the responsibilities of expert witnesses providing forensic 
evidence, who will be professionally discredited or potentially struck 
off when mistakes are made. 

Looking ahead, modern systems like IBM's ‘Watson’ have been 
shown to be capable of interpreting natural language, reasoning and 
answering complex questions. Although currently famed for ‘merely’ 
defeating the human all-time champions of the US quiz show 
Jeopardy! unaided, there is now serious industrial and academic 
effort being applied to use the technology behind ‘Watson’ as a legal 
authority.50 

Perhaps unexpectedly, there is already some legal precedent for this 
kind of trust in automated decisions. The Data Protection Act (1998) 
explicitly requires individuals to be notified when autonomous 
decisions are taken (e.g. for a loan application) and grants them the 
right for it to be reconsidered manually.51 However, exemptions 
apply to decisions if they are required by other legislation and many 
of the principles outlined in the act do not apply to ‘national 
security’, criminal investigations or taxation efforts. The recent case 
of Mohammed Kabay52 who falsely accused Samsung of installing 
key-logging software on its laptops shows the danger in 

                                                        
49 Dominic Callaghan and Carol O’Sullivan, ‘Who Should Bear the Cost of Software 
Bugs?’ (2005) 21(1) Computer Law and Security 56. 

50 Robert C Weber, ‘Why “Watson” Matters to Lawyers‘ (The National Law 
Journal, 14 February 2011) 
<www.nationallawjournal.com/id=1202481662966/Why-Watson-matters-to-
lawyers?slreturn=20141021162613> accessed 21 November 2014. 

51 Data Protection Act 1998. 
52 Associate Professor of Information Assurance at Norwich University and Chief 
Technical Officer of Adaptive Cyber Security Instruments Inc. 
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unquestioningly trusting the judgements of computer tools and how 
easily it is done, even for experts.53 

6. Conclusion 

The logical aspect of digital evidence challenges existing legal 
procedure as it stretches traditional concepts of custody and 
jurisdiction. Digital forensics is a field still in its adolescence, so 
instances of misuse are perhaps inevitable given the lack of 
experience. The potential for abuse should be mitigated with time 
and precedent. The appropriateness of demanding encryption keys 
should also be resolved as the technology becomes banal and 
investigators encounter it regularly. 

While it appears that industrial consolidation is economically 
inevitable given the quantity and complexity of technological 
systems, common software engineering practice is unsuitable to 
retain the integrity of forensic discipline. Much greater openness is 
required than is generally found in business culture. The inner 
workings of tools and procedures should be transparent. This will 
support more thorough validation, and anti-forensics tools will 
continue to exist regardless. Although guarantees of correctness are 
impossible, this would afford digital evidence much greater 
credibility, despite complexity preventing full explanations in court. 

Intelligent systems allow for increasingly automated collection and 
analysis of evidence. These can be incredibly useful tools, but care 
should be taken to ensure that the crimes easily monitored and 
discovered by these systems (the ‘low hanging fruit’) do not take 
priority as an unintentional side-effect of their adoption. Despite the 
temptation to trust such systems, transparency is vital to understand 
the processes behind their results so they can be critically examined 
with context.  

  

                                                        
53 Mohammed E Kabay, ‘Apology to Samsung: We Blew It’ (Network World, 4 
April 2011) <www.networkworld.com/ newsletters/sec/2011/040411-sec-
apology.html> accessed 3 August 2014. 
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Fighting For Your Right to What 
Exactly? The Convoluted Case Law of 
the EU Court of Justice on Privacy 
and/or Personal Data Protection 

GLORIA GONZÁLEZ FUSTER* 

The European Union (EU) is actively involved in promoting 
personal data processing practices for security purposes. It is 
also responsible for delineating the legal regime safeguarding 
individuals against such data processing. Two rights collide: 
the right to privacy and the right to personal data protection. 
Both are recognised as distinct in the Charter of 
Fundamental Rights of the EU. The Court of Justice of the 
EU, the highest interpreter of EU law, however, seems 
peculiarly confused as to how the two rights relate, whether 
they should be relied on separately, and how each of them 
can be lawfully restricted. This article looks into the most 
recent case law highlighting inconsistencies in this regard. It 
explores how the Luxembourg Court’s tortuous reasoning 
can have negative implications for individuals. Ultimately, it 
argues that the persistent tendency to adjudicate on the basis 
of privacy ‘and/or’ personal data protection alters the 
protection deserved under each of them. 

Introduction 

In April 2014 the Court of Justice of the European Union (CJEU) 
declared invalid the Data Retention Directive,1 one of the most 

                                                        
* Postdoctoral Researcher at the Interdisciplinary Research Group on Law, Science, 
Technology and Society (LSTS), Vrije Universiteit Brussel (VUB) (email: 
Gloria.Gonzalez.Fuster@vub.ac.be). This contribution is partially based on 
research carried out in the context of Privacy and Security Mirrors (PRISMS), a 
project co-funded by the European Union.   

1 Council Directive 2006/24/EC of 15 March 2006 on the retention of data 
generated or processed in connection with the provision of publicly available 
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controversial acts ever enacted by the European Union (EU) 
legislature. The Luxembourg Court stated that, by obliging 
operators to store communications data and to make such data 
available for the prevention, investigation, detection, and 
prosecution of criminal offences, the legislature had exceeded the 
limits imposed by EU fundamental rights and by the principle of 
proportionality. The ruling sent a strong message to the Council and 
to the European Parliament reminding them that individuals’ rights 
and freedoms can only be limited under strict conditions. 

Only one month later, in May 2014, the same Court ruled that there 
is in the EU a ‘right to be forgotten’ enabling individuals to oblige 
search engine operators such as Google to ensure some data are not 
shown in search results made using that individual’s name. The 
Court noted that interferences with individuals’ rights in this respect 
cannot be justified merely by the economic interest of the search 
engine operator, and that these interferences might be justified by the 
interest of internet users in having access to that information only 
exceptionally. Google, a company that for many years resisted even 
the simple idea that European personal data protection applied to its 
online activities in Europe, was apparently shocked by this 
conclusion.2    

These two rulings in such a short period of time led many to believe 
the EU Court of Justice had (finally) decided to take a strong stance 
against modern surveillance, embracing the role of EU’s great 
defender of fundamental rights. The picture, however, looks slightly 
different as soon as one tries to elucidate which are exactly which 
fundamental rights the Court is committed to protect, and how.  

How a Right Surfaced Next to Another 

Since 2009, the EU has been committed to ensure two different 
fundamental rights directly concerned with safeguarding individuals 
                                                                                                                              
electronic communications services or of public communications networks and 
amending Directive 2002/58/EC [2006] L105/54. 

2 In search for advice on how to implement the ruling, the company established an 
Advisory Council that toured European countries looking for guidance, and called 
for suggestions from the public; for more information, see 
<www.google.com/advisorycouncil> accessed 14 November 2014.  
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against surveillance. They are both enshrined in the Charter of 
Fundamental Rights of the EU, nowadays a legally binding 
instrument. The first is the right to privacy, established by the 
Charter’s Article 7, which mirrors the right to respect for private life 
of Article 8 of the European Convention on Human Rights (ECHR). 
The second is the right to personal data protection, set out by the 
Charter’s Article 8, and which was audaciously written into the 
Charter in 2000 despite the fact that the ECHR does not recognise 
any equivalent right, and regardless of the absence of a common 
tradition among Member States to envision personal data protection 
as deserving constitutional-level recognition per se, as a sui generis 
right. 

The insertion of the right to personal data protection in the EU 
Charter can be linked to the importance given to personal data 
protection by EU secondary law, as well as to the prominence that 
the protection of individuals against the processing of information 
related to them has acquired over the years in the ‘living’ case law of 
the European Court of Human Rights in Article 8 of the ECHR. 
Both in the context of the Council of Europe and in EU secondary 
law, however, personal data protection had traditionally been 
envisioned not as a right in itself, but rather as a legal notion serving 
other rights and freedoms, and most notably the right to privacy. 

The key instrument of EU personal data protection law, Directive 
95/46/EC 3  (generally known as the Data Protection Directive), 
influentially echoed this approach by stating its main aim is to 
ensure that Member States protect the fundamental rights and 
freedoms of natural persons, ‘and in particular their right to privacy’, 
with respect to the processing of personal data.4 The Data Protection 
Directive was adopted in 1995, and could thus not include any 
reference to the EU fundamental right to the protection of personal 
data, which had still to see the light of day. After the EU Charter’s 
drafting and solemn proclamation by EU institutions in 2000, and 
even if the Charter had not yet acquired any legally binding force, 
other EU instruments nonetheless started to include references to the 

                                                        
3 Council Directive 95/46/EC of 24 October 1995 on the protection of individuals 
with regard to the processing of personal data and on the free movement of such 
data [1995] OJ L281/31. 

4 ibid Article 1(1). 
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right to personal data protection. A Directive adopted in 2002 to 
translate the principles set out in Directive 95/46/EC into specific 
rules for the electronic communications sector, Directive 2002/58/EC 
(generally known as the e-Privacy Directive),5 alluded in its preamble 
to both Articles 7 and 8 of the EU Charter.6 The Data Retention 
Directive, of 2006, also mentions in its preamble Articles 7 and 8 of 
the Charter.7 

The entry of the Treaty of Lisbon into force in 2009 gave a new 
standing to the right of personal data protection in EU law. In 
addition to granting legally binding force to the Charter, it triggered 
the materialisation of Article 16 of the Treaty on the Functioning of 
the EU, which restates the existence of the right, and mandates the 
EU legislature to adopt rules substantiating this right across the 
whole spectrum of EU law. In line with this mandate, the European 
Commission presented in 2012 a legislative package to reform the 
current EU personal data protection legal landscape. The package 
comprised a proposal for a General Data Protection Regulation 
designed to replace Directive 95/46/EC.8 According to the proposal, 
the future General Data Protection Regulation should still pursue to 
protect individuals’ fundamental rights and freedoms in general, but 
it shall no longer target ‘in particular their right to privacy’; rather, it 
should safeguard ‘in particular their right to the protection of 
personal data’.9 

                                                        
5 Council Directive 2002/58/EC of 12 July 2002 concerning the processing of 
personal data and the protection of privacy in the electronic communications sector 
(Directive on privacy and electronic communications) [2002] OJ L201/37. 

6 ibid Recital 2. 
7 Directive 2006/24/EC (n 1) Recital 22. 
8 European Commission, ‘Proposal for a Regulation of the European Parliament and 
of the Council on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data (General Data Protection 
Regulation)’ (COM (2012) 11 final). 

9 ibid 40. 
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How the EU Court of Justice Partially Acknowledged the New 
Reality  

The reception by the EU Court of Justice of the emergence of the EU 
right to personal data protection has not been straightforward. The 
basic reason behind this is the strong commitment of the 
Luxembourg Court to the ECHR and to the case law thereof of the 
European Court of Human Rights. Strasbourg’s case law 
traditionally anchors personal data protection principles in the right 
to respect for private life of Article 8 of the ECHR. Taking this into 
account, as well as the allusion in Directive 95/46/EC to the right to 
privacy as the right particularly pursued by its provisions, the EU 
Court of Justice has on many occasions emphasised that the main 
objective of EU data protection law is precisely to ensure the right to 
privacy. 

The Luxembourg Court notably stressed the need to read the Data 
Protection Directive in light of the ECHR’s right to respect for 
private life in 2003, in one of its first rulings on the Directive’s 
interpretation.10 And it did so in spite of the fact that, by then, EU 
institutions had already solemnly proclaimed the EU Charter and 
thus had formally conceded the existence of a fundamental right to 
the protection of personal data. The actuality of such a right was 
only recognised by the EU Court of Justice in 2008,11 that is, when 
the Lisbon Treaty had already been signed. 

Since 2008, nonetheless, the EU Court of Justice has failed to 
develop a consistent, or clear, or even consistently unclear case law 
on the right to the protection of personal data. In reality, the Court 
has only once ruled on the basis of the autonomy of EU personal 
data protection, to be understood as granting individuals an 
additional layer of protection, distinct from the one provided by the 
right to privacy and independently applicable.12 Generally speaking, 
whenever the Luxembourg Court has referred to the right to 

                                                        
10 Joined Cases C-465/00, C-138/01 and C-139/01 Rechnungshof v Österreichischer 
Rundfunk and Others and Christa Neukomm and Joseph Lauermann v 
Österreichischer Rundfunk [2003] ECR I-4989. 

11 Case C-275/06 Productores de Música de España (Promusicae) v Telefónica de 
España SAU [2008] ECR I-00271. 

12 Case C-28/08 P Commission v Bavarian Lager [2010] ECR I-06055. 
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personal data protection, it has associated this right with the right to 
privacy, somewhat confusingly, and often in unpredictable ways. 

The most prominent example of a perplexing and disconcerting 
elision of the right to personal data protection with the right to 
privacy was offered by the Schecke judgment in 2010. 13  The 
judgment followed a reference for a preliminary ruling of the EU 
Court on the validity of some EU provisions on the financing of the 
common agricultural policy, provisions which foresaw the on-line 
publication of personal data of beneficiaries of EU funds, and on the 
interpretation of Directive 95/46/EC. The referring court had 
formulated its submission questioning the validity of the provisions 
at stake primarily in light of Article 8 of the ECHR, but the 
Luxembourg Court considered it necessary to explicitly depart from 
this standpoint, taking instead the perspective of the fundamental 
rights present in the Charter.14 Reading the Charter, the Court noted, 
two rights should be taken into account: the right to privacy, 
enshrined in Article 7, and the right to personal data protection, 
supposedly established by Article 8(1), that is, by only the first 
paragraph of Article 8, 15  with the exclusion of its two other 
paragraphs.16 These two rights were presented as ‘closely connected’ 
with each other, to the point of forming together a composite ‘right 
to respect for private life with regard to the processing of personal 
data’.17 

The approach crystallised in Schecke combined two ways of 
amalgamating the rights to privacy and to personal data protection. 
In addition to merging them by insisting on their close relationship, 
the Court operated a subtler blending by reading Article 8 of the 

                                                        
13 Case C-93/09 Volker und Markus Schecke and Eifert [2010] ECR I-11063. 
14 ibid paras 44-46. 
15 Art. 8(1) of the Charter of Fundamental Rights of the European Union (EU 
Charter) states: ‘Everyone has the right to the protection of personal data 
concerning him or her’.   

16 The EU Charter’s Art. 8(2) (‘Such data must be processed fairly for specified 
purposes and on the basis of the consent of the person concerned or some other 
legitimate basis laid down by law.  Everyone has the right of access to data which 
has been collected concerning him or her, and the right to have it rectified’) and 
Art. 8(3) (‘Compliance with these rules shall be subject to control by an 
independent authority’). 

17 Schecke (n 13) para 52. 



Gloria González Fuster 

269 
 

 

Charter, on the right to personal data protection, as if it had been 
built exactly as Article 8 of the ECHR, on the right to respect for 
private life. Article 8 of the ECHR consists of two paragraphs, one 
enshrining a right to respect for private life, and a second describing 
the requirements applicable to legitimate interferences with such 
right. The Luxembourg Court transferred this structure into Article 
8 of the Charter, implying Article 8(1) should be read as granting a 
right to personal data protection, while Article 8(2) and 8(3) would 
define the conditions for any limitation to the right to be regarded as 
lawful. This interpretation neglects the fact that the Charter’s design 
differs from the ECHR’s structure, and that in the Charter the 
requirements applicable to lawful limitations of the rights enshrined 
are to be found in its final horizontal provisions, notably in Article 
52(1). 

In Schecke, the simultaneous reading of Article 7 and 8 of the 
Charter after having reduced the latter exclusively to its first 
paragraph led to a puzzling assessment of whether there had been a 
lawful limitation of fundamental rights, mobilising still the 
interpretation of Articles 8(2), 8(3), 52(1), 52(3) and 53 of the 
Charter, but also of the case law of the European Court of Human 
Rights on the Article 8 of the ECHR. Ultimately, the Court of Justice 
concluded that the measures at stake had to be declared invalid 
because the EU legislature had failed to strike a proper balance 
between the objective of promoting transparency and protecting the 
individuals’ rights. This seemed to be a positive outcome in terms of 
increased protection of individuals against personal data processing. 
The ruling, nonetheless, opened the path for the Luxembourg Court 
to easily rely on the close (and, thanks precisely to the Court’s case 
law, forever-growing) connections between the right to personal data 
protection and the right to privacy to indulge in an unsystematic 
reliance on many different provisions in order to assess compliance 
with those rights. This practice can sometimes result in less privacy-
friendly conclusions. 

Schwarz: Joint and Mixed Reading 

The different ways of amalgamating the right to privacy and the 
right to personal data protection converged again in the 2013 
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Schwarz judgment, in which the EU Court of Justice had been asked 
to rule on the compliance of the use of biometric data on passports 
with EU fundamental rights.18 It emerged in proceedings concerning 
the refusal of a German city, Stadt Bochum, to issue Mr Schwarz, a 
German citizen, with a passport unless his fingerprints were taken so 
that they could be stored on that passport. Mr Schwarz brought an 
action before a German court disputing the validity of the EU 
provision imposing such practice (in Regulation No 2252/2004),19 
claiming they infringed the right to the protection of personal data  

… laid down, in general terms, in Article 7 of the Charter 
of Fundamental Rights of the European Union (“the 
Charter”), which relates to the right to respect for private 
life, and explicitly in Article 8 thereof.20 

In its judgment, the EU Court of Justice chose to examine 
simultaneously whether the provisions at stake constituted ‘a threat 
to the rights to respect for private life and the protection of personal 
data’,21 and whether such a threat could be justified. As in Schecke, 
the Court decided to read jointly Article 7 and Article 8(1) of the 
Charter. It asserted that in general ‘any processing of personal data 
by a third party may constitute a threat’ to the rights recognised in 
those provisions, 22  and then moved to examine the possible 
justification of the ‘twofold threat’ represented by the taking and 
storing and fingerprints.23 

In reviewing the possible justification of the threat, the Court took 
an alarming series of ungrounded shortcuts. For instance, it first 
alluded to Article 8(2) of the EU Charter, and concretely to its 
reference to the need to always process personal data on the basis of 

                                                        
18 Case C-291/12 Michael Schwarz v Stadt Bochum (OJ C 367/17, 17 October 
2013). 

19 Council Regulation (EC) No 2252/2004 of 13 December 2004 on standards for 
security features and biometrics in passports and travel documents issued by 
Member States [2004] OJ L385/1, as amended by Regulation (EC) No 444/2009 of 
the European Parliament and of the Council of 6 May 2009 [2009] OJ L142/1; 
corrigendum: OJ 188/127. 

20 Schwarz (n 18) para 12. 
21 ibid para 23. 
22 ibid para 25. 
23 ibid para 30. 
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either the consent of the person concerned or some other legitimate 
basis laid down by law.24 It then connected this condition of a need 
of legal basis to the requirement of Article 52(1) of the Charter 
according to which any limitation of a fundamental right ‘must be 
provided for by law’. 25  The problem is, however, that the 
requirement according to which limitations ‘must be provided for by 
law’ is supposed to echo, in this context, the ECHR requirement by 
virtue of which interferences with the right to respect for private life 
are only permissible if in accordance with the law. The European 
Court of Human Rights has extensively elaborated on the nature of 
this requirement in its case law, stressing that it demands measures 
both to have some basis in domestic law and to be compatible with 
the rule of law, and thus implies the need for the law to be 
adequately accessible and foreseeable, affording adequate legal 
protection against arbitrariness and accordingly indicating with 
sufficient clarity the scope of discretion conferred on the competent 
authorities and the manner of its exercise.26 

The EU Court of Justice neglects all these details, and considers the 
requirement of being ‘provided for by law’ emanating from Article 
52(1) of the Charter to be satisfied simply because the personal data 
processing is foreseen by the discussed provision of Regulation No 
2252/2004.27 Thus, after bringing into play the right to personal 
data protection and the right to privacy, as well as multiple 
provisions of the Charter, the Court eventually falls into the trap of 
tautologically regarding a legal norm, the validity of which is being 
questioned, as being allegedly in accordance with the law because it 
is a law.  

Also striking is the Court’s examination of conformity with the 
requirement of Article 52(1) of the Charter according to which 
limitations to EU fundamental rights must always respect the essence 
of rights.28 The judgment merely states that ‘it is not apparent from 
the evidence available to the Court, nor has it been claimed, that the 

                                                        
24 ibid para 31. 
25 ibid para 34. 
26 See, for example: S and Marper v the United Kingdom App no 30562/04 and 
30566/04 (2009) 48 EHRR 50, para 95. 

27 Schwarz (n 18) para 35. 
28 ibid para 34. 
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limitations placed on the exercise of the rights recognised by Articles 
7 and 8 of the Charter in the present case do not respect the essence 
of those rights’,29 without giving any hint as to what could constitute 
such essence. Eventually, the Court did not find any evidence 
implying the existence of any processing of fingerprints that would 
go beyond what is necessary in order to achieve the legitimate aim of 
protecting against the fraudulent use of passports,30 and confirmed 
the validity of the questioned provision. 

Digital Rights Ireland: Attempting Separation   

The EU Court of Justice does not always endorse as openly as in 
Schecke and Schwarz the need or even the suitability of reading 
jointly the rights to privacy and to personal data protection. A good 
illustration of an attempted distinction between them can be found 
in the judgment whereby the Luxembourg Court declared invalid the 
Data Retention Directive, Digital Rights Ireland.31 In this judgment, 
the Court had to answer two requests for preliminary rulings, one 
emanating from Ireland’s High Court and another from the Austrian 
Verfassungsgerichtshof (Constitutional Court). Both national courts 
had explicitly inquired into the validity of some provisions of the 
Data Retention Directive in relation with the right to privacy laid 
down in Article 7 of the Charter, on the one hand, and Article 8 of 
the Charter, on the other.32 

The Court firstly assessed that the retention of data for the purpose 
of possible access to them by the competent national authorities, as 
provided for by Directive 2006/24, ‘directly and specifically affects 
private life’ and, consequently, Article 7 of the Charter.33 It then 
added that ‘[f]urthermore, such a retention of data also falls under 
Article 8 of the Charter because it constitutes the processing of 

                                                        
29 ibid para 39. 
30 ibid para 63. 
31 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Ireland and 
Kärntner Landesregierung, Michael Seictlinger, Christof Tschohl and others (OJ C 
175/6, 8 April 2014). 

32 ibid paras 18 and 21. 
33 ibid para 29. 
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personal data within the meaning of that article’. 34  The Court 
stressed that the queries submitted raised questions of whether the 
measures at stake met the requirements of Article 7 of the Charter, 
but also of whether they met those concerning the protection of 
personal data arising from Article 8 of the Charter,35 and therefore it 
announced an examination of the Directive’s validity ‘in the light of 
Articles 7 and 8 of the Charter’.36 

This introduction was followed by a separate assessment of the 
existence of interferences with such rights. The Court first 
established that the provisions under discussion constituted an 
interference with the fundamental right to privacy of Article 7 of the 
Charter, as they derogated ‘from the system of protection of the 
right to privacy established by Directives 95/46 and 2002/58’.37 
Second, it declared that they likewise amounted to an interference 
with the fundamental right to personal data protection of Article 8 
of the Charter, because they provided for the processing of personal 
data.38 In both cases the criteria used to establish the existence of an 
interference are debatable: it is unclear why the mentioned Directives 
would define a ‘system of protection of the right to privacy’, as 
opposed to a system of protection of personal data, and it is perhaps 
even more disputable that any processing of personal data shall 
always be regarded, per se, as an interference with the right to 
personal data protection. In any case, this framing allowed the EU 
Court of Justice to move to the separate assessment of the legitimacy 
of the interferences with Articles 7 and 8 of the Charter respectively. 

To do so, the Court noted that all interferences needed to comply 
with the requirements of Article 52(1) of the Charter, that is, that 
they should be provided for by law and respect the essence of the 
right affected and, subject to the principle of proportionality, be 
necessary and genuinely meet objectives of general interest 
recognised by the EU, or the need to protect the rights and freedoms 
of others.39 The Court then asserted that the measures respected the 
                                                        
34 ibid para 29. 
35 ibid para 30. 
36 ibid para 31. 
37 ibid para 32. 
38 ibid para 36. 
39 ibid para 38. 
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essence of both the right to privacy40 and personal data protection,41 
this time giving some substance to those assertions, even if adopting 
questionable points of view. It innovatively argued that the essence 
of the right to privacy is not affected whenever data about electronic 
communications are processed if the processing does not allow to 
acquire knowledge of the content of the communications as such, 
and also that the essence of the right to personal data protection is 
respected as long as ‘certain principles of data protection and data 
security’ are applied.42  

In any case, afterwards the Court chose to leave behind the separate 
assessment of the legitimacy of the interferences with, on the one 
hand, the right to privacy and, on the other, the right to personal 
data protection, and entered, without any particular justification, a 
joint assessment. It thus stated that the provisions under discussion 
genuinely satisfied an objective of general interest, namely the 
interest of security,43 but that it was still necessary to verify the 
proportionality of the interference at stake. In this verification, it 
stated that ‘in view of the important role played by the protection of 
personal data in the light of the fundamental right to respect for 
private life and the extent and seriousness of the interference with 
that right caused by Directive 2006/24’, the EU legislature had only 
limited discretion to decide which acts were appropriate to meet the 
pursued objective. Therefore, from the initial plan of assessing 
independently the interferences with the right to privacy and with 
the right to personal data protection, the Court had by the end of the 
judgment moved towards understanding there was a single 
interference with one single right, designated as the right to respect 
for private life, and described as granting a very important role to 
the protection of personal data. 

The Court then pointed out that  

So far as concerns the right to respect for private life, the 
protection of that fundamental right requires … that 

                                                        
40 ibid para 39. 
41 ibid para 40. 
42 ibid. 
43 That the EU Court of Justice explicitly linked to public security in general, as well 
as to security as in the fundamental right to liberty and security: Digital Rights 
Ireland (n 31) para 42.  
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derogations and limitations in relation to the protection of 
personal data must apply only in so far as is strictly 
necessary’.44  

And it went on to declare that the protection of personal data 
allegedly resulting from Article 8(1) of the Charter ‘is especially 
important for the right to respect for private life enshrined in 
Article 7 of the Charter’,45 and that ‘[c]onsequently’ EU legislation 
must lay down clear and precise personal data protection rules.46 
This appeared to hint that personal data protection is ‘important’ 
because it is an element of the right to privacy, and not because it is, 
as such, a fundamental right. Observing that Directive 2006/24/EC 
failed to provide the required clear and precise rules, the Court 
concluded that the instrument entailed ‘a wide-ranging and 
particularly serious interference’ with the rights of Articles 7 and 8 
of the Charter, not circumscribed as to ensure that it was actually 
limited to what is strictly necessary,47 and thus unlawful.48 The 
Court’s reasoning, thus, had initially seemed to take seriously the 
existence of two separate rights, but eventually merged them. 

This conclusion was followed by an additional consideration of 
whether the measures discussed met what were presented as being 
specific requirements of Article 8 of the Charter: the existence of 
independent supervision, which is indeed explicitly required by 
Article 8(3), and ensuring ‘effective protection of the data retained 
against the risk of abuse and against any unlawful access and use of 
that data’,49 which actually is not a requirement mentioned in the 
Charter’s Article 8, but rather a condition found by the EU Court of 
Justice in the case law of the European Court of Human Rights on 
the right to respect for private life.50 All in all, there was little in 
                                                        
44 Digital Rights Ireland (n 31) para 52, referring to Case C-473/12 IPI v Geoffrey 
Englebert (OJ C 9/13, 7 November 2013) para 39, and the case-law cited, which 
unsurprisingly includes a reference to the Schecke judgment. 

45 Digital Rights Ireland (n 31) para 53. 
46 A view supported by a plethora of references to the case-law on Article 8 of the 
ECHR by the European Court of Human Rights: Digital Rights Ireland (n 31) 
paras 54 and 55.  

47 ibid para 65. 
48 ibid para 69. 
49 ibid para 66. 
50 In this sense, see ibid para 54. 
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Digital Rights Ireland showing the Luxembourg Court has a clear 
perception of the essence and contours of the two rights at stake. 

Google, or Another Missed Opportunity 

The Google judgment51 also makes visible some of the EU Court’s 
persistent hesitations in this field, albeit in a different manner. The 
ruling followed a request for a preliminary ruling on the 
interpretation of a number of provisions of Directive 95/46/EC and 
of Article 8 of the EU Charter.52 The Court was thus from the outset 
confronted to the two main instruments currently embodying 
disparate approaches to personal data protection in EU law: the 
Data Protection Directive, according to which data protection serves 
primarily privacy, and the EU Charter’s Article 8, enshrining a right 
to the protection of personal data as a right different from privacy. 

In its analysis, the Court first pointed out that the activities of search 
engines are liable to affect significantly ‘the fundamental rights to 
privacy and to the protection of personal data’, and thus must 
comply with Directive 95/46/EC, ensuring in doing so that effective 
and complete protection of individuals, in particular of their right to 
privacy, may be achieved. The Directive’s link to the protection of 
fundamental rights and freedoms was presented as preventing any 
restrictive interpretation of the Directive’s words,53 and the Court 
overtly stressed that the Directive ‘accords special importance’ to the 
right to privacy, referring to its own case law where this emphasis 
has been further strengthened.54 

The Court reiterated later again that Directive 95/46/EC seeks to 
ensure a high level of protection of fundamental rights and freedoms, 
in particular the right to privacy, with respect to the processing of 
personal data.55 From there, however, this third time the Court did 

                                                        
51 Case C-131/12 Google Spain SL, Google Inc v Agencia Española de Protección 
de Datos (AEPD) (OJ C 212/4, 13 May 2014). 

52 ibid para 1. 
53 ibid para 53. 
54 That is: Rundfunk (n 10) para 70; Case C-553/07 Rijkeboer [2009] I-03889 para 
47; IPI (n 44) para 28. See also Google (n 51) para 58. 

55 Google (n 51) para 66 (referring again to IPI (n 44) para 28).  
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not stop there but went on to claim that, as a consequence of the 
previous statement, the Directive’s provisions must be interpreted in 
the light of fundamental rights, which form part of the general 
principles of EU law and ‘which are now set out in the Charter’.56 
Having thus introduced the Charter as relevant for the interpretation 
of the Directive, the Court mentioned as relevant provisions both the 
Charter’s Article 7 and Article 8, the latter being described as 
detailing requirements applicable to the processing of personal data 
that ‘are implemented inter alia’ by a number of provisions of 
Directive 95/46/EC.57 This crucial argumentation allowed the Court 
to move beyond the absence of any mention of the right to personal 
data protection in the text of Directive 95/46/EC and to assert 
nevertheless the right’s full relevance for the correct reading of the 
Directive’s provisions.  

Having embraced the applicability of the both Articles 7 and 8 of the 
Charter for the interpretation of Directive 95/46/EC, the Court then 
described the activities of search engine providers as ‘liable to affect 
significantly the fundamental rights to privacy and to the protection 
of personal data’ when searches are carried out on the basis of 
individuals’ names, and proclaimed that individuals may request that 
some information no longer be made available to the general public 
‘in the light of his fundamental rights under Articles 7 and 8 of the 
Charter’.58 Does this mean that individuals may not make such 
requests on the sole basis of the right to privacy? This might as well 
be the case, as otherwise asserting the relevance of the Charter’s 
Article 8 was an unnecessary move. It is very probable, but still not 
certain. 

Concluding Thoughts 

The careful review of the case law of the EU Court of Justice on the 
rights to personal data protection and to privacy reveals not only 
inconsistencies and weaknesses, but more generally a lack of rigour 
in delimiting clearly the contours of each right, their substance, and 

                                                        
56 ibid para 68. 
57 ibid para 69. 
58 ibid para 97. 
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the (seemingly randomly fluctuating) relations between them. The 
main negative implication of this convoluted case law is the lack of 
reliable authority on the right to personal data protection more than 
a decade after its introduction in the EU catalogue of fundamental 
rights. It also entails, however, another major risk: the danger of 
losing along the way well established principles developed under the 
right to respect for private life. 
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The Surveillance of ‘Risky Subjects’: 
Adiaphorisation through Criminal 
Records, and Contested Narratives of 
Stigma 

JAMIE GRACE* 

The article examines the way that the construction, retention 
and sharing of ‘criminality information’ in a multi-agency, 
public protection ‘routine’ places the ‘risky’ in society under 
surveillance, but also examines the way that evolving human 
rights doctrines have started to enhance the procedural rights 
of ‘subjects’ to take part in this narrative of public protection, 
through their own enhanced procedural rights in contesting 
the validity and necessity of this stigmatising disclosure to 
myriad criminal justice, health and social care agencies, as 
well as (potentially) to members of the public deemed ‘at 
risk’. These enhanced procedural rights can be and should be 
seen as a kind of ‘inverse surveillance’ conducted by the 
‘risky’. 

Introduction 

It can be acknowledged that human rights, as ensconced as they are 
in the mechanism of the Human Rights Act 1998, have failed to 
thoroughly protect citizens in the UK from inappropriate state 
surveillance, such as the most intrusive kinds of undercover or covert 
policing tactics, and where those particular tactics are supposedly 
legitimate and authorised under the auspices of the Regulation of 
Investigatory Powers Act 2000 and by in some contexts by the police 
themselves.1  

                                            
* Senior Lecturer in Law, Sheffield Hallam University (email: j.grace@shu.ac.uk). 
1 Kingsley Hyland and Clive Walker, ‘Undercover Policing and Underwhelming 
Laws’ [2014] Crim LR 555. 
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The flourishing and complicity of state surveillance practices accords 
with the idea of an ‘amalgam of violence/law’ as put forward by 
Costas Douzinas2—now we can also talk confidently of ‘an amalgam 
of intrusion/law’3—as there is surveillance made overt by the state 
and our law,4 and surveillance covert to the law itself.5  

However, even in a most politically dominated field of surveillance 
and intrusion (specifically the monitoring and ‘risk-management’ of 
‘subject’ ‘risky’ offenders through information sharing, in a public 

                                            
2 Costas Douzinas, Human Rights and Empire: The Political Philosophy of 
Cosmopolitanism (Routledge-Cavendish 2007). 

3 Jamie Grace, ‘Privacy as Personal Resistance: Exploring Legal Narratology and the 
Need for a Legal Architecture for Personal Privacy Rights’ (2011) 4(1) The Crit 32.  

4 See Jamie Grace, ‘Privacy, Stigma and Public Protection: A Socio-Legal Analysis of 
Criminality Information Practices in the UK’ (2013) 41 International Journal of 
Law, Crime and Justice 303; Hyland and Walker (n 1). Also, note the way that the 
law regulating state surveillance shifts and responds to challenges to its hegemony, 
e.g. the way that the decision of the European Court of Justice in Case C-293/12 
Digital Rights Ireland to declare the Data Retention Directive in breach of the 
principle of proportionality, given information privacy rights under the European 
Convention on Human Rights and the Charter of Fundamental Rights of the 
European Union, has resulted in the UK government using emergency 
Parliamentary procedures to rush the Data Retention and Investigatory Powers Act 
2014 onto the statute book in order to (controversially) ‘replicate’ the powers 
under the Data Retention Directive, lest some ill-defined terror manifest itself. For 
this reason, the new Act may be subject to a challenge in judicial review brought by 
some of the very Members of the Parliament that created it: Alan Travis, ‘Drip 
Surveillance Law Faces Legal Challenge by MPs’ The Guardian (London, 22 July 
2014) <www.theguardian.com/world/2014/jul/22/drip-surveillance-law-legal-
challenge-civil-liberties-campaigners> accessed 14 November 2014. This legislative 
example is a classic instance of the recursivity of surveillance and security. For a 
discussion of the relationship between values of surveillance, security and liberty, 
see generally, Conor Gearty, Liberty and Security (Polity Press 2013). 

5 Much of the recent legal debate over the ‘Snowden revelations’ for example turns 
on a given interpretation of the statutory language of the Regulation of 
Investigatory Powers Act 2000 and in turn the Human Rights Act 1998, or an 
interpretation of the Article 8 jurisprudence of the Strasbourg court, in relation to 
‘known unknowns’ of surveillance technologies (we know we don’t know exactly 
what surveillance neo-liberal governments place on our communications and 
movements) and thus the pragmatics of the technological realities and actualities of 
communications interceptions as broadly sketched out by the Regulation of 
Investigatory Powers Act 2000 and now also the Data Retention and Investigatory 
Powers Act 2014. See generally Jemima Stratford and Tim Johnston, ‘The Snowden 
“Revelations”: is GCHQ Breaking the Law?’ [2014] EHRLR 129. 



Jamie Grace  

 

 281 

protection ‘routine’ of ‘adiaphorisation’,6 as Bauman and Donskis 
have described it),7 the procedural (human) rights of the ‘risky’ can 
be observed as a counter-narrative to the hegemony of public 
protection.8 

The UK Supreme Court has recently9 had to consider how, given 
Article 8 of the European Convention on Human Rights, the sharing 
of criminal records, cautions and other ‘police intelligence’ in the 
‘routine’ of public protection should be calibrated in a proportionate 
manner, since there are considerable tensions between the currency, 
relevancy, and the provenance of that ‘criminality information’ in 
the light of a risk that it may articulate.10 In T and another, the 
Supreme Court determined that the provisions of the Police Act 
1997 which allowed for the creation of Enhanced Criminal Record 
Certificates (ECRCs) for employment vetting purposes, as they 
operated prior to reforms in 2013, were incompatible with the right 
to respect for private and family life under Article 8(1) of the 
European Convention on Human Rights, since they could in some 
circumstances tolerate the unlawfully disproportionate inclusion of 
irrelevant information of poorer provenance, if read literally, given 
the purpose of providing a Certificate in the employment context 
concerned (working with young or ‘vulnerable’ people, including 
children). The Supreme Court did note that the litigation over the 
statutory processes of compiling an ECRC might continue (which I 
would argue is a legalistic form of ‘inverse surveillance’), as 
challenges to the reforms in mid-2013 could be expected.11 

This Supreme Court decision has been the pinnacle of a period of 
development in the relevant common law stretching over ten years, 

                                            
6 Grace, ‘Privacy, Stigma and Public Protection’ (n 4) 318. 
7 Zygmut Bauman and Leonidas Donskis, Moral Blindness: The Loss of Sensitivity 
in Liquid Modernity (Polity Press 2013). 

8 Grace, ‘Privacy, Stigma and Public Protection’ (n 4). 
9 R (T and another) v Home Secretary and another [2014] UKSC 35, [2014] 3 WLR 
96. 

10 Jamie Grace, ‘Old Convictions Never Die, They Just Fade Away: The Permanency 
of Convictions and Cautions for Criminal Offences in the UK’ [2014] J Crim L 
121. 

11 R (T and another) (n 9) [53]. 
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and a considerable judicial movement toward respect for the claims 
brought by the risky in the light of their procedural (and human) 
rights.12 This judicial respect for a counter-narrative to the hegemony 
of ‘the politics of public protection’ can be described as augmenting 
the inverse surveillance practiced by those who enter into litigation 
to challenge their adiaphorisation through the sharing of their 
criminality information in that public protection routine. 
Establishing the extent of this ‘inverse surveillance’ as conducted by 
the risky in the face of ‘public protection routines’ involving the 
disclosure and inter-agency sharing of their ‘criminality information’ 
is the chief original contribution of this piece to the broader 
literature on ‘inverse surveillance’.13  

Surveillance in the Form of a Public Protection Routine 

Lord Reed has recently observed in R (T and another) v Home 
Secretary and another: 

The United Kingdom has never had a secret police or 
internal intelligence agency comparable to those that have 
existed in some other European countries, the East 
German Stasi being a well-known example. There has 
however been growing concern in recent times about 
surveillance and the collection and use of personal data by 
the state. Some might argue that the grounds for such 
concern are illustrated … by the information that about 
four million criminal record certificates are provided 
annually under Part V of the [Police Act 1997]. But such 
concern on this side of the Channel might be said to have 
arisen later, and to be less acutely felt, than in many other 
European countries, where for reasons of history there has 
been a more vigilant attitude towards [regulating] state 
surveillance. That concern and vigilance are reflected in 
the jurisprudence of the European Court of Human Rights 

                                            
12 Jamie Grace, ‘“Too Well-Travelled”, Not Well-Formed? The Reform of 
“Criminality Information Sharing” in England and Wales’ (2013) 86 Pol J 29. 

13 Grace, ‘Privacy, Stigma and Public Protection’ (n 4). 



Jamie Grace  

 

 283 

in relation to the collection, storage and use by the state of 
personal data. The protection offered by the common law 
in this area has, by comparison, been of a limited nature.14 

The common law powers of public bodies engaged in what we might 
call ‘public protection surveillance routines’ see a myriad of 
government agencies share information between themselves and with 
the public to further their own politics of public protection, and 
purportedly to reduce the risk of harm to members of the public, 
through monitoring and ‘safeguarding’ processes facilitated by the 
sharing of this ‘public protection risk information’, or what we could 
call ‘criminality information sharing’.  

For the police alone this involves utilising a complex landscape of 
both statutory ‘gateways’ empowering information gathering, 15 
‘disclosure’ or sharing as well as common law powers, in a multitude 
of settings, including the creation of Enhanced Criminal Record 
Certificates through the Disclosure and Barring Service processes; 
providing data for ‘barring lists’ with regard to many public 
protection-sensitive employment roles; the operation of the 
(statutory) Child Sex Offender Disclosure Scheme; the operation of 
the parallel but common-law-derived Domestic Violence Disclosure 
Scheme;16 the distribution and maintenance of the ‘Sex Offenders 
Register’; and the operation of local ‘Multi-Agency Public Protection 
Arrangements’ (MAPPAs) along with individual–offender–level 
‘Multi-Agency Risk Assessment Conferences’ (MARACs) through to 
local force-by-force ‘naming and shaming’ schemes relating to 
convicted offenders, and even the comparative banality of local 

                                            
14 R (T and another) (n 9) [88]. 
15 See the relevant discussion of the proliferation of such information-sharing 
‘gateways’ on the statute book, across a multitude of different governance contexts, 
in: Law Commission, Data Sharing Between Public Bodies: A Scoping Report (Law 
Comm No 351, 2014) <http://lawcommission.justice.gov.uk/docs/lc351_data-
sharing.pdf> accessed 14 November 2014. 

16 Jamie Grace, ‘Dodgy DVDS: Some Problems with the National Roll-Out of the 
Domestic Violence Disclosure Scheme’ (2014) 97 Criminal Justice Matters 18. 
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‘Pubwatch’ schemes operated in conjunction with Local 
Authorities.17 

These public protection routines’ are underpinned and facilitated by 
surveillance technologies, including but not only the Police National 
Database, the Violent and Sexual Offenders Register (known as 
‘ViSOR’), the (central) National Offender Management Information 
System (NOMIS or C-NOMIS), the Electronic Offender Assessment 
System (E-OASys), the much-critiqued National DNA Database 
(NDNAD), local police databases on interactions with offenders, 
victims and witnesses to crimes, as well as the particular  databases 
held and operated by specialist units of the Metropolitan Police and 
so forth, such as the National Domestic Extremism and Disorder 
Intelligence Unit database of overt and covert surveillance records. 

There can also be seen a supra- and inter-national or European 
context to the above ‘public protection information sharing routines’, 
in relation to the role of Interpol and the sharing of DNA profiles 
under the Prüm Treaty Articles and Decisions, the roles of Europol 
and Eurojust, Mutual Legal Assistance protocols and the European 
Investigation Order, as well as the European Arrest Warrant scheme, 
and the European Criminal Record Information System (E-CRIS) 
database, for example. 

The next part of this piece will briefly consider the way that 
individuals have used the courts to challenge the operation of the 
landscape of ‘public protection information sharing’, as a 
(potentially effective) form of legalistic ‘inverse surveillance’. 

Inverse Surveillance Conducted by the ‘Risky’: Challenging the 
Sharing of ‘Criminality Information’ 

Challenges to the sharing of ‘criminality information’ for public 
protection purposes, mounted by ‘risky’ individuals in the courts 

                                            
17 These ‘criminality information sharing’ landscapes are also inclusive of the areas 
of health, social care and the regulation of issues including ‘anti-social behaviour’. 
See Jamie Grace, ‘A Broad Discretion to Share Patient Information for Public 
Protection Purposes: Statutory Powers of the NHS Commissioning Board’ (2013) 1 
Journal of Medical Law and Ethics 77. 
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through the means of judicial review, will normally turn on the key 
considerations of whether the actual or proposed sharing of that 
information is necessary, legitimate and proportionate under Article 
8 of the European Convention on Human Rights, which affords all 
individuals a qualified right to respect for their private and family 
life.18 

The cumulative effect of the courts considering the last decade or 
more of ‘inverse surveillance’, of sorts, in the form of stigmatised 
individuals making these kinds of challenges has seen the judiciary, it 
is arguable, producing a multi-stranded test for correct 
proportionality in these kinds of criminality information sharing 
cases in judicial review—often involving a critique by the courts of 
whether an individual has been sought out for an opportunity to 
make representations on the sharing of information that has them as 
its ‘subject’, or whether they have been notified of the sharing of 
their stigmatising information as part of a public protection 
routine.19 

Jamie Grace has argued that regard for ‘provenance’ or ‘certainty’ in 
relation to the potential sharing of a piece of public protection 
information is crucial, as is proper regard for both relevance and the 
passage of time where appropriate, in the context of a correct 
proportionality test to be applied in an instance of criminality 
information sharing, and that as such the relevant configuration of 
the proportionality test should be constructed in the following way: 

In order that an item of criminality information is shared 
for the purposes of public protection [in a way that is 
lawful] it is suggested that the following question should 
be answered in the affirmative: Objectively speaking, is the 
information indicative of the (alleged) commission of a 
sufficiently serious offence which it is reasonably certain 
was committed by the individual concerned, that is 
currently relevant to the purpose for requiring [a 
disclosure for] the purpose of public protection, and which 
the individual [subject] concerned has had an opportunity 

                                            
18 Grace, ‘“Too Well-Travelled” (n 12). 
19 Grace, ‘Privacy, Stigma and Public Protection’ (n 4). 
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to comment meaningfully upon ([particularly] where the 
information is of an allegation, caution, arrest, charge, or 
prosecution not resulting in a conviction [rather than a 
conviction itself])?20 

Lord Reed, in R (T and another), has noted that the European Court 
of Human Rights determined that the sharing of ‘police intelligence’ 
and criminality information for public protection purposes engages 
Article 8 rights of (alleged) offenders, and can be unlawful, if little 
enough attention is paid to the factors of the passage of time, 
relevance in a particular context, and contextual notions of 
procedural fairness. Lord Reed has observed that: 

In the light of the [ECtHR] judgment in MM v United 
Kingdom [2012], it is plain that the disclosure of the data 
relating to the respondents’ cautions [in the T case itself] is 
an interference with the right protected by article 8(1) … 
That [ECtHR] judgment establishes, in my opinion 
persuasively, that the legislation fails to meet the 
requirements for disclosure to constitute an interference ‘in 
accordance with the law’. That is so, as the court 
explained in MM, because of the cumulative effect of the 
failure to draw any distinction on the basis of the nature of 
the offence, the disposal in the case, the time which has 
elapsed since the offence took place or the relevance of the 
data to the employment sought, and the [then] absence of 
any mechanism for independent review of a decision to 
disclose data under section 113A [Police Act 1997].21 

To put this commentary into the context of the ‘risky’ and their 
procedural rights under the law, it is clear that the senior UK 
judiciary are forming the view over time that the surveillance of 
stigmatised individuals in terms of ‘criminality information sharing’ 
amidst a broader ‘public protection routine’ must be carefully 
constructed. By this it is meant a ‘careful construction’ in terms of a 
granularity balanced between factors of not just ‘risk’ and 
‘likelihood of harm’ in the light of the ‘public interest’, or what is 

                                            
20 Grace, ‘Old Convictions Never Die’ (n 10) (emphasis added). 
21 R (T and another) (n 9) [119]. 
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sometimes termed the requirement of a ‘pressing need for disclosure’, 
but also issues of relevance, provenance and temporality (i.e. the 
passage of time) as they inform a consideration of what is 
proportionate information-sharing as a form of surveillance in any 
particular instance of the ‘public protection routine’.   

Entering the Narrative: Discussing the Procedural Rights of the 
‘Risky’ 

Societally, we must come to terms with the difficulty of tremendous 
potential fallibility in our midst. But it is human nature to 
marginalise those who we find reprehensible to such extent that they 
are categorised as irredeemable, or forever tainted in history. This 
process of moral marginalisation, or full ‘adiaphorisation’, is by 
definition, and logically, irreversible, or impossible to reverse. If we 
put a man outside the scope of our own morality, making him a 
monster, we cannot retrieve his reputation.  

Bauman and Donskis have explored the manner in which individuals 
attracting the most grave stigma in society can, as a result of our 
‘liquid fear’ and post-modern anxiety, become ‘adiaphorised’: made 
amoral, dehumanised, and devalued.22 There are a raft of models for 
this process of dealing psychosocially with the stigmatised: the Other, 
the Stranger, the Monster,23 or those covered in ‘dark glory’,24 and 
the ‘risky’.25 

However, as demonstrated by narratives concerning the pardoning 
under the Armed Forces Act 2006 of those executed for cowardice in 
the 1914-1918 conflict,26 for example, and the eventual pardoning27 

                                            
22 Bauman and Donskis (n 7). 
23 Andrew Sharpe, ‘Structured Like a Monster: Understanding Human Difference 
Through a Legal Category’ (2007) 18 Law Critique 207. 

24 Sergio Tonkonoff, ‘The Dark Glory of Criminals: Notes on the Iconic 
Imagination of the Multitudes’ (2013) 24 Law Critique 153. 

25 Grace, ‘Privacy, Stigma and Public Protection’ (n 4). 
26 Richard Norton-Taylor, ‘Pardons for Executed Soldiers becomes Law’ The 
Guardian (London, 9 November 2006) 
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of great mathematician and ‘more deserving’ homosexual Alan 
Turing because of the reflected shame on society given what has 
been seen as a sorry tale featuring mid-twentieth century–
homophobia–driven suicide,28 there are ways, albeit very rare, of 
heroically rehabilitating the formerly reviled.  

How this narrative structuring of rehabilitation (and in saving a 
person or people from the brink of adiaphorisation) can be applied 
to the function of public protection culture involving the risk 
management of the living, in the employment or domestic settings of 
the Enhanced Criminal Record Certificate 29  and the Domestic 
Violence Disclosure Scheme, 30  respectively, remains a difficult 
exercise, however. These operations of public protection surveillance 
through criminality information sharing depend upon the notion 
that malevolence is impossible to forget.31 

If, as this author would argue, the processes and anxieties of 
stigmatisation in public protection contexts are forming a dominant 
narrative, this might not be the most efficacious or sustainable 
approach to thinking about the ‘risky’, since as Jane Fenton has 
noted: 

Decisions about risk cannot always be predicted accurately 
and the ‘actuarial fallacy’ and related thinking lead to 
completely unreasonable expectations that social workers 
can always get it right if they just do their jobs correctly. 
So, risk has become dominant, essentially linked as it is to 
public protection, the neoliberal society we live in and the 
current ‘blame culture’. It is not a surprise that workers 

                                                                                                   
<www.theguardian.com/uk/2006/nov/09/military.immigrationpolicy> accessed 14 
November 2014. 

27 BBC, ‘Royal Pardon for Codebreaker Alan Turing’ (BBC, 24 December 2013) 
<www.bbc.co.uk/news/technology-25495315> accessed 14 November 2014. 

28 Ally Fogg, ‘Alan Turing’s Pardon is Wrong’ The Guardian (London, 24 December 
2014)<www.theguardian.com/commentisfree/2013/dec/24/alan-turing-pardon-
wrong-gay-men> accessed 14 November 2014. 

29 Part V of the Police Act 1997 and in that context, Grace, ‘“Too Well-Travelled” 
(n 12). 

30 Grace, ‘Dodgy DVDS’ (n 16). 
31 Grace, ‘Old Convictions Never Die’ (n 10). 
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worry about this. It seems that the task of creating a 
culture where workers can adopt autonomous and 
responsive approaches (essential for desistance work) and, 
thus, live with healthy ontological anxiety (as opposed to 
crippling, overwhelming anxiety) will depend on the 
ethical climate of the agency (support or blame) and the 
acceptance of the inevitability of reoffending.32 

The exercise of actively relaxing and counteracting processes of 
stigmatisation of the (formerly) ‘risky’ is however dominated 
currently by the politics of public protection, despite (sometimes 
successful) legal challenges forming occasional and notable ‘peaks’ of 
‘inverse surveillance.33 

Suggestions and Conclusions 

‘Poem’ (1995), by former probation officer Simon Armitage, 34 
encapsulates the quandary we have as a society in determining who 
is deserving of stigma for the course of their behaviour, or their 
narrative, in life. If a man of some virtues, who ‘praised his wife for 
every meal she made./ And once, for laughing, punched her in the 
face’, is duly punished under the law, or is acquitted following due 
process, moves on and makes new intimate relationships, to what 
extent can we, in a culture of risk-management and public protection 
concerns, meaningfully ‘forget’ what he has (perhaps only allegedly) 
done? As Armitage observes in the last stanza of ‘Poem’, an overview 

                                            
32 Jane Fenton, ‘Risk Aversion and Anxiety in Scottish Criminal Justice Social Work: 
Can Desistance and Human Rights Agendas Have an Impact?’ (2013) 52(1) The 
Howard Journal of Criminal Justice 77.  

33 For Mike Nash, this is partly explained by processes of the public protection 
‘reassurance con’. See Mike Nash, ‘A Reassurance Con? UK Public Protection for 
Modern Times’ (Inaugural Professorial Lecture at the Institute of Criminal Justice 
Studies, 25 April 2012) <www.port.ac.uk/media/contacts-and-
departments/icjs/nash-inaugural-lecture.pdf> accessed 14 November 2014. See also, 
Mike Nash, ‘Cut Price Public Protection?’ (2012) 51(3) The Howard Journal of 
Criminal Justice 261; and Mike Nash and Andrew Williams (eds) Handbook of 
Public Protection (Willan 2010). 

34 Simon Armitage, ‘Poem’ in Simon Armitage, Zoom! (Bloodaxe Books 1995).  
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of a ‘life history’ that includes incidents of domestic abuse and other 
criminality will of course be part of a lifelong patchwork of human 
behaviour: ‘Here’s how they rated him when they looked back:/ 
sometimes he did this, sometimes he did that’.35 

It is difficult to say which voice speaks with the greatest authority in 
the narrative tale of the ‘adiaphorisation’ of both the risky and the 
vulnerable—that of political actors with much to lose, the victims of 
tragedy, cruelty or injustice (whether vulnerable, risky, both or 
neither); or even (an)Other legal culture—in the form of the growing 
hegemony of the Europeanising, neo-liberal doctrines of human 
rights, which has ideological qualities of both security and liberty to 
make up interwoven strands of a new justice based on risk(s).  

Jamie Grace has recently concluded, in commenting on ‘inverse-
surveillance’ cases in the public protection arena, where the courts 
protect anonymity due to fears of the potential suicide by the ‘risky’ 
or their suffering vigilante attacks, such as in ZY, Paul Higgins v 
Northern Ireland Courts and Tribunals Service,36 that  

the positive obligation to prevent risks to life [for example 
shows] that the framework of human rights law in the UK 
[means] that however stigmatised we allow a ‘risky’ 
individual to become in their community, we cannot, and 
do not, allow them to become fully ‘adiaphorised’, that is, 
set outside of all legal norms and human rights values as 
an operation of our own anxiety over the public protection 
risks that they may pose or do pose … .37 

However, it is proposed that if the postmodern critique of human 
rights in neoliberal state settings, and the ‘amalgam of violence/law’, 
or of subjective violence/law,38 is applied to the notion of positive 
obligations to preserve life and dignity in the face of extreme 
stigmatisation for some individuals in society, then we can observe 
that the realities of our notions of (in)dignity and rehabilitation from 
that stigma are extremely vulnerable, rooted as they are in ideologies 

                                            
35 ibid. 
36 [2013] NIQB 8. 
37 Grace, ‘Privacy, Stigma and Public Protection’ (n 4) 318. 
38 Douzinas (n 2).  
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of control, security, power and, thus, sovereignty. We should not be 
distracted from the predomination of the power of state surveillance 
by the media furore and what has been perceived as a threat to press 
freedom occasioned by the decision of the European Court of Justice 
in Google Spain39 to recognise the ‘right to be forgotten’ (in some 
online contexts only of course), with the notion that search engine 
websites must now remove links to stigmatising newspaper articles 
and other content on the web. This ‘right to be forgotten’ is an 
extremely limited and novel one, in practice, and the ramifications of 
it are still unclear, and do not impact at all on issues involving the 
stigmatising process of the ‘public protection routine’ of ‘criminality 
information sharing’.  

There are hints of this in the construction of the notion of the 
(statutory) pardon—forgiven, as the cliché sometimes goes—but not 
forgotten. The idea of a pardon for Alan Turing is a contemporary 
example of this difficulty of forgetting, even in the attempt to 
somehow make amends for the heteronormativity of historical 
offences of ‘gross indecency between men’—a sop to our sensibilities 
over the criminalisation of one of the fathers of the information age, 
and a ‘war hero’. Furthermore, the difficulty and unease we may 
encounter in ourselves, in terms of approaching the notion of a 
pardon for a dead man, is seen in statutory pardons for servicemen 
executed for disciplinary offences (such as cowardice, casting away 
arms, disobedience and desertion in the face of psychological horror) 
in 1914–18, as found in the Armed Forces Act 2006: and their 
statutory recognition thereby as ‘victims of the First World War’.40 
But a pardon is not the expunging of any record, it is historical 
obfuscation, of the worst (since it is the most meaningless) sort. 
These statutory or other pardons do not ‘affect any conviction or 
sentence’ from the past.41 We are meant to, and can only, infer that: 
‘These men were meant to feel shame, and stigma, and even to die in 
this manner, in the time in which they lived. They are victims in the 
moment and in the cause of their passing. This is irrevocable.’ 

                                            
39 Case C-131/12 Google Spain SL, Google Inc v Agencia Española de Protección 
de Datos (AEPD) (OJ C 212/4, 13 May 2014). 

40 Section 359 of the Armed Forces Act 2006. 
41 Section 359(4) of the Armed Forces Act 2006. 
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On a last and different point, the politics of public protection are 
such that the moral ‘marginalisation’, the ‘Othering’, or the 
‘adiaphorisation’ of the ‘risky’ is completely accepted, and expected. 
This process has become normalised and has occurred to such an 
extent that occasional breaks in this public protection narrative are 
jarring and disconcerting, I propose. But we should not feel surprised 
that individuals might want desperately to become less stigmatised, 
or return from the state of adiaphoria—it is the very nature of 
stigma that we try to ‘cover’ it, or ‘pass’ on it, in order that we might 
prevent or preclude the ‘bridging’ of our (non)stigmatised lives with 
the more shameful histories of our personae.42 

This ‘jarring’, disconcerting effect created by the ‘inverse surveillance’ 
conducted by individuals who (sometimes successfully) challenge, 
through claims in judicial review for example, the sharing of the 
public protection risk information which stigmatises them as ‘risky 
subjects’ is a vital sign, and symptom, of the critical limitations of 
the law—which can never fully allow for true ‘forgetting’ of the 
‘risky’ or the more wholly ‘monstrous’—as well as a symptom of the 
ever-hungry, hegemonous politics of public protection.  

                                            
42 Erving Goffman, The Presentation of Self in Everyday Life (Doubleday 1959) and 
Erving Goffman, Stigma: Notes on the Management of Spoiled Identity (Penguin 
1968). 
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Contingency and Surveillance: 
Framing the Risk of Taking Risks 

BERNARD KEENAN* 

This article sketches one way that Niklas Luhmann’s social 
systems theory might structure research into the evolution of 
the legal system’s relationship to decision-making systems 
that produce information about risks rather than facts. The 
risk/fact distinction frames a re-structuring of the ongoing 
evolution of the legal system in its attempts to generate 
normative standards for deciding when an intrusion into 
privacy by state security organizations is legal or illegal. The 
contention is that the temporal difficulties presented by risk 
assessments force the legal system to reflect upon its own 
riskiness and vary its procedural norms. This leads inevitably 
to controversies about the legitimacy of legal processes 
themselves, particularly closed material. The system thus 
generates further procedural changes but leaves the key 
normative standard of ‘how much surveillance is too much’ 
undecided, and perhaps undecidable. In light of this, we may 
ask whether or not a stable distinction between privacy and 
surveillance is capable of being resolved by the law.  

Introduction 

Determining the relationship between privacy, surveillance, and the 
law raises serious tensions in contemporary society. We must first of 
all acknowledge that it is communication which is fundamentally at 
issue. After all, it is our everyday communications that today make 
us vulnerable to surveillance. We know now, thanks to Edward 
Snowden and others, that simply sending an email or a text message 
makes us vulnerable to surveillance. 1  It is no longer useful to 
conceive of communication as a simple transmission of a byte-sized 

                                                
* PhD candidate, LSE. 
1 Luke Harding, The Snowden Files: The Inside Story of the World’s Most Wanted 
Man (Guardian Faber Publishing 2014). 
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amount of information from A to B; from me to you; or from ego to 
alter ego. Each communication event produces a horizon of potential 
dimensions of meaning, not all of which are immediately obvious to 
the individuals concerned or their conscious intentions. In other 
words, communication itself is risky; it is communication, here and 
everywhere, which is at risk. 

The first task is therefore to adequately frame and understand 
communication. It does not suffice to say that communication has 
changed because of new communication technologies. Technology 
has not altered the processes of making meaning within society. This 
is not to deny that new technology has complicated the simple 
binary oppositions that law previously used to conceive of concepts 
like privacy and the regulation of surveillance.2 But while technology 
provides new mediums for communication, it is not identical to 
communication itself. Technological change cannot explain how it is 
that in an age of strong Data Protection law, Freedom of 
Information rules, and mass public access to information, that 
society has become increasingly concerned with the vulnerability and 
fragility of information. To understand this we need a theory that 
begins by framing communication in its relation to society.  

After communication, the second issue is risk. Society is of course 
obsessed with risk and its corollary, security; which is to say that 
society is concerned with attempts to limit and control perceived 
sources of danger. All societies, in all times, have had to learn to live 
with the fact that the future is uncertain. We have anthropological 
and historical accounts of ritual practices aimed at bringing some 
sort of social sense of control over the uncontrollable contingency of 
the future. Even at the dawn of Greek civilization, ‘civilized man is 

                                                
2 Consider, for example, one application of the Regulation of Investigatory Powers 
Act 2000. Section 8(1) requires authorities to obtain a highly-specified warrant for 
interception of ‘internal’ communications within the UK; limited in aim, duration 
and scope. Section 8(4) allows a sweep of overseas ‘external’ communications 
without specifying targets. But because emails between two people in the UK are 
transmitted through the global internet infrastructure, all UK internet traffic is 
collected by GCHQ and the distinction between ‘internal’ and ‘external’ 
communications is applied by automated sorting afterwards. The distinction is 
complicated further by the idea of ‘communication’ including updating one’s 
private personal information, for example, a cloud-based calendar system, with no 
intention that any other human should read it. But this is communication, even if 
with oneself. 
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distinguished from the savage mainly by prudence, or to use a 
slightly wider term, forethought.’3 The only thing we truly know 
about tomorrow is that it will be different from today. However, in 
its earlier forms, society tended to attribute catastrophes to 
something external—Fate, the Gods—whereas modern society can 
be distinguished by the awareness that catastrophes are produced as 
a result of decisions made within society itself. In other words, for 
modern society, decisions have consequences, and blame will be 
attributed. 

This paper seeks to draw attention to the particularity of risk-based 
thinking and how it conditions the emergence within the legal system 
of new procedures for regulating communication that is not only 
about risk but that is, in itself, risky. In order to do so, it applies 
aspects of Niklas Luhmann’s theory of society, known as social 
systems theory, or just ‘systems theory’.4 The first section is a brief 
overview of perceived problems with current legal regulation of 
surveillance. The second is a brief introduction to the key relevant 
concepts in systems theory, discussing how the concepts of self-
organization, evolution, and risk recast the recent evolution of secret 
proceedings in the UK legal system. The conclusion suggests we have 
observed the rise of a new form of legal proceeding involving ‘public 
secrets’, which we will have to learn to get used to.  

Surveillance and Law 

The legal framework for the regulation of surveillance by law in the 
UK is enormously complex and highly contingent. It has rapidly 
developed within the past 30 years, with the first statutory scheme 
for controlling interception passed in 1985.5 Since then, in response 
                                                
3 Bertrand Russell, History of Western Philosophy (Routledge 2004) 36. 
4 A recent overview of the development of Luhmann’s theory is found in Christian 
Morgner, ‘The Theory of Love and the Theory of Society: Remarks on the Oeuvre 
of Niklas Luhmann’ (2014) 29(5) International Sociology 396. For a substantial 
introduction to the theory see Hans-Georg Moeller, Luhmann Explained: From 
Souls to Systems (Open Court 2006). 

5 Interception of Communications Act 1985, passed in response to the European 
Court of Human Rights decision Malone v UK (1985) 7 EHRR 14. The judgement 
contains a concise history of interception powers in the UK. Before 1969, the 
Executive held an unwritten ‘independently existing power’ to intercept 
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to a number of challenges in the courts and a number of political 
initiatives, the framework has grown enormously. 6  The latest 
legislative measure is the Data Retention and Investigatory Powers 
Act 2014 (DRIP), which passed in July 2014, and was rushed 
through Parliament on an emergency basis. Containing a ‘sunset 
clause’ at section 8(3) that will see the Act invalidate itself on 31 
December 2016, it is by definition contingent. Section 6 requires the 
Interception of Communications Commissioner to lay 6-monthly 
reports before Parliament monitoring its operation. The Regulation 
of Investigatory Powers Act 2000 (RIPA), at section 58, required 
annual reports.  

As well as the oversight powers of the Interception of 
Communications Commissioner, who is charged with reviewing 
interception of communications, the Investigatory Powers Tribunal 
(IPT) was established under Part IV of RIPA to adjudicate 
complaints from those who believe themselves to be subject to 
unlawful surveillance. ‘Unlawful’ here means interception of 
communication contrary to either RIPA or the European Convention 
on Human Rights. It is a most unusual court. The IPT is statutorily 
bound not to disclose, in the course of proceedings, any information 
‘contrary to the public interest or prejudicial to national security, the 
prevention or detection of serious crime, the economic well-being of 
the United Kingdom or the continued discharge of the functions of 
any of the intelligence services.’7 The IPT is thus able to enter 
‘closed’ hearing to receive classified information as evidence from the 
government agencies concerned. If unlawful surveillance takes place 

                                                                                                           
communication (Malone para 23). By 1984, the position remained ‘somewhat 
obscure and open to differing interpretations’ (Malone para 79). The Court ruled 
that this was ‘not in accordance with the law’ for the purposes of article 8 ECHR 
and the Act was passed to remedy this. 

6 A useful overview of RIPA is accessible via Liberty, the civil liberties NGO at: 
<www.liberty-human-rights.org.uk/sites/default/files/introduction-to-ripa-august-
2010.pdf> accessed 9 October 2014. RIPA now has to be considered alongside the 
Data Retention and Investigatory Powers Act 2014, which was rushed through 
Parliament in July 2014. For overview and response, see 
<http://cyberleagle.blogspot.co.uk/2014/07/dissecting-emergency-data-retention-
and.html> accessed 9 October 2014. 

7 RIPA 2000, s 69(b). 
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and the case is upheld, the decision is published.8 However if a 
person brings a case to the IPT and there is no surveillance taking 
place, or if it is lawfully taking place, the IPT need only state that 
there is ‘No determination in favour’ of the claimant’s case, without 
giving any further reasons.9  

Following the Snowden leaks, a joint application to the IPT from 
Liberty, Privacy International, Amnesty, and other interested parties 
sought to challenge the legality of the UK government’s surveillance 
of citizens’ communications. Because the UK government’s official 
position is to ‘neither confirm nor deny’ operational matters, the IPT 
case proceeded under a set of ‘assumed facts’. It was heard in July 
2014—the same time that DRIP was proceeding through 
Parliament—and  judgement is awaited at the time of writing this 
article. 10  The arguments brought by the claimants are detailed, 
covering several limbs, which are not explored here in detail.11 The 
issues include the potential within the framework of RIPA to 
intercept and collate not just the content of communications but also 
the ‘metadata’, or ‘communications data’, produced by digital 
technology. Metadata is the coded information that identifies the 
spatial, temporal, and other technical aspects of telecommunications; 
quite literally data about data. Its uniform coding means it can be 
quickly pieced together by software analysis to produce a detailed 
                                                
8 There have been six cases upheld in 14 years, see Investigatory Powers Tribunal, 
‘Operation—Cases Upheld’ (IPT, 29 June 2014) 
<www.ipt-uk.com/section.aspx?pageid=9> (accessed 9 October 2014). 

9 According to the IPT website, ‘The formulation of “no determination in favour” is 
specified by RIPA section 68(4)(b). It prevents criminals, terrorists or foreign 
intelligence operatives making serial applications to the Tribunal in order to find 
out whether they are under investigation and, if they are, how they can avoid 
detection’, see Investigatory Powers Tribunal, ‘Functions—Powers Available to the 
Tribunal’ (IPT, 29 June 2014) <www.ipt-uk.com/section.aspx?pageid=4> accessed 
9 October 2014. If a claimant is deemed vexatious or frivolous, they are informed 
of that. 

10 Investigatory Powers Tribunal Case No IPT/13/92/CH (heard July 2014, 
judgment pending). 

11 Details of the action, including the arguments and evidence, can be accessed via 
the claimant organizations’ websites, for instance, Liberty, ‘UK Intelligence Forced 
to Reveal Secret Policy for Mass Surveillance of Residents’ Facebook and Google 
Use’ (Liberty, 16 June 2014) <www.liberty-human-rights.org.uk/news/press-
releases/uk-intelligence-forced-reveal-secret-policy-mass-surveillance-
residents%E2%80%99> accessed 9 October 2014. 
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understanding of an individual or network of individuals’ behaviour. 
If collated, it can thus reveal more than the semantic content of 
communication does.12 

The claimants argued that the assumed fact of mass surveillance is 
unlawful as it is a disproportionate interference with UK residents’ 
right to private life under article 8 ECHR. Article 8 is the nearest 
thing to a written right to privacy in the UK. It is not absolute. 
Privacy can be subject to lawful interference, provided that any 
interference has a legitimate aim necessary in a democracy; is 
proportionate to that aim; and is regulated in accordance with the 
law. RIPA theoretically provides authority for the executive to 
intercept and store metadata database for national security reasons, 
which are broadly defined. Thus one key argument before the IPT is 
not whether or not mass surveillance and retention of data takes 
place, but whether or not it is proportionate to the legitimate aim of 
protecting national security.   

The government argued before the IPT that any surveillance 
programs (neither confirmed nor denied) involving UK Intelligence 
Services are operated ‘in accordance with the law’ for the purposes 
of article 8 ECHR, and that this is reliably secured because of the 
function of the IPT itself, and the offices of the oversight 
commissioner. The IPT is particularly suited to the task because of 
its capacity to hold closed hearings, looking within ‘the ring of 
secrecy’.13 The power to hold closed, secret procedures is not a 
regrettable concession to security interests but rather a celebrated 
virtue. That a review mechanism exists suffices the interests of justice. 
Substantive process is equivalent to lawfulness. This argument is 
supported by the decision of the European Court of Human Rights 
in the case of Kennedy v UK, 14  which deemed the IPT and 
Commissioner sufficient to safeguard any abuse of powers by 
investigatory authorities.  

                                                
12 See, for example, the attention paid by the UN High Commissioner for Human 
Rights, ‘The Right to Privacy in the Digital Age’ (30 June 2014) UN Doc 
A/HRC/27/37. 

13 Skeleton argument for the Respondent, seen by the author, para 34; appendix to 
Respondent’s skeleton argument, paras 39-46. Available via Liberty (n 11). 

14 Kennedy v UK App No 26839/05 (ECtHR, 10 May 2010). 
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Challenges to the legality of the interception regime are ongoing, but 
it seems certain that the secretive procedures used in the IPT will 
remain in place as an acceptable mode of review. This is despite the 
obvious shortcoming that a victim of unlawful interception might 
never even suspect it, and thus never seek to bring a challenge. That 
is a question for oversight and enhanced mechanisms for pre-
approval of interception rather than judicial review of individual 
cases.  

The IPT operates in a similar manner to Closed Material Procedures 
(CMPs). CMPs are, basically, hearings in which an otherwise public 
court goes into closed session. When the court enters closed session, 
the claimant, legal team, the press and public are excluded from the 
courtroom. As in the IPT, the government legal team is then able to 
safely present classified material in evidence to the court. The 
excluded party’s interest in challenging that material is met by a 
Special Advocate, who cannot seek instructions from them or give 
any indications as to the content of the classified material. The IPT 
has no requirement to appoint a Special Advocate, although it has 
the power to modify its own rules and in the challenge from Liberty 
and others discussed above, a ‘counsel to the Tribunal’ was 
appointed to perform a similar function. Where CMPs are used, an 
open decision must be published which does not reveal any classified 
material. A classified closed judgment is also prepared, explaining in 
full detail the reasoning for the decision. The obvious objection, as in 
the IPT, is that of inequality of arms. Adversarial legal process 
ordinarily imposes strict disclosure rules: no one can rely on evidence 
that is not open to scrutiny and challenge by their opponent. In a 
Closed Material Procedure this is impossible. The normative 
assumption that adversarial procedures test evidence and thus yield 
legal facts is modified. The IPT was originally intended to be 
inquisitorial, but has modified itself to accommodate adversarial 
argument in this instance. 

The withheld information is factual, not normative (there are no 
secret principles at work). Facts in law are not natural facts, but 
facts as found. In other words, they are always the outcome of a 
process, from which they gain their legitimacy. The emergence of 
closed hearings in the legal system has meant that procedural norms, 
which determine the fact-production process, have been made 
subject to normative variation. This point is made clearer if we 
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consider the development of CMPs, and how risk has been the 
constant factor that makes the difference.  

Evolution of CMPs  

The UK’s evolving use of special advocates began with the creation 
of SIAC in 1997. The Special Immigration Appeals Commission Act 
1997 was not the result of a cynical attempt to expand executive 
power. It emerged not from any political decision but a legal one, the 
decision of the European Court of Human Rights (ECtHR) in the 
case of Chahal. 15  The idea was introduced to the ECtHR by 
intervening human rights groups including Liberty and Amnesty 
International, with reference to the Canadian system of Special 
Advocates as a means of enabling judicial review of decisions based 
on classified intelligence information. The Canadian Special 
Advocates at the time could take instructions having seen secret 
material, a nuance that was not included in the Court’s judgment. In 
response to the Chahal judgment, Parliament passed the 1997 Act. 16  
The path suggested by the Court in Chahal was therefore necessary 
in the context of the case, but contingent on that case occuring. 
Necessity does not imply inevitability.  

We can outline the subseqent genealogy. In 1997, the emergence of a 
procedure for withholding material evidence in a legal hearing did 
not initially appear as a huge problem.17 CMPs were cautiously 
welcomed by human rights practitioners as a means of ensuring 
executive decision-making in national security deportation cases 
complied with human rights law. 18  Before Chahal, national security 
decisions were basically treated as non-justiciable, much like 

                                                
15 Chahal v UK App No 22414/93 (ECtHR, 15 November 1996). 
16 The best overview of the epistemological failures in transplanting these measures 
across jurisdictions is found in David Jenkins, ‘There and Back Again: The Strange 
Journey of Special Advocates and Comparative Law Methodology’ (2011) 42 
Columbia Human Rights Law Review 279. 

17 See Ian MacDonald QC’s comments to the Constitutional Affairs Committee in 
Constitutional Affairs Committee, The Operation of the Special Immigration 
Appeals Commission (SIAC) and the Use of Special Advocates (HC 2004-05, 323-
II) para 17. 

18 ibid. 
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communication interception before Malone. Insofar as the legal 
system was required to make decisions on such matters, it declared 
them to be outside the decision-making domain of the legal system 
altogether.19 National security has justified some fairly repugnant 
acts over the years; so bringing it within the legal system was almost 
by definition a progressive movement. 20 But many who initially 
welcomed the change later withdrew their support as the availability 
of CMPs within the legal system enabled a range of new measures to 
counter threats to security. The use of indefinite detention, control 
orders, TPIMs, Exclusion Orders, and deprivation of British 
citizenship have all been regulated by the use of CMPs, as have 
sentence review panels in Northern Ireland, employment law 
tribunal hearings in Northern Ireland, and some inquests. CMPs are 
now available where claimants bring civil actions against the 
government, following the 2013 Justice and Security Act. 21  Another 
early adopter of the new normative standard was the IPT, founded 
in the year 2000 and confirmed lawful in the Kennedy case.  

Although the expansion of CMPs far beyond the initial context has 
set alarm bells ringing amongst civil libertarians and political 
campaigners, within the legal system itself the process takes place 
quite fluently. Law as a system makes decisions with reference to 
presently valid norms, acknowledging in its operations that validity 
of norms is contingent and subject to change either in response to 
particular cases or political decision-making in Parliament. As in 
Walter Benjamin’s reading of Paul Klee’s ‘Angel de Novos’, law 
moves forwards facing backwards, blown by the storm of progress.22 
Aspects of the system are generally not subject to variation, such as 
                                                
19 This began to shift with the GCHQ case, but not by much. See Sir Louis Blom-
Cooper and Richard Drabble, ‘GCHQ Revisited’ [2010] Public Law 18; For a 
reminder of how deferential the courts were in national security immigration 
matters, see Lord Denning’s typically expressive judgement in R v Secretary of State 
for Home Affairs ex p Hosenball [1977] 1 WLR 766. 

20 See, generally, David Bonner, Executive Measures, Terrorism, and National 
Security: Have the Rules of the Game Changed? (Ashgate 2007). 

21 The history is more fully recounted in, for example, Jenkins (n 16); Cian C 
Murphy, ‘Counter-Terrorism and the Culture of Legality: The Case of Special 
Advocates’ (2013) 24(1) King’s Law Journal 19; Clive Walker, ‘Intelligence and 
Anti-Terrorism Legislation in the United Kingdom’ (2005) 44 Crime, Law & Social 
Change 387. 

22 Walter Benjamin, Illuminations (Pimlico, 1999) 249. 
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the constitutional coupling of law to politics, which in the UK makes 
it impossible for the courts to legally invalidate procedures approved 
by Parliament (declarations of incompatibility notwithstanding), but 
theoretically all points are up for variation, nothing is eternal. Hence, 
disquiet at CMPs amongst the senior judiciary has not led to their 
invalidation.23 Only Lord Justice Kerr, perhaps informed by his 
experience in Northern Ireland, has strongly stated that CMPs are 
antithetical to the aims of legal process.24 In trying to address this 
evolutionary process by reference to norms, the trouble of balancing 
liberty and security is constantly re-stated. Security has a normative 
heritage in the legal system, of course. The novelty is perhaps in the 
risk to security that open justice itself presents, and this constitutes 
the difference that makes a difference in the evolution of closed 
processes. 

Public Secrets 

Operating with closed hearings, CMPs and the IPT are often referred 
to as ‘secret courts’.25  A more accurate description might be ‘public 
secrets’. We are concerned here with secrets that are announced as 
secrets. Public secrets concern information that cannot be 
communicated publicly but can nonetheless make a difference in 
public decision-making, on the proviso that they are adequately 
communicated about. In cybernetic terms, first-order observation of 
the classified information itself is prevented but in its place we rely 
on second-order observation: we publicly observe the observations 

                                                
23 This in turn provokes some to despair at the judiciary itself, see Keith Ewing and 
Joo-Cheong Tham, ‘The Continuing Futility of the Human Rights Act’ [2008] 
Public Law 668. 

24 Al Rawi and others v The Security Service and others [2011] UKSC 34, [2012] 1 
AC 532. See also John Ip, ‘Al Rawi, Tariq, and the Future of Closed Material 
Procedures and Special Advocates’ (2012) 75(4) Modern Law Review 606. 

25 See, for example, Owen Bowcott, ‘What Are Secret Courts and What Do They 
Mean for UK Justice?’ (The Guardian, 14 June 2013) 
<www.theguardian.com/law/2013/jun/14/what-are-secret-courts> accessed 9 
October 2014; Jo Shaw, ‘Secret Courts: 8 Nightmare Scenarios Now Possible in 
Britain’ (openDemocracy, 14 June 2013) 
<www.opendemocracy.net/ourkingdom/jo-shaw/secret-courts-8-nightmare-
scenarios-now-possible-in-britain-0> accessed 9 October 2014.  
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of observers. We cannot know how the facts were produced, but we 
are assured that a process was followed and tested to the best degree 
possible.  

The operation of second-order observers always depends on time, as 
the observer crosses from one side of the distinction (public/secret) to 
the other. One cannot be in two places at once. The form is thus 
dynamic. As an abstract dynamic form, it’s comparable to processes 
of communicating about communication found in many areas of 
modern society.26 For instance, peer-review of academic texts such as 
this one ensure that what I say is at least minimally credible; the 
financial indices of daily market trades ensure prices are comparable 
over time; while the proliferation of ethics boards, compliance 
officers, and auditing processes all proliferate. The difference in the 
context of secret security decision-making is that there is always 
information held back. Decisions must be published while reasons 
must not. The first-order observation remains secret; the second-
order observation is partial and stands in its place.  

This creates anxiety because at the heart of the normative ideal of 
publicity is the assumption that we are all potential second-order 
observers. We need not check every budget report for accuracy, 
every court decision for validity, every scientific experiment for 
repeatability. It would be too complex to do so, and moreover, we 
can assume that we do not have to. Mass media, which couples 
together disparate places and events, guarantees society that 
information is available should anyone seek it out. Linking 
communication to communication, mass media provides society with 
an assurance that we are living in a single, unified reality in which all 
truths are observable, repeatable, and testable. Mass media posits 
the public as a unified body in which all observers observe all 
others.27 It is precisely this unity that is exposed as an illusion by the 
emergence of the public secret.28 

                                                
26 It also underlies the notion of postmodernity. See, Niklas Luhmann, ‘Why Does 
Society Describe Itself as Postmodern?’ (1995) 30 Cultural Critique 171. 

27 Niklas Luhmann, The Reality of the Mass Media (Kathleen Cross tr, Polity Press 
2000) 63. 

28 For a Lacanian reading, see Jodi Dean, Publicity’s Secret: How Technoculture 
Capitalizes on Democracy (Cornell University Press 2002). 
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It seems safe to assume—although all assumptions are contingent—
that  anyone who seeks to challenge government surveillance of their 
private life in the future will have to submit to a process that 
excludes them. What can be learned from re-thinking the dynamism 
of a system of norms that is celebrated for its ability to redefine its 
relationship with itself so radically? 

A Brief Guide to Systems Theory  

Legal analysis, traditionally, can be either descriptive or normative.29 
Normatively, the evolution of secret processes in public are framed 
by reference to principles of openness, transparency, accountability, 
and respect for privacy on one side; with principles of security, 
sovereign power, and prudence on the other. 30  The normative 
approach requires balance, weighing the arguments in each 
distinctive situation by reference to some external criteria of justice 
or efficacy. In practice, courts can only resolve conflicts of non-
hierarchical legally valid principles such as privacy and security by 
reference to positive valid law. Descriptive analyses of law 
traditionally observe law from outside, applying distinctions 
produced in philosophy, economics, critical theory, postcolonial 
theory, and so on. The point is usually to reveal some latent 
structure at work in law that explains the observed facts.31 From the 
perspective of systems theory, which is itself a descriptive mode of 
analysis, law can be viewed as an already self-described, self-
organized system. Thus normative assessment is outside the scope of 
systems theory, because normative legal values are already 
programmes of the self-description of the legal system itself. 
Normative evaluation based around the application of the code 
legal/illegal is the only way that the legal system can communicate 

                                                
29 Niklas Luhmann, Law as a Social System (Klaus Ziegert tr, Oxford University 
Press 2004) ch 1. 

30 Ashworth and Zedner locate this latter principle in Bentham: see Andrew 
Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press 2014) ch 
2. 

31 For a full discussion, see Niklas Luhmann, ‘The Two Sociologies and the Theory 
of Society’ (1995) 43(1) Thesis Eleven 28. 
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about itself.32 It produces the terms used to describe it. It is purely 
self-referential.  

On the other hand, descriptive assessments of the legal system (or 
any other system) proceed by applying distinctions that are produced 
in other self-referential systems of meaning. Such critiques may be 
effective, and certainly can cause changes in both the legal system 
and other systems in society. But it does not describe the specific 
character of the legal system itself. Any change to the legal system 
can only come from within the legal system. A brief introduction to 
the key tenets of systems theory explains why.  

Systems theory aims to account for the emergence of social order. 
For Luhmann, that society exists at all is highly improbable. Rather 
than accounting for society using concepts inherited from the 
metaphysics of the Enlightenment, Luhmann aimed to build a theory 
that would explain the emergence of order and track society’s 
continuing evolution.33 To do this, systems theory does away with 
the traditional sociological distinctions between subject and object, 
facts and latent structure, centre and periphery, and replaces them 
with the guiding distinction system/environment. Systems emerge 
and stabilise themselves by distinguishing themselves from their 
environment, which includes all other systems. The environment is 
not what ‘is’ outside the system’s boundary but rather is produced 
by the system itself as the corollary to the system’s self-production.34 

‘Society’ in systems theory refers only to operations of 
communication. Communication is defined as a double-contingent 
process that always involves a synthesis of contingent selection, a 
mode of utterance, and understanding (which is produced by a 
selection that distinguishes the information from the utterance, 
thereby including possible misunderstandings). The three elements 
are not necessarily simultaneous, for instance, mass media and media 
of information storage enable communication to occur long after 
information is uttered (or printed, recorded, photographed, and so 
                                                
32 Luhmann, Law as a Social System (n 29) ch 9, 10. 
33 Niklas Luhmann, ‘Globalization or World Society: How to Conceive of Modern 
Society?’ (1997) 7(1) International Review of Sociology 67. 

34 Niklas Luhmann, ‘The Autopoiesis of Social Systems’ in Felix Geyer and Johannes 
van der Zouwen (eds), Sociocybernetic Paradoxes: Observation, Control and 
Evolution of Self-Steering Systems (SAGE 1986). 
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on). But all three elements must occur. Thus communication is never 
entirely ‘there’, ontologically speaking. It is irreducible to any 
particular action, moment, or location. The contingency of selection 
means that from a vast horizon of possible selections, only that one 
is chosen and carried forward into further communication, whether 
it is accepted or rejected. At each point, communication produces 
meaning by producing distinctions. From the beginning, therefore, 
there is no unity to society, only distinctions produced in the process 
of communication.35 

Society has self-organized itself to include differentiated systems of 
self-referential meaning that, by recursively differentiating 
themselves from everything else, produce distinctive elements unique 
to each system. Systems evolve not by any grand plan, but simply 
because they successfully facilitate understanding in society and thus 
the continuation of communication.36  With each communicative 
event, understanding is produced and further communication 
proceeds.  In each communicative event new distinctions and points 
of variety can emerge to be selected, introduced and carried forward 
in further communication, or rejected and forgotten about. 
Information, following Bateson, is defined as a ‘difference that 
makes a difference’—a selection has to be different to count as 
information, otherwise it would merely be the same, i.e. what has 
already been communicated, and of no interest.37 It is difference that 
makes a difference, and the meaning is always carried forward in 
time. This precisely parallels Derrida’s concept of différance.38 If a 
variation in communication is picked up and repeated in further 
communication, it is stabilized and becomes a ‘redundancy’, or it is 
modified again by selection and remains a point of ‘variety’. Social 
systems can thus be varied absolutely; subject at each event to the 
horizon of possibilities for selection in each instance. Social systems 

                                                
35 Niklas Luhmann, Theory of Society (Vol 1) (Rhodes Barrett tr, Stanford 
University Press 2012) 1–112. 

36 ibid 251–261. 
37 Gregory Bateson, Steps to an Ecology of Mind: Collected Essays in Anthropology, 
Psychiatry, Evolution, and Epistemology (University of Chicago Press 1972) 405–
416. 

38 Jacques Derrida, Writing and Difference (Alan Bass tr, 2nd edn, Routledge 2001) 
351–370. The systemic context of meaning parallels the ‘supplement’ or ‘trace’ that 
Derrida identifies. 
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reduce the overwhelming complexity of society, with its infinite 
horizon of possibilities and meanings, making understanding and 
acceptance of communication more likely than otherwise, thus 
accounting for the improbability of society’s existence.  

The distinction between system and environment is produced by 
communication itself. Therefore the environment has no ontological 
dimension outside the system. It represents an ‘ungraspable unity’. It 
is not just ‘everything else’; it is what the system understands of 
‘everything else’. The environment is always more complex than the 
system. In reducing this complexity to produce meaningful 
communication, the system is constantly forced to re-distinguish 
itself from its environment and, in so doing, the system propels itself 
to greater complexity with each operation. 39  The constant 
production of order from noise accounts for the emergence of social 
order. Over time systems thus change in response to irritations 
perceived in their environment. They are constantly forced to 
produce information about the environment and about themselves. 
Systems are therefore constantly evolving by a process that is both 
emergent and contingent.40 

Luhmann famously stated that individuals do not communicate, 
communication does. Individual humans and technological modes of 
transmission are in the environment of communication. Humans are 
made up of physical, living systems, coupled to psychic conscious 
systems, and coupled also to the communicating social system. We 
are in the environment of the social system. It is only by utilizing the 
terms of communication offered by society that I, the author, as a 
psychic system trapped inside my own skull, have any hope of 
securing understanding as you read (or listen to) this paper.41  

The self-organizing, self-referential, self-reproducing nature of 
systems is captured by Luhmann’s use of the twinned concepts 
‘operational closure’ and ‘autopoiesis’. Once a system is established, 
nothing outside a system is responsible for its continuing 
communication other than the system itself. It becomes closed, 
                                                
39 Luhmann, Theory of Society (n 35) 28–49. 
40 Alain Pottage, ‘Power as an Art of Contingency: Luhmann, Deleuze, Foucault’ 
(1998) 27(1) Economy and Society 1. 

41 Moeller calls this the ‘fourth insult’ to anthropocentrism: Hans-Georg Moeller, 
The Radical Luhmann (Columbia University Press 2012) 19–31. 
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differentiating itself further as it grows more complex. Hence 
autopoiesis, a biological neologism meaning self-production, replaces 
any external cause. Society is its own cause. Systems become 
increasingly complex and closed off, differentiating themselves and 
identifying themselves only by the codes and mediums and symbols 
that they themselves generate.42 

The theory rests on the idea that meaning is always produced by a 
distinction that cannot itself be described without recourse to 
making a further distinction. A first-order distinction is one that 
makes a selection and exclusion; a second-order distinction indicates 
distinction as distinction. The distinction that constitutes system and 
environment can be seen as doing either of these two operations. 
What side is selected depends only on the observer making the 
distinction, and the observer cannot indicate both meanings at once. 
Time is therefore required in order to describe and ‘cross over’ the 
original distinction. Systems are capable of ‘crossing the boundary’, 
in other words, systems can observe their environment or they can 
self-observe, shifting between other-reference and self-reference. Just 
as the logical form of observation can either be selection/exclusion or 
distinction/indication, so the system can apply the 
system/environment distinction to observe itself. This, in terms of 
Spencer-Brown’s calculus, is known as ‘re-entry’ of the form into 
itself. Each self-observation is another operation of the system, so a 
system can never fully ‘see’ itself without entering infinite regress, 
constantly re-framing the last observation with a further observation. 
Drawing a distinction always posits the observer as an ‘unmarked 
space’. In other words, an observing system can never 
simultaneously observe itself observing, like Fichte’s eye that cannot 
see itself. With every selection, something is selected and all else 
excluded.43 The observer is its own blind spot.44  

It remains to add to this all-too-brief overview that, for Luhmann, 
modern society is characterized by the shift to functional 
differentiation. Social systems have, since the Enlightenment, 
progressively differentiated themselves from one another according 

                                                
42 Niklas Luhmann, ‘Operational Closure and Structural Coupling: The 
Differentiation of the Legal System’ (1992) 13 Cardozo Law Review 1419. 

43 Niklas Luhmann, ‘Speaking and Silence’ (1994) 61 New German Critique 27. 
44 Luhmann, Theory of Society (n 35) 35. 
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to specific functions in society. Today, economic communication, 
legal communication, scientific communication, political 
communication, religious communication, love communication, and 
so on, all form complex relationships to their own environments. 
Each system operates according to its own distinctive binary code: 
for law, it is legal/illegal; for science it is true/false; for politics it is 
government/opposition. If the code distinction is applied to the 
system itself, it enters regress – the legal system cannot decide if the 
legal system is itself legal or illegal. As we saw above, all observation 
is founded on paradox: the legal system, for instance, which decides 
between legal/illegal, cannot decide if it is itself legal or illegal. 
Applying the distinction to itself results in undecidability. 45 
Moreover, this allows reflexibility in systems: things that were illegal 
yesterday might become legal tomorrow. Systems cannot resolve 
their own paradoxes; so they ‘unfold’ them by continuing to 
communicate. As with Derrida’s différance, the ultimate answer is 
always inaccessible, always deferred.  

Coupled together in different ways, systems stimulate irritations in 
each other’s environment, but they can never connect.  For Luhmann, 
this provides a more lucid view of society as a multiverse of possible 
meanings, made up of first and second-order observations, with any 
description of society dependant on how systems observe the 
observations of systems at any point in time. ‘Postmodernism’ is 
merely the effect of society growing aware of the contingency of the 
contingency of its own self-observation. 46  The effects are 
unpredictable, but cannot be addressed except by improving our 
theoretical models. Writing in 1997 with great foresight, Luhmann 
observed, ‘The economic system has shifted its bases of security from 
property and reliable debtors (such as states or large corporations) to 
speculation itself. He who tries to maintain his property will lose his 
fortune, and he who tries to maintain and increase his wealth will 
have to change his investments one day to the next. He can either 
use new derivative instruments or must trust some of the many funds 
that do this for him.’47 Systems theory attempts to move beyond 
postmodernism by developing a better model.   

                                                
45 Luhmann, Law as a Social System (n 29). 
46 Luhmann, ‘Why Does Society Describe Itself as Postmodern?’ (n 26). 
47 Luhmann, ‘Globalization or World Society’ (n 33) 67–8. 
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Risk and Time 

Everything that happens happens in the present. Yet as the present is 
always the point of observation, it remains invisible. It vanishes as 
we try to observe it. Only by observing using the distinction 
past/future is it possible for communication to secure temporal 
meanings. Any meaningful chronology is therefore produced by 
communication, rather than the physical passage of time. The past 
and the future can only be socially understood according to 
communicative events, which bind time. As different social systems 
produce different internal markers of time, even as they are coupled 
by mass media to ensure they know they exist simultaneously.48 
When closed autopoietic systems observe themselves and their 
environment using the distinction past/future, the problem of risk 
emerges.49  

The generalized awareness of risk in society marks a shift in society 
from cosmological worldviews, in which disasters were attributable 
only to God or Nature, to functional differentiation, where 
‘unexpected and undesired consequences of decisions are attributed 
to the fact that those decisions were made rather than to the 
workings of Fate.’50 For self-observant systems, the future is not 
purely of the environment but is rather a consequence of social 
operations. A reflexive system that observes itself using the 
distinction past/future generates plans and expectations, and further 
operations produce cognitive expectations of having expectations. 
Risk is, for Luhmann, produced by the system when it communicates 
about possible futures that are within its cognitive horizon and 
dependent upon present decisions. ‘Danger’, by contrast, is a risk not 
communicated by the system. The risk/danger distinction might be 
usefully compared to Donald Rumsfeld’s by-now idiomatic 
formulation: risks are ‘known unknowns’, dangers are ‘unknown 
unknowns’.  

There are two consequences to risk-decisions. First, decisions must 
be made in the present based on the present-future, which includes 

                                                
48 Luhmann, The Reality of the Mass Media (n 27) 21. 
49 Niklas Luhmann, Risk: A Sociological Theory (Rhodes Barrett tr, de Gruyter 
1993) ch 1–2. 

50 Pottage (n 40). 
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the knowledge that society will remember the decision and thus 
attribute causality to the decision. The right decision today might 
appear to be the wrong decision in light of the contingencies of the 
future-present. Hence a second order of risk arises for the decision-
maker: the risk of being retrospectively blamed if things go wrong. 
Second, universality of risk awareness does not indicate consensus 
on how to avoid disaster: quite the opposite, because whoever wants 
to talk about risk must first select and define what for him would 
constitute ‘disaster’. Society is too complex, offering too many 
options for selection to observers observing decisions. Temporally, 
decisions about future cognitive risks must be made in the present, 
i.e. before the risk is materialized. There is no way of securing 
consensus, and no over-arching authority (if God is there, he’s 
keeping quiet) that could stand-in for consensus. Therefore risk 
decisions always produce a distinction between decision-makers and 
those affected by decisions. We can think of obvious examples, for 
instance in the case of police decision-making, where decision-
makers are observed as agents of the state and those affected are 
observed to be victims of the state. But applying such distinctions as 
state/people is only possible at the level of second-order observation. 
In the abstract, the decision-maker/those-affected distinction 
operates only within communication, not amongst people. There is 
no reason why an individual human decision-maker cannot also 
cross the distinction to occupy the position of affected, and reflect on 
this distinction as they decide.51 As pure form, risks are always 
divisive, splitting even the classic semantic idea of the unified subject. 
Systems theory is a thoroughly post-human theory.  

Law as a Social System 

The expectation structure of society is also at work in law as a social 
system, defined as a means of regulating the expectation of 
normative expectations within society. Law’s function is to stabilize 
normative expectations in the face of disappointment. 52  Legal 
communication provides a system for making normative decisions 
and thus permits stabilized normative expectations. It provides 
                                                
51 For a full discussion of these effects, see Luhmann, Risk (n 49) ch 4, 6, 10. 
52 Luhmann, ‘Operational Closure and Structural Coupling’ (n 42). 
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means of communicating about normative expectations when they 
have been disappointed. In other words, if something has happened 
that should not have happened, it can be communicated about with 
reference to its legality or illegality. Even the terms just used to 
describe the system’s function are produced by the system, nowhere 
else.  

The legal system has, over time, evolved programmes and couplings 
with other systems so that it attracts and decides normative conflicts 
by developing decision-making processes. Conflicts in society 
occurring in other systems are perceived as events in the legal 
system’s environment. The legal system does not communicate with 
other systems, but is ‘irritated’ by its perception of environmental 
changes and responds by making available meaningful normative 
terms for resolving the issue. Modern law is extremely well adapted 
for this, with points of ‘structural coupling’ to other systems that 
ensure highly resonant responses to other systems. So, for example, 
contracts developed as an early form of legal adaptation to economic 
activity and have ensured legal communication is now strongly 
coupled to economic transactions, while constitutional developments, 
such as statutes, constitutional courts (or their functional 
equivalents), ministerial codes of conduct, and oversight 
commissioners all provide the key modes of coupling between 
political decision-making and law’s stabilization function.  
Couplings are like thermostatic switches: the relationship between 
the heating system and room temperature is stable but dynamic, and 
one side equally affects the other.53 

Law is therefore described as society’s immune system, giving 
security to communication in its environment about normative 
expectations, capable of adapting to new threats without knowing 
them in advance.54 Systems theory does not suggest that this is a 
‘good’ or ‘bad’ thing. It is simply one description of the normative 
structuring of communication. For the legal system, what is crucial is 
that procedures take place and that decisions must be made in the 
present.  Thus the very concept of a norm ‘works only with a weak 
specification of contingency. In depicting an instance that retains an 
identity throughout processes of normalization, and, in retaining the 
                                                
53 ibid. 
54 Luhmann, Law as a Social System (n 29) 477. 
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concept of action as the actualization of intention, it remains 
dependent upon an analogy to subjective action.’55 In other words 
legal decisions must be justified on the basis of the information 
presently available and norms presently valid. Law cannot make 
provisional judgments, the validity of which are subject to revision in 
light of later developments. If it did, it would no longer meet its 
function.  

Coupling Law and Security 

In light of this theoretical exegesis, we can make the following 
observations about the present situation. Secret intelligence is, from 
its beginnings in the past 300 years or so, a product of systemic risk-
based communication.56  It produces observed information about 
other functional systems in society, such as war, politics, and 
economics, and enables decisions to be taken in secret aimed at 
producing specific futures. Until around the 1980s, legal 
communication in the UK was coupled with political communication 
such that risk-based decisions were legally excluded from legal 
decision-making by reference to the concept of deference to the 
executive. Deference towards the executive meant that judges did not 
have to consider the risk-based information underlying executive 
decisions. With a series of cases in the 1970s and 1980s, produced 
entirely within legal communication and largely in response to the 
growing complexities of human rights law, the legal system has 
developed couplings to aspects of government political decision-
making that create further normative demands for assessment of the 
substance of these decisions. The use of closed material is an 
unplanned evolutionary adaptation of legal communication to these 
demands.57 

The role of risk today appears as a central problem for legal 
communication as it is a topic for all systems in society. As we saw, 
                                                
55 Pottage (n 40). 
56 Michael Herman, Intelligence Power in Peace and War (Cambridge University 
Press 1996). 

57 For a discussion of human rights and the evolution of the social system, see Gert 
Verschraegen, ‘Human Rights and Modern Society: A Sociological Analysis from 
the Perspective of Systems Theory’ (2002) 29(2) Journal of Law and Society 258. 
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decisions about a future risk always place the decision-maker at 
second-order risk of being retrospectively blamed. As Conor Gearty 
wrote of the Belmarsh ruling: 

… we lawyers, dedicated as our entire profession is to the 
science of retrospective wisdom, too often take too little 
account of what is on many decision-makers’ minds: the 
horror of the next atrocity, and the fear that—reasonably 
or unreasonably—they will find the scapegoat’s burden 
descending firmly on to their shoulders.58  

There is no way of accounting for the effect of risk-awareness 
amongst decision-makers in normative terms. This factor cannot link 
up with legal communication. It is, by definition, a legal blind spot, 
and any attempt to normatively ameliorate it only defers the need for 
a decision. Second, risk decisions always create a second-order 
distinction between the decision-maker and those who are affected 
by the decision. What appears as a ‘risk’ to the decision-maker can 
be a ‘danger’ to those affected. To give an example, state intelligence 
agencies might say there is a serious risk from terrorism, and it 
would be dangerous not to collect mass intelligence as campaigners 
demand; while campaigners say there is a risk of abuse of power, 
and a danger to democracy itself if the law does not draw a line.59 It 
has been suggested that the answer lies in improving the ‘science’ of 
prediction, but science is not futurology, and in any case a scientific 
view of the future is not the future, and cannot answer a normative 
question. 60 As Luhmann put it,  

The future gives no satisfactory answers to the question 
whether something is legal or illegal right now …  The 
more a decision is supported by such purpose-specific 
reasons, the higher the probability that it is wrong; for the 
reasons remain unknown—even to judges.61 

                                                
58 Conor Gearty, ‘Human Rights in an Age of Counter-Terrorism: Injurious, 
Irrelevant or Indispensable?’ (2005) 58(1) Current Legal Problems 39. 

59 The risk/danger distinction is explored by Andreas Philippopoulos-Mihalopoulos, 
Absent Environments: Theorising Environmental Law and the City (Routledge-
Cavendish 2009) 118–127. 

60 See Ashworth and Zedner (n 30) ch 6. 
61 Luhmann, Law as a Social System (n 29) 201–202. 
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For the legal system, risk produces acute self-awareness that law 
must simultaneously decide in the absence of facts and that law itself 
risks being adversely affected by the decisions it makes. One need 
only review the anguished reasoning given by the Lords regarding 
secret evidence in Control Order cases to see this problem 
explicated. 62  Luhmann predicted that risk would increasingly 
provoke the legal system into problematic changes. He could have 
been referring to closed material when he wrote in the early 1990s, 

… even those who try to adhere to the term legitimacy and 
with it the trans-positive foundations of the validity of law 
have come to narrow down their expectations to 
proceedings … they therefore use the presupposition that as 
long as certain procedural criteria are maintained, a 
reasonable consensus about the outcome will eventuate 
somewhere along the line … This foreshadows a return to 
an earlier, forcefully rejected legalism in which, in a kind of 
legal fiction, the holding of proceedings under the rule of 
law is seen as the basis of legitimacy.63  

Conclusion 

If one accepts these arguments, then causation, political interference, 
imbalance, and even conflict are unsuitable starting points for an 
analysis of the situation. With systems theory, ‘the anchoring points 
of causal analysis are dissolved’.64 The analysis of the situation with 
systems theory points towards an evolutionary process that is both 
highly contingent and highly risky. The ‘public secret’ model of 
second-order observation helps explain the emergence of closed 
material, but also accounts for the proliferation of independent 
reviewers, commissioners, ombudspersons, parliamentary reports, 
bloggers, and protest groups that have proliferated in the 
contemporary securitized state. The independent reviewer, like the 
CMP judge, goes ‘below the waterline’ and publicly reports that 

                                                
62 Aileen Kavanagh, ‘Special Advocates, Control Orders and the Right to a Fair 
Trial’ (2010) 73(5) Modern Law Review 824. 

63 Luhmann, Law as a Social System (n 29) 470. 
64 Pottage (n 40). 



Birkbeck Law Review Volume 2(2) 

 
316 

there is something there, something that is indeed a risk, and that 
secrecy is not concealing abuse of political power.  The question then 
is this enough for law to continue to fulfill its function? Does this 
not risk exclusion of those affected by risk-based decisions from any 
expectation of normatively equal treatment? If we are concerned 
about the protection of communication from observations by state 
intelligence, with all the risks of abuse that brings, it is clear that we 
cannot look to law to offer the promise of justice. There is no way 
back in time. As we appear to be moving towards a legal system that 
is constantly forced to acknowledge the contingencies of its own 
normative decisions, we must consider whether this does not lead to 
simply substituting law with power. There is a term for an immune 
system that, through its own operations, destroys its own conditions 
of possibility: ‘autoimmunity’ is perhaps the risk that the legal 
system today poses to itself. 
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Social Networking: The Application of 
the Data Protection Framework 
Revisited  

REBECCA WONG* 

This article will revisit the social media issues in the context 
of the Data Protection legislative framework and the extent 
to which the notion of ‘data controller’ could extend to 
individuals. The main contribution is that the discussion will 
add to the debate on the blurring of the distinctions drawn 
between public and private spheres and whether what is 
published on social media should be deemed to be private or 
in the public domain. This paper will revisit the concept of 
‘data controller’ in the context of social media and consider 
the extent to which users are entitled to the ‘privacy’ of data 
they share on a social media platform. It will also cover some 
of the forthcoming changes introduced under the proposed 
Data Protection Regulation including the ‘right to be 
forgotten’.  

Introduction  

In 2007,1 I examined the emerging development of social media in 
the context of the data protection legislative framework and the 
extent to which the notion of ‘data controller’ could extend to 
individuals. In other words, the application of the Data Protection 
Directive 95/46/EC (DPD) could apply to individuals for posting 
information about others on social media such as Facebook. 
Although the data protection framework did not envisage extending 
                                            
* Senior Lecturer, Nottingham Law School (email: r.wong@ntu.ac.uk). 
1 Rebecca Wong, ‘Social Networking: A Conceptual Analysis of a Data Controller’ 
(2009) 14 Communications Law 142. Original working paper: ‘Social Networking: 
Anybody is a Data Controller’ (2008) 
<http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1271668> accessed 28 August 
2014. 
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its breadth, the Art. 29 Working Party on data protection published 
an opinion making it clear that users would only be responsible in so 
far that it goes beyond the private purposes category such as acting 
on behalf of a company or association or using the social networking 
site to promote charitable or political aims.2 

This paper will revisit some of these issues and consider whether 
there have been any significant developments since then. For the 
purposes of this study, this paper will consider the legal frameworks 
in the UK, Germany Sweden, and to a limited extent, Norway.  

Background 

The main statutory provision that deals with the application of the 
DPD is Art. 4—application of the directive. This provides that Art. 
4(1)(a) of the DPD and corresponding national laws implementing 
the DPD apply to activities of an establishment of the controller on 
the territory of the European Union member state, or where the data 
controller had used equipment to process the data of an individual, 
thus falling within the scope of Art. 4(1)(c). To exemplify this, 
consider the example of MySpace, whom has its headquarters in and 
is domiciled in California. This means that the DPD would not be 
applicable. However, if they process or use equipment within a 
member state of the EU, then they could be deemed to be processing 
personal data and thus fall within the scope of the DPD.3 The 
question that then arises is, who is the data controller in this 
scenario? MySpace or its users? First, MySpace if it processes data of 
its users. The complexity then arises when users use data belonging 
to other users—who owns this data? For instance, a photograph may 
be more difficult to ascertain. Who owns the photograph? The 
                                            
2 Art. 29 Working Party on the Protection of Individuals with Regard to the 
Processing of Personal Data, Opinion 5/2009 on Online Social Networking (WP 
163, 2009) para 3.1.1 
<http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp163_en.pdf> 
accessed 14 November 2014. 

3 This is likely to change under the forthcoming Data Protection Regulation which 
provides that the Regulation will apply where the processing of activities are 
related to (a) the offering of goods or services to such data subjects in the Union or 
(b) the monitoring of their behaviour (Art. 3). 
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Copyright, Designs and Patents Act would indicate that it was the 
photographer who owns the photograph. The DPD, however, places 
responsibility on the data controller to ensure that any processing of 
personal information is carried out in accordance with the DPD.  

It was originally thought that the DPD would not apply to a social 
networking site (SNS) environment given its historical background 
and the opinions of the Data Protection Commissioners. However, 
the Art. 29 Working Party, responsible for providing guidance on 
the application of the data protection laws decided in 2009 (by 
issuing an opinion to that effect)4 that the household exemption 
under Art. 3 of the DPD applies and therefore SNS users would not 
be considered to be data controllers unless they fall under narrow 
exceptions where activities were used to promote charitable or 
political aims. According to the Art. 29 Working Party, if the SNS 
user acts on behalf of a company or association or uses the SNS to 
promote commercial, political or charitable goals, Art. 3 exception 
would not apply as it would go beyond the definition of personal or 
household exemption.5 It was further acknowledged by the Art. 29 
Working Party that even if Art. 3 exception did not apply, the other 
exception under Art. 9 of the DPD—journalistic, artistic and literary 
purposes—may apply.6 SNS and application providers, however, 
within a SNS environment would be considered to be ‘data 
controllers’ under the DPD. Perhaps, the main difficulty is being able 
to draw a clear boundary between individuals acting in their private 
capacity and those who adopt additional roles which may go beyond 
the private use exception in a SNS environment. It could be argued 
that private use is becoming more difficult for users who have two 
roles both in their professional and private capacity and that 
therefore, this provision becomes unworkable in practice. A further 
note to add is that the Art. 29 Working Party does not hold the view 
that images are unlikely to be sensitive data unless the data reveals 
sensitive data about the individuals.7 It does, however, take the view 

                                            
4 Art. 29 Working Party (n 2). 
5 ibid 6. 
6 ibid.  
7 ibid. 
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that sensitive personal data8 may be published with the express 
consent of the individual.  

UK  

The main provision that deals with the exception is s. 36 of the Data 
Protection Act 1998. Although it has slightly different wording from 
the DPD, the Information Commissioner's Office (ICO) has taken 
the view that social networking falls outside the scope of the UK 
DPA 1998. In 2007, there were relatively few complaints made 
against social networks9 and it was not clear whether this could be 
due to the slow progress by SNS users or rather the mechanisms of 
complaints were easily resolved. 

The case of Applause Stores Production and Firsht v Raphael10 was 
the first case in the UK dealing with SNS and a fictitious profile. This 
was based primarily on a defamation claim and concerned an 
individual businessman who had found that the defendant (D) had 
posted a fake profile of the claimant and made defamatory remarks 
concerning his creditworthiness and his company on Facebook. This 
led to a court action resulting in an award for damages of £15,000 
in libel damages and £2,000 for privacy damages.  

In Bryce v Barber11 the High Court had ruled that the claimant was 
entitled to damages of £10,000 for defamatory material posted on 
his Facebook profile, including an accusation that the claimant was a 
paedophile. Indeed, Rider argued that the widespread use and 

                                            
8 Sensitive data is defined as ‘data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, trade-union membership or data 
concerning health or sex life’. 

9 Wong (n 1). 
10 [2008] EWHC 1781 (QB).  
11 Bryce v Barber (HC, 27 July 2010) unreported. See Deborah Rider, ‘Social 
Networks: Bryce v Barber’ (2010) 10(4) E-Commerce Law Reports 12-13. See also 
Ashley Hurst, ‘Social Media and Reputation: When to Take Legal Action’ 
(Olswang, 25 November 2010) and The Telegraph, ‘Law Student Wins £10,000 
after Being Branded a Paedophile on Facebook’ The Telegraph (28 July 2010) 
<www.telegraph.co.uk/technology/facebook/7912731/Law-student-wins-10000-
after-being-branded-a-paedophile-on-Facebook.html> accessed 14 November 2014. 
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availability of material posted on the internet could influence the 
amount of damages awarded by the courts.12 Although this case was 
based on defamation, it could be argued that the information held 
on Facebook was inaccurate and could have been easily removed if a 
request was made directly to Facebook. However, this case does 
highlight the problems that may exist in an SNS with users posting 
information about others (X) which may portray them (X) in a 
different light.  

In J19 v Facebook Ireland,13 an interim injunction was discharged 
against Facebook for being imprecise and unclear and placed a 
disproportionate burden on Facebook to monitor all the content on 
the web pages it hosted. Facebook had published photographs and 
information about J without his permission describing J as a 
‘sectarian parade organiser’ and a ‘loyalist bigot’. Members of the 
public added further threatening comments on the website. An 
interim injunction was granted preventing Facebook from placing on 
its website photos of J, his name, address and personal details. 
Facebook removed the data and appealed successfully against the 
injunction. The court held that the injunction was not precise and J 
could seek further remedies from the court. There was insufficient 
evidence that J could establish a breach of Art. 2 ECHR. What this 
case indicates, however, is the relative ease with which information 
can be posted on Facebook. Although the claimant had used legal 
remedies (not under the DPA 1998) to remove this information, it 
further highlighted the need for SNS such as Facebook to act swiftly 
in removing information that is likely to be defamatory of an 
individual or reveal private information about an individual before it 
gets out of hand. 

In July 2014,14 the author requested information on the number of 
complaints that were made against SNS such as Facebook, Google, 
LinkedIn, Pipl, etc. Although the cases recorded date back to 2012, 
their enormous number (exceeding 100 since 2012) meant that it 
was not possible to evaluate all the data and, therefore, the statistics 

                                            
12 ibid (Rider). 
13 [2013] NIQB 113. 
14 Freedom Of Information Act (FOIA) request to the ICO (18 July 2014) 
(correspondence on file with the author). 
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date from 2014, the current year.15 It should also be added that 
complaints raised were not only on the above complainants but 
included other organisations. The cases were categorised according 
the specific sector (‘internet’, ‘retail’, ‘media’, ‘general’). Therefore, 
only cases dating since April 2014 were considered.  

ICO  

Organisations (April 2014 –August 2014) 

Google    6 

Facebook   4 

LinkedIn    0  

Pipl   0 

Twitter   0 

Other    67 

As indicated above, the legal cases against social media have been 
very few, despite the focus in the academic literature.16 However, 
when considering the concept of breach of privacy, the misuse of 
personal information or the law of confidence is used rather than the 
Data Protection Act 1998, where a direct complaint before the UK 
Information Commissioner or the rights provided under the UK DPA 
1998 would be appropriate. 

Finally, there is one further point to add in relation to the private 
purposes exemption. In response to the forthcoming Data Protection 
Regulation,17 and in particular Art. 2 (material scope) on ‘processing 

                                            
15 The number refers to the number of complaints made, but not whether there were 
valid grounds or the types of queries referred to. 

16 This is not an exhaustive list, but see Amedeo F Cappuccio, ‘The Private Nature 
of Information’ [2014] 2 IPQ 159 and Nicole A Moreham, ‘Beyond Information: 
Physical Privacy in English Law’ (2014) 73 CLJ 350—this is not to suggest that the 
privacy is not relevant, but that data protection is not considered or examined.  

17 ICO, Proposed New EU General Data Protection Regulation: Article by Article 
Analysis Paper (12 February 2013) 
<http://ico.org.uk/news/~/media/documents/library/Data_Protection/Research_and_
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by a natural person without any gainful interest in the course of its 
own exclusively personal or household activity’, the ICO took the 
view that in some contexts processing personal data for gainful 
interest could still be in the course of a person’s exclusively personal 
or household activity, such as setting up a website to sell unwanted 
birthday presents.18 According to the ICO, wording such as ‘in 
pursuit of a commercial objective’ could be non-personal.19 The ICO 
further added that they did not agree with the Lindqvist decision,20 
but accepted that open publication of personal data may be a 
contributing factor when deciding whether or not the processing was 
done for personal or household purposes. The ICO preferred clearer 
guidelines from the law and found that it was becoming more 
difficult to decide whether processing was done for personal or 
household purposes.21  

The ICO’s position therefore highlights the problems with applying 
the personal or household purposes exception and the level of 
disagreement with the Lindqvist decision. It is not certain how the 
personal or household purposes will apply in practice after the Data 
Protection Regulation is passed, but it indicates some reservations 
which need to be cleared, if there is to be any user confidence and 
certainty in the Data Protection Regulation whether online or not. 

Germany 

In Germany, the Federal Data Protection Act 2009 (BDSG)22 governs 
the processing of personal data by private bodies and federal public 
                                                                                                   
reports/ico_proposed_dp_regulation_analysis_paper_20130212_pdf.ashx> accessed 
14 November 2014. 

18 ibid 3. 
19 ibid 4. 
20 Case C-101/01 Bodil Lindqvist v Kammaråklagaren (Public Prosecutor), 
Jönköpning (OJ C 118, 24 April 2001). 

21 ibid.  
22 Took effect from 1 September 2009, s 1(2) of the Federal Data Protection Act 
2009 (BDSG) outlines the scope—public bodies of the Federation; public bodies of 
the Lander (state) where it is not covered by Lander bodies; federal law or act as 
judiciary bodies and administrative matters are not involved and private bodies. 
(The full text of the BDSG is available at 
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bodies whilst each state’s data protection laws (‘Länder’) govern the 
processing of personal data by state bodies.23 The German Telemedia 
Act 2007 applies to data processed in the context of online activities. 
The view of the Berlin Data Protection Commissioner in 2007 was 
that whether SNS users would qualify as ‘data controllers’ depended 
on the degree to which the data could be accessible to others. For 
instance, a photo album held on the server of social network provide 
accessible only to a subscriber would benefit from the exemption for 
‘purely personal or household activities’.24  

The Art. 29 Working Party has since published an opinion on social 
networking sites and how the DPD applies. 25  While some 
developments have emerged since 2007, it is important to consider 
the opinion noted above. For example, the opinion outlines when the 
household exception would apply and addresses the issue of sensitive 
data as applied to the data protection framework26 

                                                                                                   
<www.bfdi.bund.de/EN/DataProtectionActs/Artikel/BDSG_idFv01092009.pdf?__b
lob=publicationFile> accessed 14 November 2014). See Jörg Hladjk, ‘Changes to 
German Data Protection Law’ (2010) 10(5) Privacy and Data Protection 10; Jones 
Day, ‘Germany Strengthens Data Protection Act, Introduces Data Breach 
Notification’ Jones Day (October 2009) 
<www.jonesday.com/files/Publication/943821c6-517f-495f-a753-
a2a5e2c519cd/Presentation/PublicationAttachment/7917f187-78e1-487f-b00e-
a519e5a22c23/Germany%20Strengthens%20Data.pdf> accessed 14 November 
2014. See also: Privacy International, ‘Germany: Legal Framework’ (Privacy 
International, October 2010) <www.privacyinternational.org/reports/germany/i-
legal-framework> accessed 14 November 2014. 

23 For an in-depth study into the German Federal Data Protection Act, see Anne-
Marie Zell, ‘Data Protection in the Federal Republic of Germany and the European 
Union: An Unequal Playing Field’ (2014) 15(3) German Law Journal 461; David 
Flaherty, Protecting Privacy in Surveillance Societies: The Federal Republic of 
Germany, Sweden, France, Canada and the United States (UNC Press 1992); Spiros 
Simitis, Bundesdatenschutzgesetz (7th edn, Nomos 2011 (in German)); Christopher 
Klug, ‘Book Review: Spiros Simitis, Bundesdatenschutzgesetz’ (2012) 2(2) 
International Data Privacy Law 113. 

24 Wong (n 1), and also Daniel B Garrie and others, ‘Data Protection: The 
Challenges Facing Social Networking’ (2010) 6 Brigham International Law and 
Management Review 127, 138. 

25 Art. 29 Working Party (n 2). 
26 ibid. 
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In 2008, the German Federal Commissioner of Berlin, co-sponsored 
by other Data Protection Authorities27 issued an opinion on privacy 
protection on social networking sites, making several 
recommendations.28 The main recommendations were: that social 
networking sites should respect privacy standards where they 
operate their services; users should be informed of the processing of 
their personal information on an SNS; users should be given control 
over their SNS profile; privacy friendly default settings should be 
provided to users; security standards should be adhered to by SNS 
providers; users should be given access and the option to delete their 
user profile; users should be given the option to use pseudonyms; 
providers should ensure that third parties to do not bulk download 
of user’s data; and user’s data should not be accessible on search 
engines without the user’s express and informed consent. 

In 2009, the German Federal Commissioner for Data Protection and 
Freedom of Information, Peter Schaar, took the view that social 
networking sites were poorly protected by privacy policies and that 
they were not onboard with protecting user’s data. 29  He 
recommended that an independent consumer agency should be 
created to evaluate social networks and give grades on their privacy 
policies, letting users know which SNS protects them best.  

Very recently, in 2013, the Schleswig-Holstein Privacy 
Commissioner30 outlined some of the challenges surrounding social 

                                            
27 The co-sponsors were the French CNIL, Italian Data Protection Authority, Dutch 
Data Protection Authority, New Zealand Privacy Commissioner and Swiss Federal 
Data Protection Commissioner. 

28 30th International Conference on Data Protection and Privacy Commissioners, 
‘Resolution on Privacy Protection in Social Network Services’ (BfDI, 17 October 
2008) 
<www.bfdi.bund.de/SharedDocs/Publikationen/EN/InternationalDS/2008SocialNet
work.pdf?__blob=publicationFile> accessed 25 August 2014. 

29 Federal Commissioner for Data Protection and Freedom of Information, ‘Data 
Protection Commissioner Warns over Social Networking Sites’ (BfDI, 4 January 
2010) 
<www.bfdi.bund.de/EN/PublicRelations/SpeechesAndInterviews/Artikel/271209Art
ikelDeutscheWelle.html> accessed 25 August 2014. 

30 Thilo Weichert, ‘Current Data Protection Challenges in Social Networks’ 
(Datenschutz Zentrum, 19 November 2013) 
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networks and privacy arising from complaints about Google and 
Facebook and the application of German data protection laws, 
which are described below.31  

In 2012, an informal group (‘Dusseldorf Circle’) of Data Protection 
Authorities within Germany examined the application of data 
protection laws to SNSs in Germany.32 Although the resolution was 
not binding, it gave an insight on how German data protection laws 
would apply. According to Niemann, the application of German 
data protection laws to social networking sites had been quite 
controversial.33 Providers outside the European Economic Area (EEA) 
were subject to the German data protection laws where personal 
data was collected by accessing users’ data on computers in 
Germany. The German data protection laws would still apply to 
organisations unless it can be shown that it was established in a 
different country within the EEA. It emphasised that organisations 
could not circumvent the data protection rules by setting up an 
establishment in another EEA country, so some control over the SNS 
within the establishment had to be shown if it were to fall outside of 
German data protection rules. The German data protection rules 
continue to apply to organisations where data processing took place 
outside the EEA but where one EEA establishment could be 
identified as a data controller. The Dusseldorf Circle further pointed 

                                                                                                   
<www.datenschutzzentrum.de/vortraege/20131119-weichert-data-protection-
social-networks.html> accessed 14 November 2014. 

31 ibid. 
32 Fabirn Niemann, ‘German Data Protection Authorities Broaden Application of 
German Data Protection Law to Foreign Social Networks and Attack the Use of 
Social Plugins and Fanpages’ (Mondaq, 17 April 2012) 
<www.mondaq.com/x/170870/Social+Media/German+Data+Protection+Authoritie
s+Broaden+Application+Of+German> accessed 14 November 2014; German 
Federal Data Protection Commissioner, ‘Social Networking Resolution’ (BfDI, 8 
December 2011) 
<www.bfdi.bund.de/SharedDocs/Publikationen/Entschliessungssammlung/Duesseld
orferKreis/08122011DSInSozialenNetzwerken.html?nn=409242> accessed 25 
August 2014. (See more on the Dusseldorf Group at 
<www.bfdi.bund.de/DE/Entschliessungen/entschlie%C3%9Fungen_node.html> 
accessed 25 August 2014, and the Dusseldorf Group Resolutions at 
<www.bfdi.bund.de/DE/Entschliessungen/DuesseldorferKreis/DKreis_node.html> 
accessed 25 August 2014. 

33 ibid (Niemann). 
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out that the use of social plugins (on sites such as Facebook and 
Google) or fanpages were responsible for safeguarding user’s privacy. 
In particular, social plugins by German website providers would be 
illegal where they triggered the transfer of personal data to an SNS 
provider. Consent was required from the user before data could be 
collected using a social plugin. German websites should ensure they 
have knowledge of the use of social plugins in order to inform their 
users. Otherwise, the Dusseldorf Circle discourages the use of social 
plugins by German websites.34 Although the scale of social plugin 
use on websites is generally unknown,35 it is quite clear that there is 
some reservation expressed by the German Data Protection 
Authorities on the potential harm that can be caused by the transfer 
of personal data from websites onto SNS using this plugins. 

In two separate legal developments the subject of Facebook was once 
again raised, primarily on the application of German data protection 
law and the extent to which users’ data are protected in Germany.  

The court in Schleswig-Holstein held that German data protection 
laws did not apply to Facebook because its headquarters were in 
Ireland.36 The case concerned a decision by the Schleswig-Holstein 
Data Protection Authority (ULD), when it issued its policy against 
Facebook for not allowing users to use pseudonyms on the social 

                                            
34 ibid.  
35 Facebook, ‘Social Plugins and Your Privacy’ <https://en-
gb.facebook.com/help/340599879348142/> accessed 25 August 2014. 

36 Carlo Piltz, ‘Facebook Ireland Ltd/Facebook Inc v Independent Data Protection 
Authority of Schleswig-Holstein, Germany—Facebook is Not Subject to German 
Data Protection Law’ (2013) 3(3) International Data Privacy Law 210; Schleswig-
Holstein Data Protection Authority, ‘OVG Schleswig-Holstein: For Facebook, 
German Data Protection Laws Do Not Apply’ (Datenschutz Zentrum, 24 March 
2013) <www.datenschutzzentrum.de/presse/20130424-facebook-klarnamen-ovg-
en.htm> accessed 14 November 2014; Natasha Lomas, ‘Facebook Wins Court 
Challenge in Germany Against Its Real Name Policy’ (TechCrunch, 15 February 
2013) <http://techcrunch.com/2013/02/15/facebook-wins-court-challenge-in-
germany-against-its-real-names-policy/> accessed 14 November 2014; Louise 
Osborne, ‘German State Fights Facebook over Alleged Privacy Violations’ The 
Guardian (London, 4 January 2013) 
<www.theguardian.com/world/2013/jan/04/facebook-germany-data-protection> 
accessed 14 November 2014. 
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networking site based on s. 13(6) of the Telemedia Act,37 contending 
that it eroded user’s online freedom. 

By contrast, the High Court of Berlin ruled in 2014 that Facebook 
was subject to data protection laws. In this case, the German 
Consumer Organisation (VZBV) had brought a claim against 
Facebook for breaching German consumer laws by sending emails 
without user’s consent.38 The tool used was the Facebook ‘Friend 
Finder’. Users who agreed with Facebook terms and conditions 
would give permission to Facebook search through contact details 
and send user’s friends invites, if they had not registered with 
Facebook. Agreeing with the terms and conditions also meant that 
the data could be shared with third parties. The High Court of Berlin 
held that users were not informed. Facebook had not complied with 
the data protection laws when using non-user’s data to distribute 
advertising material.39 The key issue was whether German laws 
applied or whether the Irish Data Protection law applied. According 
to the Berlin Court, Facebook—an American based business—was 
responsible for the processing and there was very little evidence 
provided that the data was being handled by the Irish headquarters. 

                                            
37 s 13(6) of the German Telemedia Act states that providers of Telemedia Services 
(including websites) are required to provide users with the opportunity to remain 
anonymous or use a pseudonym while using a regulated service. For further 
analysis, see Marcus Schreibauer and Jan Spittka, ‘German Court Holds Presence 
of Irish Subsidiary Precludes Application of German Data Protection Law to 
Facebook’ (Hogan Lovells, 1 March 2013) 
<www.hldataprotection.com/2013/03/articles/consumer-privacy/german-court-
holds-presence-of-irish-subsidiary-precludes-application-of-german-data-
protection-law-to-facebook/> accessed 14 November 2014; Henning Krieg, 
‘German Telemedia Act Introduces New Rules for New Media’ (Bird & Bird, 5 
March 2007) <www.twobirds.com/en/news/articles/2007/german-tele-media-act-
new-rules> accessed 14 November 2014; and Centre for German Legal 
Information, ‘German Telemedia Act 2007 (English Translation)’ (CGerLI, 26 
February 2007) 
<www.cgerli.org/fileadmin/user_upload/interne_Dokumente/Legislation/Telemedia
_Act__TMA_.pdf> accessed 14 November 2014. 

38 Out-Law News, ‘Facebook Subject to Data Protection Rules, says Berlin Court’ 
(Out-Law News, 26 February 2014) <www.out-
law.com/en/articles/2014/february/facebook-subject-to-german-data-protection-
rules-says-berlin-court/> accessed 14 November 2014. 

39 ibid. 
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It centred on the application of Art. 4(1)(c) whereby if equipment 
was used in Germany, then it would fall within the German Federal 
Data Protection Act. Cookies were installed on the devices of 
German users and, therefore, the Berlin Court held that the German 
Federal Data Protection Act applied. It is not clear whether an 
appeal would be lodged before the German Supreme Court.40  

Finally, one further legal development is a further appeal which was 
decided on the 4th September by the German Administrative court by 
the Schleswig-Holstein Data Protection Authority against Facebook 
on the use of pseudonyms following the Berlin Court ruling. The 
German Administration Court delivered its judgment and it was 
decided that Facebook fan operators are not regarded as data 
controllers as they are not responsible for the technical and legal 
aspects of Facebook. It is not clear whether the ULD will appeal 
against this decision, but it is likely to heighten tensions between the 
Data Protection Authorities of Germany and Ireland, and it is not 
clear why the German Court did not make a preliminary ruling 
reference directly to the Court of Justice of the European Union 
(CJEU) on this point as it raises a significant issue in terms of how 
the Data Protection Directive is applied.41  

Although the issue of social networking and the individual as a ‘data 
controller’ was not considered to any extent, these recent case 
developments serve as an example of the nature and complexity of 
SNSs in Germany and highlight the difficulties in terms of the 
practical application of data protection rules to an SNS located 
within the EU but outside the EU Member States.  

                                            
40 ibid. 
41 Many thanks for the Schleswig-Holstein Data Protection Authority (ULD) for 
guidance on this (on file with the author, dated 29 August 2014). See also John 
O’Connor, ‘German Court Ruling on Facebook’s Personal Data Gives Legal 
Certainty to Irish Data Controllers’ (Lexology, 12 September 2014) 
<www.lexology.com/library/detail.aspx?g=a0fa6f1a-32b8-4bc4-b980-
ecf86a1d9eb9> accessed 14 November 2014; and ULD, ‘OVG Judgment on 
Facebook Fan Pages in Need of Revision’ (Datenschutz Zentrum, 29 September 
2014 <www.datenschutzzentrum.de/artikel/770-ULD-OVG-Urteil-zu-Facebook-
Fanpages-revisionsbeduerftig.html> accessed 14 November 2014.  



Birkbeck Law Review Volume 2(2) 

  
 

330 

Sweden 

The Swedish Personal Data Act 1998 governs the protection of 
personal data within Sweden and was recently amended in 2007 to 
include the misuse-orientated approach.42 This means that data that 
is unstructured would fall outside the scope of the Swedish Personal 
Data Act. The guidelines provided by the Swedish data inspectorate 
provide that processing of data in unstructured material such as 
email messages or texts published on the internet would be exempted 
and should not offend individuals (‘violation of the integrity’ of the 
individual), such as breaching confidentiality, defaming an individual 
or compiling information about an individual for no specific 
reason.43 As this is exempted in Sweden, it is different from the EU 
approach on Data Protection whereby all forms of data processing 
fall within the scope of the Data Protection Directive unless the 
exemptions under Art. 3(2) processing (for private household 
purposes) or Art. 9 (artistic, journalistic and literary requirements) 
apply.44 It further decriminalises breaches of data security through 
mere negligence, though gross negligence could still fall within the 
Swedish Personal Data Act. 

Swedish Study into Social Networking 2011 

The Swedish Data Inspectorate Board carried out a study on social 
networking sites in 2011, primarily focusing on young people’s 
attitudes towards privacy. The sample group included youth between 
the ages of 15-18 (N=522).45 What follows is a summary of some of 
                                            
42 Swedish Personal Data Act Amendments 2007, SFS 2006:398. 
43 Swedish Data Inspectorate, Personal Data Protection (4th revised edn, Swedish 
Ministry of Justice 2006) 14 
<www.regeringen.se/content/1/c6/07/43/63/0ea2c0eb.pdf> accessed 14 November 
2014. 
44 For a background into the misuse-orientated approach, see Sören Öman, ‘Trends 
in Data Protection Law’ (2010) 56 Scandinavian Studies in Law 209, 
<www.sorenoman.se/documents/2769.pdf> accessed 14 November 2014. 

45 Kairos Future/Swedish Data Inspection Board, ‘Young People and Privacy 2011’ 
(Swedish Data Inspection Board, January 2011) 
<www.datainspektionen.se/Documents/rapport-young-people-and-privacy-
2011.pdf> accessed 26 August 2014. 
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the findings. Given the limited nature of this paper, only the salient 
points on social networking are considered.46 The study found that 
more and more young people were using SNSs and the most widely 
used was Facebook.47  

The information that young people considered ‘private’ included, but 
were not limited to: who they were ‘in love with’, their personal 
finances and where they lived. Political opinion and religious beliefs 
were thought to be less sensitive.48 Similarly, information about 
which school they attended, or the town or country they came from, 
were less sensitive. In 2010, over 90% surveyed had posted photos 
of themselves online, almost 50% had uploaded videos of themselves 
and almost 90% had written comments about themselves with their 
names attached. In terms of awareness, over 60% surveyed had 
thought about privacy issues and how they handle private 
information and approximately 40% avoided writing certain things 
online that would cause problems later in life.49  

                                            
46 Please note that the author does not represent the views of the Swedish Data 
Protection Inspectorate Board and the results are used in the context of this study 
into social networking and the application of the Data Protection Directive and 
relevant data protection laws. 

47 Swedish Data Inspection Board (n 43) 3. 
48 ibid. 
49 Ibid 7. 
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Figure 1: Risky behaviour on the internet 
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Figure 2: Awareness of privacy issues 
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Figure 3: Most used Social Networks 

In terms of the most frequent use of SNSs, 92% surveyed were using 
Facebook more than once a week, whilst 75% were using Youtube.50  

                                            
50 ibid 10. 
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Figure 4: Negative experiences online 

In terms of negative experiences online, the survey found that the 
most common offensive behaviour was writing unkind things about 
each other on the internet. About 56% surveyed had experienced 
this. About half who were surveyed had experienced ‘Facebook rape’ 
where their Facebook had been hijacked by someone writing entries 
on their Facebook, whether harmless or not.51 

                                            
51 Ibid 17. 



Birkbeck Law Review Volume 2(2) 

  
 

336 

In terms of complaints procedure, 31% of complainants had 
ultimately won the removal of words, videos, and photos from the 
network, and 26% have had someone banned from the SNS.  

 
Figure 5: Complaints procedure 
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Figure 6: The private sphere for young people in 2010 

The overall conclusion from the study was that although the sample 
was small, young people were presented with new communication 
opportunities which challenged them in how they should share and 
access information.52  

                                            
52 ibid 23. To date, other than the 2011 study, there have not been any recent 
studies carried out on SNSs. 
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Facebook 

One significant development occurred in 2011, when the Nordic 
Data Protection Authority produced a case study into Facebook 
following a complaint made by the Norwegian Consumer Council.53 
This led to the Nordic Data Protection Authorities carrying out an 
investigation into the workings of Facebook, with specific focus on 
data protection issues. This is significant because the Swedish Data 
Inspection Board later submitted questions to Facebook, following 
the case study with the Nordic Data Protection Authority. The main 
findings from the study are as follows. 

The study found that the privacy policy and statement of rights and 
responsibilities were wide. The wording of the clauses were vague 
and difficult to understand and, in particular, when processing user’s 
IP addresses and tracking what web pages users see, they found that 
the scope of the policy did not result in effective outcomes. 
Additionally, the study found a lack of transparency regarding 
privacy procedures. For example, it was noted that by adding 
information to the personal profile, a user received an increase in 
customised adverts. 54  The use of social plugins generated more 
information about Facebook users when they are logged in and 
logged out and is relevant in the context of IP addresses. Information 
collected from non-users came from ‘friend finder’ and social 
plugins.55  

The results of the study, however, led to more questions from the 
Nordic Data Protection Authorities directed towards Facebook on 
how Facebook works.56 The questions focus on: who gains access or 

                                            
53 Atle Årnes, Jørgen Skorstad and Lars-Henrik Paarup Michelsen, ‘Social Network 
Services and Privacy: A Case Study of Facebook’ (Persónuvernd, 15 April 2011) 
<www.personuvernd.is/media/frettir/Microsoft-Word---11-00643-5-Part-I---
Rapport_Facebook_2011-_april-2011_.pdf> accessed 14 November 2014; and 
Out-Law News, ‘Norwegian Consumer Group Calls for Tighter Facebook 
Regulation’ (Out-Law News, 2 June 2010) <www.out-law.com/page-11073> 
accessed 14 November 2014. 

54 ibid 4 (Årnes, Skorstad and Michelsen). 
55 ibid.  
56 44 questions were raised to Facebook by the Nordic Data Protection Authorities 
(the Norwegian Data Inspectorate on behalf of: Norway, Sweden, Denmark 
(including the Faroe Islands), and Finland (including Åland)), see the Norwegian 
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collects personal information; what happens to the collection of 
personal data; what are the attitudes towards members’ privacy 
settings; how much control does Facebook allow its members to 
have over these settings; and to what extent do Facebook or third 
parties allow users to change or reset settings on their Facebook 
profile. Facebook replied by writing that the user’s name, email 
address and birth date were not public information and not shared 
with other business; however, an individual may grant access to the 
data when he or she added a third party application. When a person 
joins Facebook, his or her name, profile picture, networks, user ID 
and username are made publicly available and shared with Facebook 
trusted partners who have entered a contract with Facebook to 
provide instant personalisation services. No additional sharing of 
information in an indirect manner is provided.57 

Facebook also gave the following reply in relation to the posting of 
information. A user who posts information on their Facebook profile 
(‘wall’) determines the scope of the audience for that piece of 
information. The contents of some of the posts are used by Facebook 
in their advertising of other promotional products. Facebook 
expressly mentioned that it did not share the content of user wall 
posts with other businesses and that users chose to share the content 
when they added a third party application. Users would decide what 
information was to be added to his or her profile—beyond the basic 
information. All information that the user chooses to add helps 
target better advertisements. In essence, Facebook argued that what 
personal data and information is made public is a matter of personal 
choice—a choice made by the user of the account. Indeed, in its 

                                                                                                   
Data Protection Authority, ‘What Happens with Personal Information in 
Facebook’ (Norwegian Data Protection Authority, 18 January 2012) 
<www.datatilsynet.no/Global/english/Personal_information_Facebook.pdf> 
accessed 14 November 2014; and Norwegian Data Inspectorate, ‘Social Network 
Services and Privacy’ (Norwegian Data Protection Authority, 7 July 2011) 
<www.datatilsynet.no/Global/english/11_00643_5_Part_II_Questions_Facebook_D
PA.pdf> accessed 14 November 2014.  

57 Letter from Richard Allan, Facebook’s Director of Policy for Europe, Africa, and 
Middle East to Bjorn-Erik Thon, Director of the Data Inspectorate of Norway 
(September 2011) 
<www.datatilsynet.no/Global/english/Facebook_questions_answere2011.pdf> 
accessed 14 November 2014. 



Birkbeck Law Review Volume 2(2) 

  
 

340 

privacy policy, Facebook indicated that as this was a free service 
covering over 750 million users, to keep the service free it would 
show advertisements to users. Users have a contract with Facebook 
Ireland as a ‘data controller’ for the purposes of the DPD.58  

On the question of IP addresses, Facebook adds that an impression 
log is created for all visits to a webpage. Facebook’s policy would be 
to delete unique impression logs after 90 days. Facebook does not 
consider 90 days to be excessive and argues that such practices are in 
line with that of other websites. For instances, Facebook noted that 
they temporarily store unique impression logs which include IP 
addresses. The purpose of temporarily storing the impression logs, 
including IP addresses, is to monitor the technical performance of 
the ‘like’ button and to detect problems across particular networks. 
Facebook uses IP addresses to investigate security threats such as a 
denial of services attack. Facebook further adds that it does not 
automatically tag photos and that a user could disable the tagging 
feature on their privacy settings if he or she preferred. 

Following the response, the details of Facebook were conveyed to 
the Irish Data Protection Commissioner to consider, as Facebook 
headquarters are based in Ireland and, therefore, Irish data 
protection laws apply. A response by the Norwegian Data Protection 
Authority was later written to the Consumer Council following their 
complaint.59  

In a recent Norwegian case, a shopkeeper who had been recently 
robbed published on Facebook video surveillance footage of those 
who had committed the crime. The Norwegian Data Protection 
Authority considered this to be a violation of the Norwegian Data 
Protection Act and fined the shopkeeper. This received widespread 
coverage in the Norwegian Press.60 

A second case concerned the publication of pictures and comments 
by an individual on Facebook. The issue centred on the right to 
speak freely on the internet and privacy. The Norwegian Data 

                                            
58 ibid. 
59 Grateful acknowledgements to the Norwegian Data Protection Authority for this 
information (on file with author, 27 August 2014). 

60 ibid. Case ref: 14/00538. 
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Protection Authority took the view that this was not a case of free 
speech and recommended that the data subject use ‘delete me’ for 
help or information to be deleted.61 

In Sweden, the data inspectorate carried out a series of audits on 
Swedish organisations on the collection of personal information 
through Facebook.62 Although this was not concerned with the 
processing operations of Facebook, the Swedish Data Inspectorate 
Board has since issued guidelines when processing personal 
information in Sweden.63 

The developments that have emerged are similar to the German 
approach in terms of the application of the Nordic laws (if any) to 
SNSs. Whilst the DPD is expressly clear about Art. 4(1)(a) and the 
need for an ‘establishment’ before the data protection laws apply to 
the data controller, the approach from the Swedish Data 
Inspectorate is more focussed on the protection of the ‘integrity’ of 
the individual and, unless the data causes harm to the individual 
(misuse-orientated approach), the data protection laws do not apply.  
                                            
61 Case ref: 14/00888. See also ‘Delete Me’ website at <https://slettmeg.no> accessed 
14 November, which was originally an initiative by the Norwegian Data Protection 
Authority and then moved to NorSIS <www.norsis.no> accessed 14 November 
2014. According to the website, ‘Slettmeg.no offers advice and guidance to people 
of all ages who find offending material about themselves on the internet. Offending 
material might be photos published without permission, fake profiles on different 
internet services, incorrect personal information or harassment. People who have 
published this information themselves, but regret it and want this information 
removed, may also get in touch with slettmeg.no for support.’ Grateful 
acknowledgements to the Norwegian Data Protection Authority for this 
information (on file with the author, 27 August 2014). 

62 Årnes, Skorstad and Michelsen (n 53) 34. 
63 Swedish Data Inspection Board, ‘Datainspektionen Granskar hur Facebook 
Anvands [Data Inspectorate Examines how Facebook is Used]’ (Swedish Data 
Inspection Board, 26 March 2013) 
<www.datainspektionen.se/press/nyheter/2013/datainspektionen-granskar-hur-
facebook-anvands/> accessed 14 November 2014; and ‘Personuppgifter I Sociala 
Medier [Personal Information in Social Media]’ (Swedish Data Inspection Board, 
May 2014) <www.datainspektionen.se/Documents/faktablad-sociala-medier.pdf> 
accessed 26 August 2014. See also Swedish Data Inspection Board, ‘Frivilligt 
Integritets Skydd pa Internet [Voluntary Protection of Privacy on the Internet]’ 
(Swedish Data Inspection Board, 1999) 
<http://bestall.datainspektionen.se/rapporter/frivilligt-integritetsskydd-pa-internet-
beskrivning> accessed 26 August 2014. 
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Following a query to the Swedish Data Inspectorate, the author 
found that there was no record of statistics made on the number of 
complaints against Facebook, Google and other SNS. There is one 
case where an individual had posted naked pictures of other 
individuals on Instagram and this was reported to the Swedish Data 
Inspectorate leading to court action and resulted in fines to the 
individual. 64  Otherwise, there have been very few cases on the 
individual as a ‘data controller’. 

The studies carried out by the Swedish Data Inspectorate show 
increasing awareness of young people towards SNSs, particularly on 
the harmful effects that could result from putting information online. 
Although the study was carried out in 2011, it remains to be seen 
whether the mechanisms of the Swedish Personal Data Act and 
technical mechanisms online via internet browsers can safely protect 
users’ personal information.  

Google and the Right to be Forgotten 

The key issue is to consider the extent to which individuals can erase 
data held on a public profile online, so whilst the recent CJEU’s 
judgment deals with Google, it would be useful to see how this may 
apply to ‘people search engines’ that hold profiles of individuals 
publicly.  

Whilst the principle of the right to be forgotten has received 
widespread academic attention—in regard to the applicability of the 
principle and how it will work in practice—the judgment dating 
back to May 2014 not only clarifies the application of the DPD to 
the internet, but the extent to which online users could request that 
information about themselves is removed.65  

                                            
64 Many thanks to the Swedish Data Inspectorate Authority for this information (on 
file with the author, 29 August 2014). 

65 Case C-131/12 Google Spain SL, Google Inc v Agencia Española de Protección 
de Datos (AEPD) (OJ C 212/4, 13 May 2014). See elsewhere in this issue: Gloria 
González Fuster, ‘Fighting for Your Right to What Exactly? The Convoluted Case 
Law of the EU Court of Justice on Privacy and/or Personal Data Protection’ (2014) 
2(2) Birkbeck Law Review 263. See also Meg Leta Ambrose, ‘It’s About Time: 
Privacy, Information Cycles and the Right to be Forgotten’ (2013) 16 Stanford 
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By way of background, the applicant brought legal action against 
Google, requesting that search engine results about him from two 
printed issues in 1998 be removed.66 One indicated that his property 
had been repossessed. The question on the application of the DPD to 
the internet was referred to the CJEU in an Art. 267 preliminary 
ruling reference by the Spanish Court. The CJEU gave its 
interpretation in May 2014. It held that the search engine operator 
had ‘collected’ data within Art. 2(b) of the DPD. The operator had 
‘retrieved’, ‘recorded’ and ‘organised’ the data in question. 
Furthermore, the CJEU held that the operator was a ‘data controller’ 
within Art. 2(d) of the DPD and that it had to comply with the 
requirements with the DPD. As Google Spain was a subsidiary of 
Google Inc., on Spanish territory, it fell within the definition of an 
‘establishment’ within Art. 4(1)(a). It was further noted that the right 
to be forgotten was not absolute and that it had to be balanced 
against other fundamental rights such as freedom of expression. 
What was interesting about the judgement was the responsibility of 
the search engine where it was held to be required to remove links to 
a web page published by third parties which contained information 
of a person from a list of results that were displayed after a search 
was made against a person’s name online. The implications of this 
judgment are significant because they impose far-reaching 
implications—consequences for the extent to which information 
displayed by a search engine could or could not be accessible. 

Following the judgement, Google received more than 12,000 
requests to remove links within 24 hours.67 As this judgement was 

                                                                                                   
Technology Law Review 369; Jonathan Zittrain, ‘Don’t Force Google to “Forget”’ 
The New York Times (New York, 14 May 2014) 
<www.nytimes.com/2014/05/15/opinion/dont-force-google-to-forget.html?_r=0#> 
accessed 14 November 2014; Jef Ausloos, ‘The “Right to be Forgotten”—Worth 
Remembering?’ (2012) 28(2) CLSR 143; Bert-Jaap Koops, ‘Forgetting Footprints, 
Shunning Shadows: A Critical Analysis of the “Right to be Forgotten” in Big Data 
Practice’ (2011) 8(3) SCRIPT 229; Norberto Nuno Gomes de Andrade, ‘Oblivion: 
The Right to be Different from Oneself—Reproposing the Right to be Forgotten’ (1 
February 2012) <http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2033155> 
accessed 14 November 2014. 

66 ibid (Google). 
67 Samuel Gibbs, ‘Google Hauled in by Europe over “Right to be Forgotten” 
Reaction’ The Guardian (London, 24 July 2014) 
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likely to impact other search engines, Yahoo and Microsoft both 
indicated that they were reviewing their policies on displaying search 
engine results following the CJEU judgment.68 

Recently, the United Kingdom House of Lords EU sub-committee 
has indicated that the CJEU judgement on Google was wrong and 
that the new Data Protection Regulation needed to invalidate the 
CJEU judgment. The House of Lords EU sub-committee took the 
view that the judgment was flawed. According to Baroness Prashar, 
‘we do not believe that individuals should have a right to have links 
to accurate and lawfully available information about them removed, 
simply because they do not like what is said.’ 69  In its overall 
conclusion, the House of Lords Sub-committee took the view that 
the 1995 Directive and the CJEU’s interpretation of the Directive 
‘reflected the current state of communications where global access to 
detailed personal information had become part of the way of life.’70 
It was not reasonable to allow data subjects to remove links to data 
where this was accurate or lawfully available. The right to be 
forgotten should be removed as it was misguided and unworkable in 
practice. The definition of a ‘data controller’ under the Data 
Protection Regulation needed to be amended to clarify that the term 
did not include ordinary users of search engines and that search 
engines should not be categorised as ‘data controllers’.71 

Whilst the CJEU has clarified the extent to which the DPD applies to 
search engines and precedes the Data Protection Regulation, the 
                                                                                                   
<www.theguardian.com/technology/2014/jul/24/google-hauled-in-by-europe-over-
right-to-be-forgotten-reaction> accessed 14 November 2014. 

68 Sam Schechner, ‘Google Starts Removing Search Results under Europe’s Right to 
be Forgotten’ The Wall Street Journal (New York, 26 June 2014) 
<http://online.wsj.com/articles/google-starts-removing-search-results-under-
europes-right-to-be-forgotten-1403774023> accessed 14 November 2014. 

69 Liat Clark, ‘Lords: Right to be Forgotten is Wrong, Unworkable and 
Unreasonable (Wired, 31 July 2014) <www.wired.co.uk/news/archive/2014-
07/30/right-to-be-forgotten-is-wrong> accessed 14 November 2014. See also House 
of Lords European Union Committee, EU Data Protection Law: A Right to be 
Forgotten? (HL 2014-15, 40) 
<www.publications.parliament.uk/pa/ld201415/ldselect/ldeucom/40/40.pdf> 
accessed 14 November 2014. 

70 ibid paras 60-65. 
71 ibid. 
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repercussions of this judgment are likely to impact search engine 
results where data can be easily displayed against the search of a 
name and linked to information to the individual if it is not accurate. 
It is not clear yet whether requests are likely to be made to search 
engines that are aimed at finding individuals, but the Google 
judgment is likely to be far-reaching and therefore the interpretation 
and application under the DPD and national data protection laws 
will be watched with much scrutiny by users and those likely to be 
affected by the CJEU judgment. 

In a separate action, Max Schrems, an Austrian lawyer, has brought 
a case against Facebook following the Irish Data Protection Com-
missioner’s investigation into Facebook. 72 This is a separate case and 
was commenced as the claimant did not completely agree with the 
previous outcomes reached by the Irish Data Protection Commis-
sioner on Facebook. The main complaint, however, is with Facebook 
and whether it transferred data to the US. Schrems contended that 
by ‘transferring user data to the United States, Facebook Ireland was 
facilitating the processing of such data by Facebook itself’ and that 
‘While Facebook has self-certified by reference to the Safe Harbour 
principles.’ Schrems further argued that there was ‘no meaningful 
protection in US law or practice in respect of data so transferred so 
far as  state surveillance was concerned.’ Further still, Schrems main-
tained that  

the US law enforcement agencies could obtain access to 
such data without the need for a court order, or, at least, a 
court order showing probable cause that a particular data 
subject had engaged in illegal activities or stood possessed 

                                            
72 Schrems v Data Protection Commissioner [2014] IEHC 310; [2014] 3 CMLR 37 
(text freely available at <www.europe-v-facebook.org/hcj.pdf> accessed 14 
November 2014). See also The Guardian, ‘Lawyer Suing Facebook Overwhelmed 
with Support Available’ The Guardian (London, 6 August 2014) 
<www.theguardian.com/technology/2014/aug/06/facebook-privacy-action-austria-
max-schrems> accessed 14 November 2014; and Bryan Cronan, ‘Facebook Sued by 
Law Student Max Schrems for Privacy Violations’ (The Christian Science Monitor, 
1 August 2014) <www.csmonitor.com/Business/2014/0801/Facebook-sued-by-law-
student-Max-Schrems-for-privacy-violations> accessed 14 November 2014. 
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of information which would be of genuine interest to law 
enforcement bodies.73 

In deciding the case, the Irish Court has referred certain questions to 
the CJEU. The main questions are as follows: 

Whether in the course of determining a complaint which 
has been made to an independent office holder who has 
been vested by statute with the functions of administering 
and enforcing data protection legislation that personal 
data is being transferred to another third country (in this 
case, the United States of America) the laws and practices 
of which, it is claimed, do not contain adequate 
protections for the data subject, that office holder is 
absolutely bound by the Community finding to the 
contrary contained in Commission Decision of 26 July 
2000 (2000/520/EC) having regard to Article 7 and Article 
8 of the Charter of Fundamental Rights of the European 
Union (2000/C 364/01), the provisions of Article 25(6) of 
Directive 95/46/EC notwithstanding? Or, alternatively, 
may the office holder conduct his or her own investigation 
of the matter in the light of factual developments in the 
meantime since that Commission Decision was first 
published?74 

Although the judgment is likely to take at least another year before it 
is resolved, the High Court of Ireland was clear in noting that it was 
critical, when interpreting the DPD and the 2000 Commission 
decision on Safe Harbor, to re-examine this in the light of Art. 8 of 
the ECHR Charter and whether the 2000 Commission decision 
should be disregarded—which is why Art. 267 TFEU was crucial.75 
The implications of this case are likely to impact social networking 
and how information is held or transferred.  

                                            
73 ibid Schrems [29]. 
74 ibid [71]. 
75 Europe versus Facebook, ‘European Court of Justice will decide over 
Facebook/Prism’ (Europe versus Facebook, 18 June 2014) <www.europe-v-
facebook.org/PRISM_pa_en.pdf> accessed 14 November 2014. 



Rebecca Wong 

 347 

Conclusion 

This paper began with an analysis of legal developments on SNSs 
since 2007 in the UK, Germany, Sweden and Norway (limited 
extent), and the application of Art. 3(2) of the DPD on private 
purposes and household exception. What can be identified is that 
there are different approaches adopted by the jurisdictions examined 
on the application of data protection rules to social media. This 
paper therefore contributed to the wider literature by considering the 
responses by the UK, German, Swedish and Norwegian Data 
Protection Authorities to recent developments.  

Take, for instance, the UK ICO’s profound disagreement with the 
scope of the forthcoming Data Protection Regulation and the CJEU’s 
decision in Lindqvist, whilst other jurisdictions such as Germany and 
Norway have had to consider whether the data protection rules 
apply to Facebook and whether users’ data were sufficiently 
protected. In Sweden, the attitudes of young people to social media 
in a recent study in 2011 revealed an increasing awareness amongst 
young people, but also challenges that these technologies presented 
on protecting privacy and how information is provided on social 
media sites. The legal remedies, however, still remain unclear. 
Furthermore, the approaches of different jurisdictions to the issue of 
data protection in social media are far from consistent.  

This is further complicated by the recent CJEU judgment on Google 
to allow users to erase data on Google search engine results, yet the 
application and implication of the CJEU’s judgment remains 
unclear.76  

What is needed is further reinforcement and guidance on a) 
application or non-application of data protection rules to social 
media, b) when the rights to erase data could apply to people search 
engines as well as search engine results in general, c) academic and 
practitioner discussion into data protection rules online beyond the 
discussion on the aspects of ‘privacy’, and d) discussion on the 

                                            
76 As is further discussed in Gloria González Fuster’s contribution to this issue. 
Gloria González Fuster, ‘Fighting for Your Right to What Exactly? The 
Convoluted Case Law of the EU Court of Justice on Privacy and/or Personal Data 
Protection’ (2014) 2(2) Birkbeck Law Review 263. 
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private and public spheres of social media and reasonable 
expectations for privacy online. 

The forthcoming Data Protection Regulation is likely to be passed in 
2015, if there are no further obstacles at EU level. The regulation 
would have to be applied uniformly and the renamed European Data 
Protection Board (ex Art. 29 Working Party) may need to revisit the 
guidelines it issued in 2009 on social media in light of the Data 
Protection Regulation to make clear when an SNS user could 
exercise their rights and have data removed without recourse to 
litigation which can be time-consuming and costly. Only then can 
there be confidence in the use of social media that respects the 
privacy rights of users.  

The case of Schrems77 is likely to propel the issue of social media 
into the spotlight and the CJEU’s judgment will bring further insight 
and clarity on how the data protection rules will apply to social 
media and whether the current DPD will provide sufficient legal 
remedies (other than the Data Protection Regulation) to address 
privacy issues online. The application of the DPD, the protection of 
the user’s privacy on social media is unlikely to go away and the aim 
of this paper is to raise awareness of how the legal developments 
have evolved since 2007 and consider what boundaries (if any) 
should be drawn to protect users’ expectation of privacy online. 

                                            
77 Schrems (n 72). 
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Outsourcing Surveillance—Privatising 
Policy: Communications Regulation 
by Commercial Intermediaries  

ARNE HINTZ* 

The Snowden revelations of mass online surveillance have 
provided unprecedented information on state-based 
surveillance mechanisms. However they have also directed 
our attention to the role of commercial actors and private 
intermediaries. Commercial social media platforms are 
engaged in large-scale data collection and have been at the 
core of several NSA/GCHQ programmes—sometimes  
unknowingly, sometimes reluctantly, sometimes willingly. 

This article will discuss the role of private actors in 
surveillance strategies within the wider context of the 
privatisation of communication policy. It will demonstrate 
how intermediaries have not only been assigned a greater 
role in implementing laws and regulations, but have moved 
towards actively formulating and setting policy that deeply 
affects freedom of expression and data protection. I will 
discuss the implications for both legal and democratic 
processes, highlighting the problem of outsourcing control 
over key civic rights.  

I will situate this emerging authority of commercial actors in 
broader trends of communication policy that include 
networked multi-stakeholder processes, standard-setting by 
technical developers, and civil society practices of developing 
model laws and regulatory proposals as a form of ‘DIY 
policy-making’.   

                                            
* Cardiff University (email: hintza@cardiff.ac.uk). This article is based on research 
which is being conducted as part of the ESRC-funded project ‘Digital Citizenship 
and Surveillance Society: UK State-Media-Citizen Relations after the Snowden 
Leaks’ <http://blogs.cardiff.ac.uk/dcssproject>. 
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Introduction 

The revelations by whistleblower Edward Snowden of mass online 
surveillance have provided unprecedented information on state-
based surveillance mechanisms. However, they have also directed 
our attention to broader trends in communications policy. At the 
core of several of the surveillance programmes by the NSA and 
GCHQ are commercial social media platforms that are engaged in 
large-scale data collection. Sometimes unknowingly, sometimes 
reluctantly, sometimes willingly, they have provided key 
infrastructure for monitoring and analysing citizens’ communication 
activities.  

Social media companies’ involvement in surveillance practices 
demonstrates how private intermediaries are increasingly enlisted in 
regulatory mechanisms and in the policing of online communication. 
Social media companies have restricted content that is published on 
or distributed through their platforms; resource and infrastructure 
providers have excluded clients (such as activist and oppositional 
information providers) from their services; and new intellectual 
property protection mechanisms have transferred the authority to 
define, detect and punish alleged copyright infringements to private 
actors (such as copyright holders and internet service 
providers). 

This article will discuss the role of private actors in surveillance and 
other current issues in digital communication, and thus explore the 
privatization of communications policy. It will trace how 
intermediaries have not only been assigned a greater role in 
implementing laws and regulations, but have moved towards actively 
formulating and setting policy. It will situate the emerging authority 
of these actors in the broader debate on freedom of expression on 
the internet and in current trends of policymaking, such as multi-
stakeholder policy processes, policy advocacy by both civil society 
and the private sector, and standard-setting by technical developers 
and infrastructure providers.  

I will first outline this context by pointing to different dimensions of 
networked governance. Then I will highlight key areas of the current 
debate around internet freedoms and restrictions, focusing on the 
three areas of surveillance, censorship and intellectual property. The 
third section will emphasize the role of commercial platforms and 



Arne Hintz 

351 

private intermediaries in those areas, while the fourth section will 
trace and analyse resistance to and contestation of these trends. I will 
argue that the trend of outsourcing regulatory decisions and 
privatising policy has serious implications for freedom of expression 
and data protection, and that this trend is mirrored by contestations 
and resistance that take place, equally, in the arena of private, non-
state media actors and infrastructures. 

Communications Policy and Networked Governance 

Classic national lawmaking increasingly intersects with 
developments taking place at other levels and is subject to both 
normative and material influences by a variety of non-state actors. It 
has ‘become embedded within more expansive sets of interregional 
relations and networks of power’,1 and policy is now located at 
‘different and sometimes overlapping levels – from the local to the 
supra-national and global’.2 Policy fora such as the World Summit 
on the Information Society (WSIS) and the Internet Governance 
Forum have experimented with new forms of multi-stakeholder 
processes that include civil society and the business sector. The 
vertical, centralized and state-based modes of traditional regulation 
have thus been complemented by collaborative horizontal 
arrangements, leading to ‘a complex ecology of interdependent 
structures’ with ‘a vast array of formal and informal mechanisms 
working across a multiplicity of sites’.3 

Despite a lack of actual authority to adopt laws and regulations, 
non-state actors have been able to use this complex environment for 

                                            
1 David Held and Anthony G McGrew, ‘The Great Globalization Debate’ in David 
Held and Anthony G McGrew (eds), The Global Transformations Reader (Polity 
Press 2003) 3. 

2 Marc Raboy and Claudia Padovani, ‘Mapping Global Media Policy: Concepts, 
Frameworks, Methods’ (Global Media Policy, June 2010) 16 
<http://www.globalmediapolicy.net/sites/default/files/Raboy&Padovani%202010_l
ong%20version_final.pdf> accessed 2 December 2014. 

3 Marc Raboy, Global Media Policy in the New Millennium (University of Luton 
Press 2002) 6-7. 
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interventions into the ‘consensus mobilization’4 dynamics of policy 
debate. They define problems, set agendas, exert public pressure, 
sometimes through lobbying and public campaigns, sometimes by 
participating in multi-stakeholder policy development, and they hold 
significant leverage by lending or withdrawing legitimacy to policy 
goals, decisions and processes. 5  During ‘policy windows’, i.e. 
favourable institutional, political and sometimes ideological settings, 
such as economic crises and political change, they can affect policy 
change significantly.6  

In addition to normative interventions, civil society groups and the 
business sector have changed the communications environment by 
developing new technologies and platforms, and with them new 
standards, protocols and practices that became de facto cornerstones 
of communication technology. Technical communities have engaged 
in these forms of latent and invisible ‘policy-making’ during, for 
example, the development of the internet and its technical standards 
and protocols, from TCP/IP to http to jpeg. Each of these allows 
some actions and disallows others, enables some uses and restricts 
others, and therefore occupies quasi-policy functions (see, for 
example, Lessig,7 Braman,8 and DeNardis9). Media activists, equally, 
have focused on the creation of alternative infrastructure that 
bypasses regulatory obstacles instead of lobbying against those 
obstacles. Rather than campaigning for privacy rights and against 
online surveillance, many of them have developed communication 
platforms (e.g., specific email services, social media, etc.) that respect 
                                            
4 Sanjeev Khagram, James V Riker and Kathryn Sikkink, ‘From Santiago to Seattle: 
Transnational Advocacy Groups Restructuring World Politics’ in Sanjeev Khagram, 
James V Riker and Kathryn Sikkink (eds), Restructuring World Politics: 
Transnational Social Movements, Networks, and Norms (University of Minnesota 
Press 2002) 11. 

5 Margaret E Keck and Kathryn Sikkink, Activists Beyond Borders: Advocacy 
Networks in International Politics (Cornell University Press 1998). 

6 John W Kingdon, Agendas, Alternatives, and Public Policy (Little, Brown & Co 
1984). 

7 Lawrence Lessig, Code and Other Laws of Cyberspace (Basic Books 1999).  
8 Sandra Braman, Change of State: Information, Policy, and Power (MIT Press 
2006). 

9 Laura DeNardis, Protocol Politics: The Globalization of Internet Governance 
(MIT Press 2009). 
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user privacy, and, rather than advocating for broadcast licences, 
many of them broadcast their own unlicensed ‘pirate’ radio. 
Interactions with the policy environment, in this case take place 
neither through lobbying ‘inside’ nor protesting ‘outside’ 
institutional or governmental processes, but through prefigurative 
action that creates alternative infrastructure and by adopting a 
tactical repertoire of circumvention.10 

Business actors have, for a long time, been engaged with these 
different forms of policy interventions. During the early development 
of international radio standards, for example, they drafted 
declarations that were later adopted by government representatives, 
and they shaped the radio as a unidirectional broadcast medium by 
pursuing certain avenues of technological development and 
neglecting others.11 They are heavily engaged with contemporary 
internet debates, from promoting certain standards and platforms 
(e.g. operating systems) to involvement with public campaigns (e.g. 
on intellectual property protection) and to intense lobbying (e.g. on 
net neutrality). 

Surveillance, Censorship, and Other Challenges to Digital 
Communication 

‘Governments of the Industrial World, leave us alone!’, John Perry 
Barlow proclaimed in his Declaration of the Independence of 
Cyberspace: ‘You have no sovereignty where we gather’. 12 
Cyberspace challenged the law’s traditional reliance on territorial 
borders and thus questioned governments’ ability to control citizens’ 

                                            
10 Arne Hintz and Stefania Milan, ‘At the Margins of Internet Governance: 
Grassroots Tech Groups and Communication Policy’ (2009) 5(1) International 
Journal of Media & Cultural Politics 23; Stephania Milan, Social Movements and 
their Technologies: Wiring Social Change (Palgrave MacMillan 2013). 

11 Cees J Hamelink, The Politics of World Communication: A Human Rights 
Perspective (Sage 1994). 

12 John Perry Barlow, ‘A Declaration of the Independence of Cyberspace’ (8 
February 1996) <http://homes.eff.org/~barlow/Declaration-Final.html> accessed 2 
December 2014. 
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behaviour.13 Anonymity was a possibility, if not the standard, of 
online communication, and as a famous New Yorker cartoon from 
1993 pointed out: ‘On the Internet, nobody knows you’re a dog.’ 
The end-to-end principle of the internet gave maximum power and 
control to the edges of the network, i.e., to the user, rather than 
central nodes. The development of standards and protocols largely 
happened in a decentralized, informal and experimental fashion by 
technologists rather than governments and as ‘bottom-up, grassroots 
processes’, 14  ‘without a great deal of governmental or other 
oversight’.15 

However, states and larger business actors have gradually (re)gained 
influence over the new virtual landscapes, particularly since the turn 
of the millennium.16 In few areas has this change been as stark as in 
the practice of surveillance. In contrast to earlier celebrations (or 
concerns, depending on the perspective) of anonymity, electronic 
communication has vastly increased the capabilities of governments 
and corporate actors to monitor citizens’ interactions, exchanges, 
locations and movements. In contemporary ‘surveillance societies’, 
‘all manner of everyday activities are recorded, checked, traced and 
monitored’.17 As Sandra Braman notes, the traditional notion of 
panopticon-style surveillance has been replaced with the 
‘panspectron’, in which information is gathered about everything, all 
the time.18 

The revelations by whistleblower Edward Snowden about mass 
surveillance by security agencies such as the NSA and the GCHQ 

                                            
13 David R Johnson and David G Post, ‘Law and Borders: The Rise of Law in 
Cyberspace’ (1996) 48(5) Stanford Law Review 1367. 

14 Robert E Kahn, ‘Working Code and Rough Consensus: The Internet as Social 
Evolution’ in Don MacLean (ed), Internet Governance: A Grand Collaboration, 
(United Nations ICT Task Force 2004) 18. 

15 Vinton G Cerf, ‘First, Do No Harm’ in Don MacLean (ed), Internet Governance: 
A Grand Collaboration (United Nations ICT Task Force 2004) 14. 

16 Jack Goldsmith and Tim Wu, Who Controls the Internet? Illusions of a 
Borderless World (Oxford University Press 2006). 

17 David Lyon, ‘Surveillance, Power, and Everyday Life’ in Phillip Kalantzis-Cope 
and Karim Gherab-Martin (eds), Emerging Digital Spaces in Contemporary 
Society. Properties of Technology (Palgrave Macmillan 2011) 7. 

18 Sandra Braman (n 8) 315. 
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have demonstrated this impressively. Programmes such as Prism, 
Tempora, Muscular, Edgehill, Bullrun and Quantumtheory have 
provided evidence of mass surveillance of social media users; 
interception and monitoring of most online and phone 
communication; state-sponsored hacking into telecommunications 
services; the sabotage of security tools; and the compromising of 
internet infrastructure. They have included paying security software 
firms to weaken the security of their products, and infecting citizens’ 
computers with malware to see their screen or use their webcam. 
The extent to which this has allowed states and corporate actors to 
collect, store and analyse data amounts to—in the words of 
Barlow—’monitoring the communication of the human race’.19  

National and international law has expanded governments’ ability to 
monitor citizens’ communication. For example the European Union 
Data Retention Directive, which was adopted in 2006 and 
implemented by most European countries in 2009 (but revoked by 
the European Court of Human Rights in 2014), required 
telecommunications operators and internet service providers to store 
their customers’ connection data and to make it available to the 
authorities upon request. This concerns detailed information on who 
communicates with whom, at what times, for how long, and at 
which physical location. According to civil rights lawyer T J 
McIntyre, the Directive resulted in the creation of ‘a comprehensive 
digital dossier about every individual’.20 In the wake of the Snowden 
revelations, states have replaced the Directive with national law and 
have expanded the legality of data collection further—for example, 
in the UK, through the controversial Data Retention and 
Investigatory Powers Act 2014. 

Blanket surveillance and pervasive monitoring of people’s 
movements, actions and communication undermine critical debate 
and dissident voices, and thus key features of a functioning 
democracy. Just a few days before the first Snowden leaks were 

                                            
19 Interview by Sky News with John Perry Barlow and Julian Assange (Sky News, 10 
June 2013) <www.youtube.com/watch?v=_DO8mdrPYWw> accessed 3 December 
2014. 

20 T J McIntyre, ‘Data Retention in Ireland: Privacy, Policy and Proportionality’ 
(2008) 24(4) Computer Law & Security Report 326, 327. 
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published in June 2013, the United Nations Special Rapporteur on 
Freedom of Expression and Opinion delivered a landmark report on 
state surveillance and freedom of expression in which he highlighted 
that the right to privacy is an essential requirement for the 
realization of the right to freedom of expression.21 Critical and 
investigative reporting is particularly challenged by surveillance, as it 
requires confidential communication with sources and, occasionally, 
the anonymity of authors.22 

A second area of significant change has been the drawing of 
territorial borders, and thus the (re)introduction of classic territorial 
law, in cyberspace. The ‘Great Firewall of China’ has demonstrated 
that control over major backbones and access points can allow 
governments to draw a virtual fence around a state territory and 
restrict access to both services and information from outside that 
territory.23 The Egyptian government, at the height of the Arab 
Spring uprising in January 2011, proved that internet access in a 
country can be reduced or even shut down during protest situations, 
and other governments have applied this new capability with 
increasing frequency and flexibility.24 Inside a country’s borders, 
filtering and blocking certain content has become common practice 
across the globe.25 Information that transcends moral, religious or 
political limits set by governments has been blocked, most 

                                            
21 UNGA, ‘Report of the Special Rapporteur on the Promotion and Protection of the 
Right to Freedom of Expression (Frank La Rue)’ (17 April 2013) UN Doc 
A/HRC/23/40. 

22 Alan Rusbridger, ‘David Miranda, Schedule 7, and the Danger that All Reporters 
Now Face’ (The Guardian, 19 August 2013) 
<www.theguardian.com/commentisfree/2013/aug/19/david-miranda-schedule7-
danger-reporters> accessed 3 December 2014. 

23 Ronald Deibert, John Palfrey, Rafal Rohozinski and Jonathan Zittrain (eds), 
Access Denied: The Practice and Policy of Global Internet Filtering (MIT Press 
2008). 

24 Stephen C Webster, ‘Vodafone Confirms Role in Egypt’s Cellular, Internet 
Blackout’ (The Raw Story, 28 January 2011) 
<www.rawstory.com/rs/2011/01/28/vodafone-confirms-role-egypts-cellular-
internet-blackout/> accessed 3 December 2014. 

25 OpenNet Initiative, ‘Global Internet Filtering in 2012 at a Glance’ (OpenNet 
Initiative, 3 April 2012) <http://opennet.net/blog/2012/04/global-internet-filtering-
2012-glance> accessed 3 December 2014. 
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prominently in the Middle East and Asia, but increasingly also in 
Western countries. The UK has occupied a questionable pioneer role 
as internet service providers, mandated by the government, have 
established ‘Parental Control Filters’ that censor a range of different 
content types deemed inappropriate for minors.  

While child protection and the restriction of, for example, child 
pornography, may be admirable goals, the creation of an extensive 
censorship architecture for these purposes typically raises demands 
for wider content restrictions. As Ron Deibert notes, ‘once the tools 
of censorship are in place, the temptation for authorities to employ 
them for a wide range of purposes are large’.26 In Thailand, for 
example, the initial blocking of pornographic material was gradually 
extended to politically sensitive material. Some of the UK filters have 
included vague categories such as ‘extremist related content’ and 
‘esoteric material’ which are open for wide interpretation. The 
adoption of a child pornography filtering law in Germany in 2009 
was quickly followed by demands to extend the law to a broader 
range of content deemed illegitimate.27 But filtering can also lead to 
unintended over-blocking because of the imperfections or technical 
configuration of the software. An attempt by an internet service 
provider in Canada, for example, to block one site caused more than 
600 non–related websites to be blocked,28 and the child protection 
filters in the UK have blocked access to, for example, sexual 
education websites, parental guidance sites, the support site 
childline.org.uk, and the website of the Electronic Frontier 
Foundation, an important digital rights advocacy organization co-
founded by John Perry Barlow.29 

                                            
26 Ronald J Deibert, ‘The Geopolitics of Internet Control: Censorship, Sovereignty, 
and Cyberspace’ in Andrew Chadwick and Philip N Howard (eds), The Routledge 
Handbook of Internet Politics (Routledge 2009). 

27 Hintz and Milan, ‘At the Margins of Internet Governance’ (n 10). 
28 Nart Villeneuve, ‘The Filtering Matrix: Integrated Mechanisms of Information 
Control and the Demarcation of Borders in Cyberspace’ (2006) 11(1) First Monday 
<http://ojs-prod-lib.cc.uic.edu/ojs/index.php/fm/article/view/1307/1227> accessed 3 
December 2014.  

29 Martin Robbins, ‘Cameron’s Internet Filter Goes Far Beyond Porn—And That 
Was Always the Plan’ (New Statesman, 23 December 2013) 
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Content restrictions include the increasing criminalization of 
defamation online and tighter restrictions to speech that may include 
incitement. Many recent laws against the incitement to violence, 
crime and terrorism have been vague and open to subjective 
interpretations, which has led, for example in the UK, to a steep rise 
in prosecutions against bloggers and social media users for 
comments posted online. In some countries, special criminal 
sanctions have been introduced for online defamation.30 

A more indirect form of content restrictions has emerged with the 
debate on net neutrality. As a network of cables and wireless 
connections that move data packages from A to B regardless of their 
content, the internet has largely been a neutral platform for 
information exchange, rather than a broadcaster that makes editorial 
decisions. As such, it has become an important public sphere and a 
crucial space for free expression and democratic participation.31 
However the increasing practise by ISPs and telecommunications 
services of blocking and/or throttling (i.e. slowing down) some 
content, and speeding up the delivery of other content and services, 
has substantially altered this space. This form of content 
discrimination through infrastructure control provides particular 
challenges for non-commercial content and small businesses that 
may not be able to pay the fee required to be on a ‘fast lane’, and for 
oppositional and dissident news sources whose exposure a network 
provider may want to limit.32 

Finally, the increasingly rigid interpretation (and enforcement) of 
intellectual property has led to further restrictions. The free 
availability of protocols and standards has been essential for how we 
use the net today, and the hacker slogan ‘information wants to be 

                                                                                                   
<www.newstatesman.com/politics/2013/12/camerons-internet-filter-goes-far-
beyond-porn-and-was-always-plan> accessed 3 December 2014. 

30 Article 19, ‘The Right to Blog: Article 19 Policy Brief’ (Article 19, 2013) 
<www.article19.org/data/files/medialibrary/3733/Right-to-Blog-EN-WEB.pdf> 
accessed 4 December 2014. 

31 Maria Loeblich and Francesca Musiani, ‘Net Neutrality and Communication 
Research: The Implications of Internet Infrastructure for the Public Sphere’ in Elisia 
L Cohen (ed), Communication Yearbook 38 (Routledge 2014).  

32 Jack M Balkin, ‘The Future of Free Expression in a Digital Age’ (2009) 36(2) 
Pepperdine Law Review 427. 
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free’ has been a cornerstone for infrastructure development, the 
emergence of free and open source software, and aspects of digital 
culture such as remixes and mash-ups.33 The internet is a ‘gigantic, 
globally distributed, always-on copying machine’, 34  and a huge 
library that allows us to share files, share knowledge, and benefit 
from an abundance of ideas. However, control over these ideas and 
knowledge through the means of intellectual property has become a 
key economic resource and source of power and is therefore 
enforced fiercely. In what has been termed the ‘second enclosure’,35 
knowledge and information have been commodified and put under 
the control of the business sector. As scarcity—and thus a market—
is created for informational and immaterial goods, we have 
witnessed ‘the making of knowledge and information into 
property’. 36  The state has regulated and supported this process 
through the draconian punishment of intellectual property 
violations, 37  and multiple attempts to develop international 
agreements (such as ACTA).38 

Locations of Control: The Role of Private Intermediaries 

If we look a bit more closely at the three areas discussed above—
surveillance, content restrictions, and intellectual property 
enforcement—we can identify a shift in the location of policymaking 
and control. Starting again with the issue of surveillance, the crucial 

                                            
33 Yochai Benkler, The Wealth of Networks: How Social Production Transforms 
Markets and Freedom (Yale University Press 2006); Lawrence Lessig, Remix: 
Making Art and Commerce Thrive in the Hybrid Economy (Bloomsbury 2008). 

34 Milton Mueller, Networks and States: The Global Politics of Internet Governance 
(MIT Press 2010) 131. 

35 James Boyle, ‘The Second Enclosure Movement and the Construction of the 
Public Domain’ (2003) 66(1) Law and Contemporary Problems 33. 

36 Christopher May, ‘Globalizing the Logic of Openness: Open Source Software and 
the Global Governance of Intellectual Property’ in Andrew Chadwick and Philip N 
Howard (eds), The Routledge Handbook of Internet Politics (Routledge 2009).  

37 See Robert Klotz, The Politics of Internet Communication (Rowman & Littlefield 
2004). 

38 Michael Geist, ‘The Trouble with the Anti-Counterfeiting Trade Agreement 
(ACTA)’ (2010) 30(2) SAIS Review 137. 
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role of internet companies in the monitoring of citizens and user 
behaviour was highlighted drastically in programmes such as Prism 
which were revealed by Edward Snowden. With their business 
models based on collecting and analysing user data, these companies 
have generated and stored detailed information about a growing 
number of people worldwide, including their locations, activities, 
preferences, friends and social networks, and sometimes political 
orientations. Unsurprisingly, Google, Facebook and others have been 
both at the centre of surveillance programmes such as Prism and in 
the spotlight of debate since the start of the revelations. While those 
arguing for the expansion of mass surveillance (such as the new 
Director of GCHQ, Robert Hannigan) have criticized internet 
companies for failing to address cybercrime and to allow 
governments to monitor their services,39 others have analysed the 
close and friendly relations between government and companies such 
as Google which suggest cooperative and supportive interactions 
between both forces.40 

Even before Snowden, reports such as the Google Transparency 
Report specified some of the more official ways in which 
governments use social media to collect information about its users. 
Between July and December 2013, Google received requests for the 
data of over 18,000 users in the US, and over 3,000 users in the UK 
(which is, in the case of the US, requests for 3,000 different users a 
month, or 100 different users each day).41  

Activists and dissidents that are targeted by governmental 
surveillance have experienced how their use of social media 
platforms and digital communication tools can put both their 
activities and their health and lives at risk. As one of the first so-
called ‘social media revolutions’, the ‘Green Revolution’ in Iran in 
2009 demonstrated how social media platforms like Twitter and 

                                            
39 Ben Quinn, James Ball and Dominic Rushe, ‘GCHQ Chief Accuses US Tech 
Giants of becoming Terrorists’ Networks of Choice’ (The Guardian, 3 November 
2014) <www.theguardian.com/uk-news/2014/nov/03/privacy-gchq-spying-robert-
hannigan> accessed 3 December 2014. 

40 Julian Assange, When Google Met WikiLeaks (OR Books 2014) 
41 Google, ‘Transparency Report 2014’ (Google, 2014) 
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Arne Hintz 

361 

YouTube could help mobilize the public and spread information 
internationally, but also serve as a means to identify protesters. As 
Hofheinz notes: ‘While people in New York cafés were forwarding 
tweets that gave them the thrilled feeling of partaking in a revolution, 
Iranian conservatives tightened their grip on power using YouTube 
videos and other Internet evidence to identify and arrest opposition 
activists’.42 In Iran, Tunisia and elsewhere, authorities used Facebook 
to scrape user data. In Syria, opposition supporters that used social 
media were targeted through malware that installed spying software 
onto the infected computer, for example to capture webcam activity, 
and stole YouTube and Facebook login credentials.43 State reactions 
to the London riots in the UK in August 2011 mirrored some of 
these responses as protesters were identified through their use of 
social networking, and merely communicating about the riots on 
social media led to severe punishment, including prison sentences.44 

As the collection and storage of data is outsourced to social media 
companies, telecommunications services and ISPs, so is the targeted 
intrusion, monitoring and analysis of user data. Companies such as 
Finfisher and Blue Coat provide sophisticated tools for surveillance 
and filtering to governments around the world, including both 
Western democracies and authoritarian states.45 

While the surveillance theme points to the use of intermediaries by 
the state, the second area—content restrictions—unveils more direct 
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Journal of Communication 1417, 1420.  

43 Nart Villeneuve, ‘Fake Skype Encryption Software Cloaks DarkComet Trojan’ 
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interventions by the private sector. Beyond the classic forms of state-
sanctioned censorship and law-based content limitations, app stores 
and social media platforms have created their own rules and 
practices for accepting and rejecting content. Apple, for example, 
deleted an app from its app store that marked US drone strikes on a 
geographic map. The app was not illegal but certainly politically 
sensitive.46 Facebook has taken down activist pages in the run-up to 
protest events as well as dissident pages such as ‘Anarchist Memes’, 
a page dedicated to anti-capitalist, anti-racist and feminist rights, ‘as 
part of a growing effort by Facebook to crack down on the presence 
of political groups on its network’.47 It has also censored cartoons 
and other content, such as pictures of breastfeeding mothers because 
of alleged ‘indecency’.48 The company thereby makes decisions with 
severe political and human rights implications. It has thus become a 
‘social media police force’49 that is bound by its own terms of service, 
cultural background and political leanings, rather than the rule of 
law. It has joined other intermediaries such as ISPs and search 
engines as ‘proxy censors’.50 

Such intermediaries also encompass providers of other relevant 
infrastructure, including server space, domain registration, and 
funding. In December 2010, Amazon, PayPal and others 
demonstrated their crucial gatekeeping role when they closed the 
services they had previously provided for WikiLeaks, depriving the 
leaks platform of its domain name and of access to necessary funds 
in the middle of a major release (the Cablegate leaks). This ‘denial of 
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app> accessed 3 December 2014. 

47 Lina Dencik, ‘Why Facebook Censorship Matters’ (JOMEC Blog, 13 January 
2014) <www.jomec.co.uk/blog/why-facebook-censorship-matters> accessed 3 
December 2014. 

48 Ben Norton, ‘Fascist Facebook? The Social Network Giant’s Double Standards’ 
(Counterpunch, 10 January 2014) <www.counterpunch.org/2014/01/10/fascist-
facebook> accessed 3 December 2104. 

49 Dencik (n 47). 
50 Seth F Kreimer, ‘Censorship by Proxy: The First Amendment, Internet 
Intermediaries, and the Problem of the Weakest Link’ (2006) 155(11) University of 
Pennsylvania Law Review 11, 13. 



Arne Hintz 

363 

service’51 propelled the providers of critical services into the spotlight 
of the debate around WikiLeaks and freedom of expression. It 
demonstrated the significant power of so-called ‘cloud’ services in 
allowing and disallowing access to information and in controlling 
the gates that enable internet users to participate in increasingly 
cloud-based communication exchanges. Further, the actions by 
Amazon, PayPal, etc., highlighted the vulnerability of these services 
to political interventions, as they coincided with pressure from 
members of the US political elite, both inside and outside 
government.52  

Finally, the fight against filesharing and remixing offers particularly 
useful insights into the outsourcing of policy. The typical chain of 
action would see a property owner or their representative, such as 
the Recording Industry Association of America (RIAA), commission 
a law firm as an intermediary which would then contact the ISP or 
content provider and request the latter to take down particular 
content or a link. Such interactions between private firms have led to 
requests to remove, on average, 20-25 million URLs from Google 
searches each month, by summer 2014.53 Similarly, the US Copyright 
Alert System was established in 2013 as an agreement between the 
copyright holder industry and ISPs in which copyright holders 
identify shared copyrighted material and ISPs exert punishment by 
warning the respective customer or, as a last resort, cancelling their 
internet connection. The mechanism bypasses governmental and 
judicial oversight and puts both the definition of, and the 
punishment for, copyright infringement in the hands of content 
owners and ISPs.54 According to Mueller, ‘the regulatory trend that 
constantly emerges from the [intellectual property] tension is a shift 
of the responsibility for monitoring and policing Internet conduct 

                                            
51 Yochai Benkler, ‘A Free Irresponsible Press: WikiLeaks and the Battle over the 
Soul of the Networked Fourth Estate’ (Working draft 2011) 
<www.benkler.org/Benkler_Wikileaks_current.pdf> accessed 3 December 2014. 

52 ibid. 
53 Google (n 41). 
54 Sean Flaim, ‘Op-ed: Imminent “Six Strikes” Copyright Alert System Needs 
Antitrust Scrutiny’ (Ars Technica, April 2012) <http://arstechnica.com/tech-
policy/news/2012/03/op-ed-imminent-six-strikes-copyright-alert-system-needs-
antitrust-scrutiny.ars> accessed 3 December 2014. 



Birkbeck Law Review Volume 2(2) 

364 

onto strategically positioned private sector intermediaries’. 55  By 
delegating responsibility to the private sector, the state enlists 
businesses and other non-state actors in implementing 
communications policy and, furthermore, transfers quasi-policy 
functions.  

Opposing Internet Restrictions and Surveillance 

The trend towards the limitation of internet freedoms and to 
pervasive surveillance is heavily contested and has led to growing 
campaigns for digital rights as well as protests against restrictive 
internet policies. The surveillance scandal revealed by Edward 
Snowden has triggered street protests and international campaigns 
such as ‘Stop Watching Us’.56 Protests have been complemented by 
other campaign strategies, e.g. petitions57 and litigation.58 That such 
mobilizations can have significant success was demonstrated earlier 
by the protests against the ‘Stop Online Piracy Act’ (SOPA), a US bill 
to combat online copyright infringement. A ‘transnational coalition 
of engineers, academics, hackers, technology companies, bloggers, 
consumers, activists, and Internet users’59 managed to defeat the bill 
in a ‘David and Goliath story in which relatively weak activists were 
able to achieve surprising success against the strong’. 60  Larger 
organizations that advocate for digital rights, such as the Association 
for Progressive Communications (APC), have brought their concerns 
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to debates at international institutions and have participated in 
multi-stakeholder fora such as the Internet Governance Forum and 
the Internet Corporation for Assigned Names and Numbers. 

Yet these strategies have been complemented by other forms of 
intervention, such as the development of technological alternatives 
and encryption tools, and by changes in individual communication 
practises. Responses to the surveillance scandal have included the 
increased use of anonymization tools, such as PGP and TOR, and 
their promotion through ‘Cryptoparties’. Non-profit activist-based 
internet services such as Riseup.net have offered secure email 
accounts, mailing lists and online spaces such as blog and pad 
platforms, and have collaborated with similar groups across the 
globe to create networks of activist communication that are less 
prone to censorship and surveillance. Efforts to create alternative 
forms of social networking, such as Lorea.org, have added to a 
strategy that focuses on the development of autonomous and civil 
society-based media infrastructure. This approach is informed by the 
individualism of cyberpolitics which emphasizes the right of the 
individual to explore all information in cyberspace—unimpeded and 
uncensored—and to contribute and share knowledge.61 It also draws 
from the rather loose and often temporary forms of association and 
‘connective action’62 that online activists and other ‘netizens’ have 
developed and experimented with, and that have moved beyond 
established formats such as unions, parties, and formal civil society 
organizations.  

Rather than advocating for policy change, many internet activists 
thus see their job as creating ‘self-managed infrastructures that work 
regardless of “their” regulation, laws or any other form of 
governance’.63 They operate ‘beyond’ the classic divisions of social 
movement activism in ‘insider’ and ‘outsider’ approaches, i.e. in 
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collaborative and participatory advocacy versus protest and 
disruption. Instead, they build alternatives to existing 
communication infrastructure and seek to bypass laws and policy 
obstacles. Their strategies focus on prefigurative action, rather than 
attempts to influence policy processes they regard as dominated by 
existing powers.64 In their efforts, they thus mirror privatized forms 
of policy authority and implementation as they trust in their own 
ability to develop solutions to perceived problems, rather than in the 
abilities of public institutions. 

At the intersection of policy advocacy and prefigurative action, new 
strategies of grassroots do-it-yourself policy-making and ‘policy 
hacking’ are emerging that focus on developing new model laws and 
regulatory proposals, rather than merely advocating for them. Often 
this has involved digital tools to crowd-source contributions from a 
wider range of civil society. Policy hacking and DIY policy-making 
has extended from the local level (e.g. the making of a new 
transparency law in the city of Hamburg in 2012) to the national 
(e.g. the Icelandic Modern Media Initiative which created proposals 
for new media laws in Iceland) to the international (e.g. the 
development of a model law on net neutrality at the Internet 
Governance Forum).65 Here, the ‘outsourcing’ of policy-making has 
involved civil society actors who have taken legislative development 
into their own hands. 

Conclusion 

Internet policy in the (not anymore so) new millennium has changed 
as both the private and state sectors have strengthened their grip on 
technical infrastructure and its uses. The deterritorialized spheres of 
the internet have partly been reterritorialized by states; the practice 
of filtering and blocking content is expanding; information and ideas 
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are being commodified; and digital surveillance has become 
pervasive. Thus the ‘policies of liberation’ which early cyberspace 
and cyberlaw thinkers had envisioned are giving way to ‘policies of 
control’.66  

However we can observe another trend which intersects with this 
development—the privatization of internet policy. Commercial 
intermediaries are enlisted to police the net and develop new rules 
for allowing as well as restricting communication practices and 
freedom of expression. They are required by governments to monitor 
their users and store data exchanges, but they also collaborate to 
define and punish objectionable user behaviour, and they implement 
their own rules to provide, and withdraw, vital spaces and resources 
for communication. Responsibility and authority for policy-making 
and implementation are thus shifting to the private sector in the 
shape of ISPs, telecommunications services, social media platforms 
and other providers of online services. 

Resistance to problematic policies and practices that are 
implemented in this way—from surveillance to content restrictions—
is equally transitioning from a state focus to prefigurative action by 
civil society groups. Established forms of advocacy and campaigning 
are complemented with the development of alternative platforms, 
tools for circumvention, and model laws and regulations. Demands 
for privacy, free expression, an open internet and unrestricted 
exchange of knowledge are thus not just raised through protest and 
lobbying but through the self-organized creation of technological as 
well as policy alternatives that embody and implement these values. 
The contestations over current issues such as surveillance take place 
increasingly in the arena of private, non-state media actors and 
infrastructures.  
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