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Contingency and Surveillance: 
Framing the Risk of Taking Risks 

BERNARD KEENAN* 

This article sketches one way that Niklas Luhmann’s social 
systems theory might structure research into the evolution of 
the legal system’s relationship to decision-making systems 
that produce information about risks rather than facts. The 
risk/fact distinction frames a re-structuring of the ongoing 
evolution of the legal system in its attempts to generate 
normative standards for deciding when an intrusion into 
privacy by state security organizations is legal or illegal. The 
contention is that the temporal difficulties presented by risk 
assessments force the legal system to reflect upon its own 
riskiness and vary its procedural norms. This leads inevitably 
to controversies about the legitimacy of legal processes 
themselves, particularly closed material. The system thus 
generates further procedural changes but leaves the key 
normative standard of ‘how much surveillance is too much’ 
undecided, and perhaps undecidable. In light of this, we may 
ask whether or not a stable distinction between privacy and 
surveillance is capable of being resolved by the law.  

Introduction 

Determining the relationship between privacy, surveillance, and the 
law raises serious tensions in contemporary society. We must first of 
all acknowledge that it is communication which is fundamentally at 
issue. After all, it is our everyday communications that today make 
us vulnerable to surveillance. We know now, thanks to Edward 
Snowden and others, that simply sending an email or a text message 
makes us vulnerable to surveillance. 1  It is no longer useful to 
conceive of communication as a simple transmission of a byte-sized 

                                                
* PhD candidate, LSE. 
1 Luke Harding, The Snowden Files: The Inside Story of the World’s Most Wanted 
Man (Guardian Faber Publishing 2014). 
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amount of information from A to B; from me to you; or from ego to 
alter ego. Each communication event produces a horizon of potential 
dimensions of meaning, not all of which are immediately obvious to 
the individuals concerned or their conscious intentions. In other 
words, communication itself is risky; it is communication, here and 
everywhere, which is at risk. 

The first task is therefore to adequately frame and understand 
communication. It does not suffice to say that communication has 
changed because of new communication technologies. Technology 
has not altered the processes of making meaning within society. This 
is not to deny that new technology has complicated the simple 
binary oppositions that law previously used to conceive of concepts 
like privacy and the regulation of surveillance.2 But while technology 
provides new mediums for communication, it is not identical to 
communication itself. Technological change cannot explain how it is 
that in an age of strong Data Protection law, Freedom of 
Information rules, and mass public access to information, that 
society has become increasingly concerned with the vulnerability and 
fragility of information. To understand this we need a theory that 
begins by framing communication in its relation to society.  

After communication, the second issue is risk. Society is of course 
obsessed with risk and its corollary, security; which is to say that 
society is concerned with attempts to limit and control perceived 
sources of danger. All societies, in all times, have had to learn to live 
with the fact that the future is uncertain. We have anthropological 
and historical accounts of ritual practices aimed at bringing some 
sort of social sense of control over the uncontrollable contingency of 
the future. Even at the dawn of Greek civilization, ‘civilized man is 

                                                
2 Consider, for example, one application of the Regulation of Investigatory Powers 
Act 2000. Section 8(1) requires authorities to obtain a highly-specified warrant for 
interception of ‘internal’ communications within the UK; limited in aim, duration 
and scope. Section 8(4) allows a sweep of overseas ‘external’ communications 
without specifying targets. But because emails between two people in the UK are 
transmitted through the global internet infrastructure, all UK internet traffic is 
collected by GCHQ and the distinction between ‘internal’ and ‘external’ 
communications is applied by automated sorting afterwards. The distinction is 
complicated further by the idea of ‘communication’ including updating one’s 
private personal information, for example, a cloud-based calendar system, with no 
intention that any other human should read it. But this is communication, even if 
with oneself. 
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distinguished from the savage mainly by prudence, or to use a 
slightly wider term, forethought.’3 The only thing we truly know 
about tomorrow is that it will be different from today. However, in 
its earlier forms, society tended to attribute catastrophes to 
something external—Fate, the Gods—whereas modern society can 
be distinguished by the awareness that catastrophes are produced as 
a result of decisions made within society itself. In other words, for 
modern society, decisions have consequences, and blame will be 
attributed. 

This paper seeks to draw attention to the particularity of risk-based 
thinking and how it conditions the emergence within the legal system 
of new procedures for regulating communication that is not only 
about risk but that is, in itself, risky. In order to do so, it applies 
aspects of Niklas Luhmann’s theory of society, known as social 
systems theory, or just ‘systems theory’.4 The first section is a brief 
overview of perceived problems with current legal regulation of 
surveillance. The second is a brief introduction to the key relevant 
concepts in systems theory, discussing how the concepts of self-
organization, evolution, and risk recast the recent evolution of secret 
proceedings in the UK legal system. The conclusion suggests we have 
observed the rise of a new form of legal proceeding involving ‘public 
secrets’, which we will have to learn to get used to.  

Surveillance and Law 

The legal framework for the regulation of surveillance by law in the 
UK is enormously complex and highly contingent. It has rapidly 
developed within the past 30 years, with the first statutory scheme 
for controlling interception passed in 1985.5 Since then, in response 
                                                
3 Bertrand Russell, History of Western Philosophy (Routledge 2004) 36. 
4 A recent overview of the development of Luhmann’s theory is found in Christian 
Morgner, ‘The Theory of Love and the Theory of Society: Remarks on the Oeuvre 
of Niklas Luhmann’ (2014) 29(5) International Sociology 396. For a substantial 
introduction to the theory see Hans-Georg Moeller, Luhmann Explained: From 
Souls to Systems (Open Court 2006). 

5 Interception of Communications Act 1985, passed in response to the European 
Court of Human Rights decision Malone v UK (1985) 7 EHRR 14. The judgement 
contains a concise history of interception powers in the UK. Before 1969, the 
Executive held an unwritten ‘independently existing power’ to intercept 
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to a number of challenges in the courts and a number of political 
initiatives, the framework has grown enormously. 6  The latest 
legislative measure is the Data Retention and Investigatory Powers 
Act 2014 (DRIP), which passed in July 2014, and was rushed 
through Parliament on an emergency basis. Containing a ‘sunset 
clause’ at section 8(3) that will see the Act invalidate itself on 31 
December 2016, it is by definition contingent. Section 6 requires the 
Interception of Communications Commissioner to lay 6-monthly 
reports before Parliament monitoring its operation. The Regulation 
of Investigatory Powers Act 2000 (RIPA), at section 58, required 
annual reports.  

As well as the oversight powers of the Interception of 
Communications Commissioner, who is charged with reviewing 
interception of communications, the Investigatory Powers Tribunal 
(IPT) was established under Part IV of RIPA to adjudicate 
complaints from those who believe themselves to be subject to 
unlawful surveillance. ‘Unlawful’ here means interception of 
communication contrary to either RIPA or the European Convention 
on Human Rights. It is a most unusual court. The IPT is statutorily 
bound not to disclose, in the course of proceedings, any information 
‘contrary to the public interest or prejudicial to national security, the 
prevention or detection of serious crime, the economic well-being of 
the United Kingdom or the continued discharge of the functions of 
any of the intelligence services.’7 The IPT is thus able to enter 
‘closed’ hearing to receive classified information as evidence from the 
government agencies concerned. If unlawful surveillance takes place 

                                                                                                           
communication (Malone para 23). By 1984, the position remained ‘somewhat 
obscure and open to differing interpretations’ (Malone para 79). The Court ruled 
that this was ‘not in accordance with the law’ for the purposes of article 8 ECHR 
and the Act was passed to remedy this. 

6 A useful overview of RIPA is accessible via Liberty, the civil liberties NGO at: 
<www.liberty-human-rights.org.uk/sites/default/files/introduction-to-ripa-august-
2010.pdf> accessed 9 October 2014. RIPA now has to be considered alongside the 
Data Retention and Investigatory Powers Act 2014, which was rushed through 
Parliament in July 2014. For overview and response, see 
<http://cyberleagle.blogspot.co.uk/2014/07/dissecting-emergency-data-retention-
and.html> accessed 9 October 2014. 

7 RIPA 2000, s 69(b). 
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and the case is upheld, the decision is published.8 However if a 
person brings a case to the IPT and there is no surveillance taking 
place, or if it is lawfully taking place, the IPT need only state that 
there is ‘No determination in favour’ of the claimant’s case, without 
giving any further reasons.9  

Following the Snowden leaks, a joint application to the IPT from 
Liberty, Privacy International, Amnesty, and other interested parties 
sought to challenge the legality of the UK government’s surveillance 
of citizens’ communications. Because the UK government’s official 
position is to ‘neither confirm nor deny’ operational matters, the IPT 
case proceeded under a set of ‘assumed facts’. It was heard in July 
2014—the same time that DRIP was proceeding through 
Parliament—and  judgement is awaited at the time of writing this 
article. 10  The arguments brought by the claimants are detailed, 
covering several limbs, which are not explored here in detail.11 The 
issues include the potential within the framework of RIPA to 
intercept and collate not just the content of communications but also 
the ‘metadata’, or ‘communications data’, produced by digital 
technology. Metadata is the coded information that identifies the 
spatial, temporal, and other technical aspects of telecommunications; 
quite literally data about data. Its uniform coding means it can be 
quickly pieced together by software analysis to produce a detailed 
                                                
8 There have been six cases upheld in 14 years, see Investigatory Powers Tribunal, 
‘Operation—Cases Upheld’ (IPT, 29 June 2014) 
<www.ipt-uk.com/section.aspx?pageid=9> (accessed 9 October 2014). 

9 According to the IPT website, ‘The formulation of “no determination in favour” is 
specified by RIPA section 68(4)(b). It prevents criminals, terrorists or foreign 
intelligence operatives making serial applications to the Tribunal in order to find 
out whether they are under investigation and, if they are, how they can avoid 
detection’, see Investigatory Powers Tribunal, ‘Functions—Powers Available to the 
Tribunal’ (IPT, 29 June 2014) <www.ipt-uk.com/section.aspx?pageid=4> accessed 
9 October 2014. If a claimant is deemed vexatious or frivolous, they are informed 
of that. 

10 Investigatory Powers Tribunal Case No IPT/13/92/CH (heard July 2014, 
judgment pending). 

11 Details of the action, including the arguments and evidence, can be accessed via 
the claimant organizations’ websites, for instance, Liberty, ‘UK Intelligence Forced 
to Reveal Secret Policy for Mass Surveillance of Residents’ Facebook and Google 
Use’ (Liberty, 16 June 2014) <www.liberty-human-rights.org.uk/news/press-
releases/uk-intelligence-forced-reveal-secret-policy-mass-surveillance-
residents%E2%80%99> accessed 9 October 2014. 
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understanding of an individual or network of individuals’ behaviour. 
If collated, it can thus reveal more than the semantic content of 
communication does.12 

The claimants argued that the assumed fact of mass surveillance is 
unlawful as it is a disproportionate interference with UK residents’ 
right to private life under article 8 ECHR. Article 8 is the nearest 
thing to a written right to privacy in the UK. It is not absolute. 
Privacy can be subject to lawful interference, provided that any 
interference has a legitimate aim necessary in a democracy; is 
proportionate to that aim; and is regulated in accordance with the 
law. RIPA theoretically provides authority for the executive to 
intercept and store metadata database for national security reasons, 
which are broadly defined. Thus one key argument before the IPT is 
not whether or not mass surveillance and retention of data takes 
place, but whether or not it is proportionate to the legitimate aim of 
protecting national security.   

The government argued before the IPT that any surveillance 
programs (neither confirmed nor denied) involving UK Intelligence 
Services are operated ‘in accordance with the law’ for the purposes 
of article 8 ECHR, and that this is reliably secured because of the 
function of the IPT itself, and the offices of the oversight 
commissioner. The IPT is particularly suited to the task because of 
its capacity to hold closed hearings, looking within ‘the ring of 
secrecy’.13 The power to hold closed, secret procedures is not a 
regrettable concession to security interests but rather a celebrated 
virtue. That a review mechanism exists suffices the interests of justice. 
Substantive process is equivalent to lawfulness. This argument is 
supported by the decision of the European Court of Human Rights 
in the case of Kennedy v UK, 14  which deemed the IPT and 
Commissioner sufficient to safeguard any abuse of powers by 
investigatory authorities.  

                                                
12 See, for example, the attention paid by the UN High Commissioner for Human 
Rights, ‘The Right to Privacy in the Digital Age’ (30 June 2014) UN Doc 
A/HRC/27/37. 

13 Skeleton argument for the Respondent, seen by the author, para 34; appendix to 
Respondent’s skeleton argument, paras 39-46. Available via Liberty (n 11). 

14 Kennedy v UK App No 26839/05 (ECtHR, 10 May 2010). 
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Challenges to the legality of the interception regime are ongoing, but 
it seems certain that the secretive procedures used in the IPT will 
remain in place as an acceptable mode of review. This is despite the 
obvious shortcoming that a victim of unlawful interception might 
never even suspect it, and thus never seek to bring a challenge. That 
is a question for oversight and enhanced mechanisms for pre-
approval of interception rather than judicial review of individual 
cases.  

The IPT operates in a similar manner to Closed Material Procedures 
(CMPs). CMPs are, basically, hearings in which an otherwise public 
court goes into closed session. When the court enters closed session, 
the claimant, legal team, the press and public are excluded from the 
courtroom. As in the IPT, the government legal team is then able to 
safely present classified material in evidence to the court. The 
excluded party’s interest in challenging that material is met by a 
Special Advocate, who cannot seek instructions from them or give 
any indications as to the content of the classified material. The IPT 
has no requirement to appoint a Special Advocate, although it has 
the power to modify its own rules and in the challenge from Liberty 
and others discussed above, a ‘counsel to the Tribunal’ was 
appointed to perform a similar function. Where CMPs are used, an 
open decision must be published which does not reveal any classified 
material. A classified closed judgment is also prepared, explaining in 
full detail the reasoning for the decision. The obvious objection, as in 
the IPT, is that of inequality of arms. Adversarial legal process 
ordinarily imposes strict disclosure rules: no one can rely on evidence 
that is not open to scrutiny and challenge by their opponent. In a 
Closed Material Procedure this is impossible. The normative 
assumption that adversarial procedures test evidence and thus yield 
legal facts is modified. The IPT was originally intended to be 
inquisitorial, but has modified itself to accommodate adversarial 
argument in this instance. 

The withheld information is factual, not normative (there are no 
secret principles at work). Facts in law are not natural facts, but 
facts as found. In other words, they are always the outcome of a 
process, from which they gain their legitimacy. The emergence of 
closed hearings in the legal system has meant that procedural norms, 
which determine the fact-production process, have been made 
subject to normative variation. This point is made clearer if we 
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consider the development of CMPs, and how risk has been the 
constant factor that makes the difference.  

Evolution of CMPs  

The UK’s evolving use of special advocates began with the creation 
of SIAC in 1997. The Special Immigration Appeals Commission Act 
1997 was not the result of a cynical attempt to expand executive 
power. It emerged not from any political decision but a legal one, the 
decision of the European Court of Human Rights (ECtHR) in the 
case of Chahal. 15  The idea was introduced to the ECtHR by 
intervening human rights groups including Liberty and Amnesty 
International, with reference to the Canadian system of Special 
Advocates as a means of enabling judicial review of decisions based 
on classified intelligence information. The Canadian Special 
Advocates at the time could take instructions having seen secret 
material, a nuance that was not included in the Court’s judgment. In 
response to the Chahal judgment, Parliament passed the 1997 Act. 16  
The path suggested by the Court in Chahal was therefore necessary 
in the context of the case, but contingent on that case occuring. 
Necessity does not imply inevitability.  

We can outline the subseqent genealogy. In 1997, the emergence of a 
procedure for withholding material evidence in a legal hearing did 
not initially appear as a huge problem.17 CMPs were cautiously 
welcomed by human rights practitioners as a means of ensuring 
executive decision-making in national security deportation cases 
complied with human rights law. 18  Before Chahal, national security 
decisions were basically treated as non-justiciable, much like 

                                                
15 Chahal v UK App No 22414/93 (ECtHR, 15 November 1996). 
16 The best overview of the epistemological failures in transplanting these measures 
across jurisdictions is found in David Jenkins, ‘There and Back Again: The Strange 
Journey of Special Advocates and Comparative Law Methodology’ (2011) 42 
Columbia Human Rights Law Review 279. 

17 See Ian MacDonald QC’s comments to the Constitutional Affairs Committee in 
Constitutional Affairs Committee, The Operation of the Special Immigration 
Appeals Commission (SIAC) and the Use of Special Advocates (HC 2004-05, 323-
II) para 17. 

18 ibid. 
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communication interception before Malone. Insofar as the legal 
system was required to make decisions on such matters, it declared 
them to be outside the decision-making domain of the legal system 
altogether.19 National security has justified some fairly repugnant 
acts over the years; so bringing it within the legal system was almost 
by definition a progressive movement. 20 But many who initially 
welcomed the change later withdrew their support as the availability 
of CMPs within the legal system enabled a range of new measures to 
counter threats to security. The use of indefinite detention, control 
orders, TPIMs, Exclusion Orders, and deprivation of British 
citizenship have all been regulated by the use of CMPs, as have 
sentence review panels in Northern Ireland, employment law 
tribunal hearings in Northern Ireland, and some inquests. CMPs are 
now available where claimants bring civil actions against the 
government, following the 2013 Justice and Security Act. 21  Another 
early adopter of the new normative standard was the IPT, founded 
in the year 2000 and confirmed lawful in the Kennedy case.  

Although the expansion of CMPs far beyond the initial context has 
set alarm bells ringing amongst civil libertarians and political 
campaigners, within the legal system itself the process takes place 
quite fluently. Law as a system makes decisions with reference to 
presently valid norms, acknowledging in its operations that validity 
of norms is contingent and subject to change either in response to 
particular cases or political decision-making in Parliament. As in 
Walter Benjamin’s reading of Paul Klee’s ‘Angel de Novos’, law 
moves forwards facing backwards, blown by the storm of progress.22 
Aspects of the system are generally not subject to variation, such as 
                                                
19 This began to shift with the GCHQ case, but not by much. See Sir Louis Blom-
Cooper and Richard Drabble, ‘GCHQ Revisited’ [2010] Public Law 18; For a 
reminder of how deferential the courts were in national security immigration 
matters, see Lord Denning’s typically expressive judgement in R v Secretary of State 
for Home Affairs ex p Hosenball [1977] 1 WLR 766. 

20 See, generally, David Bonner, Executive Measures, Terrorism, and National 
Security: Have the Rules of the Game Changed? (Ashgate 2007). 

21 The history is more fully recounted in, for example, Jenkins (n 16); Cian C 
Murphy, ‘Counter-Terrorism and the Culture of Legality: The Case of Special 
Advocates’ (2013) 24(1) King’s Law Journal 19; Clive Walker, ‘Intelligence and 
Anti-Terrorism Legislation in the United Kingdom’ (2005) 44 Crime, Law & Social 
Change 387. 

22 Walter Benjamin, Illuminations (Pimlico, 1999) 249. 
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the constitutional coupling of law to politics, which in the UK makes 
it impossible for the courts to legally invalidate procedures approved 
by Parliament (declarations of incompatibility notwithstanding), but 
theoretically all points are up for variation, nothing is eternal. Hence, 
disquiet at CMPs amongst the senior judiciary has not led to their 
invalidation.23 Only Lord Justice Kerr, perhaps informed by his 
experience in Northern Ireland, has strongly stated that CMPs are 
antithetical to the aims of legal process.24 In trying to address this 
evolutionary process by reference to norms, the trouble of balancing 
liberty and security is constantly re-stated. Security has a normative 
heritage in the legal system, of course. The novelty is perhaps in the 
risk to security that open justice itself presents, and this constitutes 
the difference that makes a difference in the evolution of closed 
processes. 

Public Secrets 

Operating with closed hearings, CMPs and the IPT are often referred 
to as ‘secret courts’.25  A more accurate description might be ‘public 
secrets’. We are concerned here with secrets that are announced as 
secrets. Public secrets concern information that cannot be 
communicated publicly but can nonetheless make a difference in 
public decision-making, on the proviso that they are adequately 
communicated about. In cybernetic terms, first-order observation of 
the classified information itself is prevented but in its place we rely 
on second-order observation: we publicly observe the observations 

                                                
23 This in turn provokes some to despair at the judiciary itself, see Keith Ewing and 
Joo-Cheong Tham, ‘The Continuing Futility of the Human Rights Act’ [2008] 
Public Law 668. 

24 Al Rawi and others v The Security Service and others [2011] UKSC 34, [2012] 1 
AC 532. See also John Ip, ‘Al Rawi, Tariq, and the Future of Closed Material 
Procedures and Special Advocates’ (2012) 75(4) Modern Law Review 606. 

25 See, for example, Owen Bowcott, ‘What Are Secret Courts and What Do They 
Mean for UK Justice?’ (The Guardian, 14 June 2013) 
<www.theguardian.com/law/2013/jun/14/what-are-secret-courts> accessed 9 
October 2014; Jo Shaw, ‘Secret Courts: 8 Nightmare Scenarios Now Possible in 
Britain’ (openDemocracy, 14 June 2013) 
<www.opendemocracy.net/ourkingdom/jo-shaw/secret-courts-8-nightmare-
scenarios-now-possible-in-britain-0> accessed 9 October 2014.  
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of observers. We cannot know how the facts were produced, but we 
are assured that a process was followed and tested to the best degree 
possible.  

The operation of second-order observers always depends on time, as 
the observer crosses from one side of the distinction (public/secret) to 
the other. One cannot be in two places at once. The form is thus 
dynamic. As an abstract dynamic form, it’s comparable to processes 
of communicating about communication found in many areas of 
modern society.26 For instance, peer-review of academic texts such as 
this one ensure that what I say is at least minimally credible; the 
financial indices of daily market trades ensure prices are comparable 
over time; while the proliferation of ethics boards, compliance 
officers, and auditing processes all proliferate. The difference in the 
context of secret security decision-making is that there is always 
information held back. Decisions must be published while reasons 
must not. The first-order observation remains secret; the second-
order observation is partial and stands in its place.  

This creates anxiety because at the heart of the normative ideal of 
publicity is the assumption that we are all potential second-order 
observers. We need not check every budget report for accuracy, 
every court decision for validity, every scientific experiment for 
repeatability. It would be too complex to do so, and moreover, we 
can assume that we do not have to. Mass media, which couples 
together disparate places and events, guarantees society that 
information is available should anyone seek it out. Linking 
communication to communication, mass media provides society with 
an assurance that we are living in a single, unified reality in which all 
truths are observable, repeatable, and testable. Mass media posits 
the public as a unified body in which all observers observe all 
others.27 It is precisely this unity that is exposed as an illusion by the 
emergence of the public secret.28 

                                                
26 It also underlies the notion of postmodernity. See, Niklas Luhmann, ‘Why Does 
Society Describe Itself as Postmodern?’ (1995) 30 Cultural Critique 171. 

27 Niklas Luhmann, The Reality of the Mass Media (Kathleen Cross tr, Polity Press 
2000) 63. 

28 For a Lacanian reading, see Jodi Dean, Publicity’s Secret: How Technoculture 
Capitalizes on Democracy (Cornell University Press 2002). 
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It seems safe to assume—although all assumptions are contingent—
that  anyone who seeks to challenge government surveillance of their 
private life in the future will have to submit to a process that 
excludes them. What can be learned from re-thinking the dynamism 
of a system of norms that is celebrated for its ability to redefine its 
relationship with itself so radically? 

A Brief Guide to Systems Theory  

Legal analysis, traditionally, can be either descriptive or normative.29 
Normatively, the evolution of secret processes in public are framed 
by reference to principles of openness, transparency, accountability, 
and respect for privacy on one side; with principles of security, 
sovereign power, and prudence on the other. 30  The normative 
approach requires balance, weighing the arguments in each 
distinctive situation by reference to some external criteria of justice 
or efficacy. In practice, courts can only resolve conflicts of non-
hierarchical legally valid principles such as privacy and security by 
reference to positive valid law. Descriptive analyses of law 
traditionally observe law from outside, applying distinctions 
produced in philosophy, economics, critical theory, postcolonial 
theory, and so on. The point is usually to reveal some latent 
structure at work in law that explains the observed facts.31 From the 
perspective of systems theory, which is itself a descriptive mode of 
analysis, law can be viewed as an already self-described, self-
organized system. Thus normative assessment is outside the scope of 
systems theory, because normative legal values are already 
programmes of the self-description of the legal system itself. 
Normative evaluation based around the application of the code 
legal/illegal is the only way that the legal system can communicate 

                                                
29 Niklas Luhmann, Law as a Social System (Klaus Ziegert tr, Oxford University 
Press 2004) ch 1. 

30 Ashworth and Zedner locate this latter principle in Bentham: see Andrew 
Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press 2014) ch 
2. 

31 For a full discussion, see Niklas Luhmann, ‘The Two Sociologies and the Theory 
of Society’ (1995) 43(1) Thesis Eleven 28. 
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about itself.32 It produces the terms used to describe it. It is purely 
self-referential.  

On the other hand, descriptive assessments of the legal system (or 
any other system) proceed by applying distinctions that are produced 
in other self-referential systems of meaning. Such critiques may be 
effective, and certainly can cause changes in both the legal system 
and other systems in society. But it does not describe the specific 
character of the legal system itself. Any change to the legal system 
can only come from within the legal system. A brief introduction to 
the key tenets of systems theory explains why.  

Systems theory aims to account for the emergence of social order. 
For Luhmann, that society exists at all is highly improbable. Rather 
than accounting for society using concepts inherited from the 
metaphysics of the Enlightenment, Luhmann aimed to build a theory 
that would explain the emergence of order and track society’s 
continuing evolution.33 To do this, systems theory does away with 
the traditional sociological distinctions between subject and object, 
facts and latent structure, centre and periphery, and replaces them 
with the guiding distinction system/environment. Systems emerge 
and stabilise themselves by distinguishing themselves from their 
environment, which includes all other systems. The environment is 
not what ‘is’ outside the system’s boundary but rather is produced 
by the system itself as the corollary to the system’s self-production.34 

‘Society’ in systems theory refers only to operations of 
communication. Communication is defined as a double-contingent 
process that always involves a synthesis of contingent selection, a 
mode of utterance, and understanding (which is produced by a 
selection that distinguishes the information from the utterance, 
thereby including possible misunderstandings). The three elements 
are not necessarily simultaneous, for instance, mass media and media 
of information storage enable communication to occur long after 
information is uttered (or printed, recorded, photographed, and so 
                                                
32 Luhmann, Law as a Social System (n 29) ch 9, 10. 
33 Niklas Luhmann, ‘Globalization or World Society: How to Conceive of Modern 
Society?’ (1997) 7(1) International Review of Sociology 67. 

34 Niklas Luhmann, ‘The Autopoiesis of Social Systems’ in Felix Geyer and Johannes 
van der Zouwen (eds), Sociocybernetic Paradoxes: Observation, Control and 
Evolution of Self-Steering Systems (SAGE 1986). 
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on). But all three elements must occur. Thus communication is never 
entirely ‘there’, ontologically speaking. It is irreducible to any 
particular action, moment, or location. The contingency of selection 
means that from a vast horizon of possible selections, only that one 
is chosen and carried forward into further communication, whether 
it is accepted or rejected. At each point, communication produces 
meaning by producing distinctions. From the beginning, therefore, 
there is no unity to society, only distinctions produced in the process 
of communication.35 

Society has self-organized itself to include differentiated systems of 
self-referential meaning that, by recursively differentiating 
themselves from everything else, produce distinctive elements unique 
to each system. Systems evolve not by any grand plan, but simply 
because they successfully facilitate understanding in society and thus 
the continuation of communication.36  With each communicative 
event, understanding is produced and further communication 
proceeds.  In each communicative event new distinctions and points 
of variety can emerge to be selected, introduced and carried forward 
in further communication, or rejected and forgotten about. 
Information, following Bateson, is defined as a ‘difference that 
makes a difference’—a selection has to be different to count as 
information, otherwise it would merely be the same, i.e. what has 
already been communicated, and of no interest.37 It is difference that 
makes a difference, and the meaning is always carried forward in 
time. This precisely parallels Derrida’s concept of différance.38 If a 
variation in communication is picked up and repeated in further 
communication, it is stabilized and becomes a ‘redundancy’, or it is 
modified again by selection and remains a point of ‘variety’. Social 
systems can thus be varied absolutely; subject at each event to the 
horizon of possibilities for selection in each instance. Social systems 

                                                
35 Niklas Luhmann, Theory of Society (Vol 1) (Rhodes Barrett tr, Stanford 
University Press 2012) 1–112. 

36 ibid 251–261. 
37 Gregory Bateson, Steps to an Ecology of Mind: Collected Essays in Anthropology, 
Psychiatry, Evolution, and Epistemology (University of Chicago Press 1972) 405–
416. 

38 Jacques Derrida, Writing and Difference (Alan Bass tr, 2nd edn, Routledge 2001) 
351–370. The systemic context of meaning parallels the ‘supplement’ or ‘trace’ that 
Derrida identifies. 
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reduce the overwhelming complexity of society, with its infinite 
horizon of possibilities and meanings, making understanding and 
acceptance of communication more likely than otherwise, thus 
accounting for the improbability of society’s existence.  

The distinction between system and environment is produced by 
communication itself. Therefore the environment has no ontological 
dimension outside the system. It represents an ‘ungraspable unity’. It 
is not just ‘everything else’; it is what the system understands of 
‘everything else’. The environment is always more complex than the 
system. In reducing this complexity to produce meaningful 
communication, the system is constantly forced to re-distinguish 
itself from its environment and, in so doing, the system propels itself 
to greater complexity with each operation. 39  The constant 
production of order from noise accounts for the emergence of social 
order. Over time systems thus change in response to irritations 
perceived in their environment. They are constantly forced to 
produce information about the environment and about themselves. 
Systems are therefore constantly evolving by a process that is both 
emergent and contingent.40 

Luhmann famously stated that individuals do not communicate, 
communication does. Individual humans and technological modes of 
transmission are in the environment of communication. Humans are 
made up of physical, living systems, coupled to psychic conscious 
systems, and coupled also to the communicating social system. We 
are in the environment of the social system. It is only by utilizing the 
terms of communication offered by society that I, the author, as a 
psychic system trapped inside my own skull, have any hope of 
securing understanding as you read (or listen to) this paper.41  

The self-organizing, self-referential, self-reproducing nature of 
systems is captured by Luhmann’s use of the twinned concepts 
‘operational closure’ and ‘autopoiesis’. Once a system is established, 
nothing outside a system is responsible for its continuing 
communication other than the system itself. It becomes closed, 
                                                
39 Luhmann, Theory of Society (n 35) 28–49. 
40 Alain Pottage, ‘Power as an Art of Contingency: Luhmann, Deleuze, Foucault’ 
(1998) 27(1) Economy and Society 1. 

41 Moeller calls this the ‘fourth insult’ to anthropocentrism: Hans-Georg Moeller, 
The Radical Luhmann (Columbia University Press 2012) 19–31. 
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differentiating itself further as it grows more complex. Hence 
autopoiesis, a biological neologism meaning self-production, replaces 
any external cause. Society is its own cause. Systems become 
increasingly complex and closed off, differentiating themselves and 
identifying themselves only by the codes and mediums and symbols 
that they themselves generate.42 

The theory rests on the idea that meaning is always produced by a 
distinction that cannot itself be described without recourse to 
making a further distinction. A first-order distinction is one that 
makes a selection and exclusion; a second-order distinction indicates 
distinction as distinction. The distinction that constitutes system and 
environment can be seen as doing either of these two operations. 
What side is selected depends only on the observer making the 
distinction, and the observer cannot indicate both meanings at once. 
Time is therefore required in order to describe and ‘cross over’ the 
original distinction. Systems are capable of ‘crossing the boundary’, 
in other words, systems can observe their environment or they can 
self-observe, shifting between other-reference and self-reference. Just 
as the logical form of observation can either be selection/exclusion or 
distinction/indication, so the system can apply the 
system/environment distinction to observe itself. This, in terms of 
Spencer-Brown’s calculus, is known as ‘re-entry’ of the form into 
itself. Each self-observation is another operation of the system, so a 
system can never fully ‘see’ itself without entering infinite regress, 
constantly re-framing the last observation with a further observation. 
Drawing a distinction always posits the observer as an ‘unmarked 
space’. In other words, an observing system can never 
simultaneously observe itself observing, like Fichte’s eye that cannot 
see itself. With every selection, something is selected and all else 
excluded.43 The observer is its own blind spot.44  

It remains to add to this all-too-brief overview that, for Luhmann, 
modern society is characterized by the shift to functional 
differentiation. Social systems have, since the Enlightenment, 
progressively differentiated themselves from one another according 

                                                
42 Niklas Luhmann, ‘Operational Closure and Structural Coupling: The 
Differentiation of the Legal System’ (1992) 13 Cardozo Law Review 1419. 

43 Niklas Luhmann, ‘Speaking and Silence’ (1994) 61 New German Critique 27. 
44 Luhmann, Theory of Society (n 35) 35. 
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to specific functions in society. Today, economic communication, 
legal communication, scientific communication, political 
communication, religious communication, love communication, and 
so on, all form complex relationships to their own environments. 
Each system operates according to its own distinctive binary code: 
for law, it is legal/illegal; for science it is true/false; for politics it is 
government/opposition. If the code distinction is applied to the 
system itself, it enters regress – the legal system cannot decide if the 
legal system is itself legal or illegal. As we saw above, all observation 
is founded on paradox: the legal system, for instance, which decides 
between legal/illegal, cannot decide if it is itself legal or illegal. 
Applying the distinction to itself results in undecidability. 45 
Moreover, this allows reflexibility in systems: things that were illegal 
yesterday might become legal tomorrow. Systems cannot resolve 
their own paradoxes; so they ‘unfold’ them by continuing to 
communicate. As with Derrida’s différance, the ultimate answer is 
always inaccessible, always deferred.  

Coupled together in different ways, systems stimulate irritations in 
each other’s environment, but they can never connect.  For Luhmann, 
this provides a more lucid view of society as a multiverse of possible 
meanings, made up of first and second-order observations, with any 
description of society dependant on how systems observe the 
observations of systems at any point in time. ‘Postmodernism’ is 
merely the effect of society growing aware of the contingency of the 
contingency of its own self-observation. 46  The effects are 
unpredictable, but cannot be addressed except by improving our 
theoretical models. Writing in 1997 with great foresight, Luhmann 
observed, ‘The economic system has shifted its bases of security from 
property and reliable debtors (such as states or large corporations) to 
speculation itself. He who tries to maintain his property will lose his 
fortune, and he who tries to maintain and increase his wealth will 
have to change his investments one day to the next. He can either 
use new derivative instruments or must trust some of the many funds 
that do this for him.’47 Systems theory attempts to move beyond 
postmodernism by developing a better model.   

                                                
45 Luhmann, Law as a Social System (n 29). 
46 Luhmann, ‘Why Does Society Describe Itself as Postmodern?’ (n 26). 
47 Luhmann, ‘Globalization or World Society’ (n 33) 67–8. 
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Risk and Time 

Everything that happens happens in the present. Yet as the present is 
always the point of observation, it remains invisible. It vanishes as 
we try to observe it. Only by observing using the distinction 
past/future is it possible for communication to secure temporal 
meanings. Any meaningful chronology is therefore produced by 
communication, rather than the physical passage of time. The past 
and the future can only be socially understood according to 
communicative events, which bind time. As different social systems 
produce different internal markers of time, even as they are coupled 
by mass media to ensure they know they exist simultaneously.48 
When closed autopoietic systems observe themselves and their 
environment using the distinction past/future, the problem of risk 
emerges.49  

The generalized awareness of risk in society marks a shift in society 
from cosmological worldviews, in which disasters were attributable 
only to God or Nature, to functional differentiation, where 
‘unexpected and undesired consequences of decisions are attributed 
to the fact that those decisions were made rather than to the 
workings of Fate.’50 For self-observant systems, the future is not 
purely of the environment but is rather a consequence of social 
operations. A reflexive system that observes itself using the 
distinction past/future generates plans and expectations, and further 
operations produce cognitive expectations of having expectations. 
Risk is, for Luhmann, produced by the system when it communicates 
about possible futures that are within its cognitive horizon and 
dependent upon present decisions. ‘Danger’, by contrast, is a risk not 
communicated by the system. The risk/danger distinction might be 
usefully compared to Donald Rumsfeld’s by-now idiomatic 
formulation: risks are ‘known unknowns’, dangers are ‘unknown 
unknowns’.  

There are two consequences to risk-decisions. First, decisions must 
be made in the present based on the present-future, which includes 

                                                
48 Luhmann, The Reality of the Mass Media (n 27) 21. 
49 Niklas Luhmann, Risk: A Sociological Theory (Rhodes Barrett tr, de Gruyter 
1993) ch 1–2. 

50 Pottage (n 40). 
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the knowledge that society will remember the decision and thus 
attribute causality to the decision. The right decision today might 
appear to be the wrong decision in light of the contingencies of the 
future-present. Hence a second order of risk arises for the decision-
maker: the risk of being retrospectively blamed if things go wrong. 
Second, universality of risk awareness does not indicate consensus 
on how to avoid disaster: quite the opposite, because whoever wants 
to talk about risk must first select and define what for him would 
constitute ‘disaster’. Society is too complex, offering too many 
options for selection to observers observing decisions. Temporally, 
decisions about future cognitive risks must be made in the present, 
i.e. before the risk is materialized. There is no way of securing 
consensus, and no over-arching authority (if God is there, he’s 
keeping quiet) that could stand-in for consensus. Therefore risk 
decisions always produce a distinction between decision-makers and 
those affected by decisions. We can think of obvious examples, for 
instance in the case of police decision-making, where decision-
makers are observed as agents of the state and those affected are 
observed to be victims of the state. But applying such distinctions as 
state/people is only possible at the level of second-order observation. 
In the abstract, the decision-maker/those-affected distinction 
operates only within communication, not amongst people. There is 
no reason why an individual human decision-maker cannot also 
cross the distinction to occupy the position of affected, and reflect on 
this distinction as they decide.51 As pure form, risks are always 
divisive, splitting even the classic semantic idea of the unified subject. 
Systems theory is a thoroughly post-human theory.  

Law as a Social System 

The expectation structure of society is also at work in law as a social 
system, defined as a means of regulating the expectation of 
normative expectations within society. Law’s function is to stabilize 
normative expectations in the face of disappointment. 52  Legal 
communication provides a system for making normative decisions 
and thus permits stabilized normative expectations. It provides 
                                                
51 For a full discussion of these effects, see Luhmann, Risk (n 49) ch 4, 6, 10. 
52 Luhmann, ‘Operational Closure and Structural Coupling’ (n 42). 
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means of communicating about normative expectations when they 
have been disappointed. In other words, if something has happened 
that should not have happened, it can be communicated about with 
reference to its legality or illegality. Even the terms just used to 
describe the system’s function are produced by the system, nowhere 
else.  

The legal system has, over time, evolved programmes and couplings 
with other systems so that it attracts and decides normative conflicts 
by developing decision-making processes. Conflicts in society 
occurring in other systems are perceived as events in the legal 
system’s environment. The legal system does not communicate with 
other systems, but is ‘irritated’ by its perception of environmental 
changes and responds by making available meaningful normative 
terms for resolving the issue. Modern law is extremely well adapted 
for this, with points of ‘structural coupling’ to other systems that 
ensure highly resonant responses to other systems. So, for example, 
contracts developed as an early form of legal adaptation to economic 
activity and have ensured legal communication is now strongly 
coupled to economic transactions, while constitutional developments, 
such as statutes, constitutional courts (or their functional 
equivalents), ministerial codes of conduct, and oversight 
commissioners all provide the key modes of coupling between 
political decision-making and law’s stabilization function.  
Couplings are like thermostatic switches: the relationship between 
the heating system and room temperature is stable but dynamic, and 
one side equally affects the other.53 

Law is therefore described as society’s immune system, giving 
security to communication in its environment about normative 
expectations, capable of adapting to new threats without knowing 
them in advance.54 Systems theory does not suggest that this is a 
‘good’ or ‘bad’ thing. It is simply one description of the normative 
structuring of communication. For the legal system, what is crucial is 
that procedures take place and that decisions must be made in the 
present.  Thus the very concept of a norm ‘works only with a weak 
specification of contingency. In depicting an instance that retains an 
identity throughout processes of normalization, and, in retaining the 
                                                
53 ibid. 
54 Luhmann, Law as a Social System (n 29) 477. 
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concept of action as the actualization of intention, it remains 
dependent upon an analogy to subjective action.’55 In other words 
legal decisions must be justified on the basis of the information 
presently available and norms presently valid. Law cannot make 
provisional judgments, the validity of which are subject to revision in 
light of later developments. If it did, it would no longer meet its 
function.  

Coupling Law and Security 

In light of this theoretical exegesis, we can make the following 
observations about the present situation. Secret intelligence is, from 
its beginnings in the past 300 years or so, a product of systemic risk-
based communication.56  It produces observed information about 
other functional systems in society, such as war, politics, and 
economics, and enables decisions to be taken in secret aimed at 
producing specific futures. Until around the 1980s, legal 
communication in the UK was coupled with political communication 
such that risk-based decisions were legally excluded from legal 
decision-making by reference to the concept of deference to the 
executive. Deference towards the executive meant that judges did not 
have to consider the risk-based information underlying executive 
decisions. With a series of cases in the 1970s and 1980s, produced 
entirely within legal communication and largely in response to the 
growing complexities of human rights law, the legal system has 
developed couplings to aspects of government political decision-
making that create further normative demands for assessment of the 
substance of these decisions. The use of closed material is an 
unplanned evolutionary adaptation of legal communication to these 
demands.57 

The role of risk today appears as a central problem for legal 
communication as it is a topic for all systems in society. As we saw, 
                                                
55 Pottage (n 40). 
56 Michael Herman, Intelligence Power in Peace and War (Cambridge University 
Press 1996). 

57 For a discussion of human rights and the evolution of the social system, see Gert 
Verschraegen, ‘Human Rights and Modern Society: A Sociological Analysis from 
the Perspective of Systems Theory’ (2002) 29(2) Journal of Law and Society 258. 
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decisions about a future risk always place the decision-maker at 
second-order risk of being retrospectively blamed. As Conor Gearty 
wrote of the Belmarsh ruling: 

… we lawyers, dedicated as our entire profession is to the 
science of retrospective wisdom, too often take too little 
account of what is on many decision-makers’ minds: the 
horror of the next atrocity, and the fear that—reasonably 
or unreasonably—they will find the scapegoat’s burden 
descending firmly on to their shoulders.58  

There is no way of accounting for the effect of risk-awareness 
amongst decision-makers in normative terms. This factor cannot link 
up with legal communication. It is, by definition, a legal blind spot, 
and any attempt to normatively ameliorate it only defers the need for 
a decision. Second, risk decisions always create a second-order 
distinction between the decision-maker and those who are affected 
by the decision. What appears as a ‘risk’ to the decision-maker can 
be a ‘danger’ to those affected. To give an example, state intelligence 
agencies might say there is a serious risk from terrorism, and it 
would be dangerous not to collect mass intelligence as campaigners 
demand; while campaigners say there is a risk of abuse of power, 
and a danger to democracy itself if the law does not draw a line.59 It 
has been suggested that the answer lies in improving the ‘science’ of 
prediction, but science is not futurology, and in any case a scientific 
view of the future is not the future, and cannot answer a normative 
question. 60 As Luhmann put it,  

The future gives no satisfactory answers to the question 
whether something is legal or illegal right now …  The 
more a decision is supported by such purpose-specific 
reasons, the higher the probability that it is wrong; for the 
reasons remain unknown—even to judges.61 

                                                
58 Conor Gearty, ‘Human Rights in an Age of Counter-Terrorism: Injurious, 
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59 The risk/danger distinction is explored by Andreas Philippopoulos-Mihalopoulos, 
Absent Environments: Theorising Environmental Law and the City (Routledge-
Cavendish 2009) 118–127. 

60 See Ashworth and Zedner (n 30) ch 6. 
61 Luhmann, Law as a Social System (n 29) 201–202. 
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For the legal system, risk produces acute self-awareness that law 
must simultaneously decide in the absence of facts and that law itself 
risks being adversely affected by the decisions it makes. One need 
only review the anguished reasoning given by the Lords regarding 
secret evidence in Control Order cases to see this problem 
explicated. 62  Luhmann predicted that risk would increasingly 
provoke the legal system into problematic changes. He could have 
been referring to closed material when he wrote in the early 1990s, 

… even those who try to adhere to the term legitimacy and 
with it the trans-positive foundations of the validity of law 
have come to narrow down their expectations to 
proceedings … they therefore use the presupposition that as 
long as certain procedural criteria are maintained, a 
reasonable consensus about the outcome will eventuate 
somewhere along the line … This foreshadows a return to 
an earlier, forcefully rejected legalism in which, in a kind of 
legal fiction, the holding of proceedings under the rule of 
law is seen as the basis of legitimacy.63  

Conclusion 

If one accepts these arguments, then causation, political interference, 
imbalance, and even conflict are unsuitable starting points for an 
analysis of the situation. With systems theory, ‘the anchoring points 
of causal analysis are dissolved’.64 The analysis of the situation with 
systems theory points towards an evolutionary process that is both 
highly contingent and highly risky. The ‘public secret’ model of 
second-order observation helps explain the emergence of closed 
material, but also accounts for the proliferation of independent 
reviewers, commissioners, ombudspersons, parliamentary reports, 
bloggers, and protest groups that have proliferated in the 
contemporary securitized state. The independent reviewer, like the 
CMP judge, goes ‘below the waterline’ and publicly reports that 
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63 Luhmann, Law as a Social System (n 29) 470. 
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there is something there, something that is indeed a risk, and that 
secrecy is not concealing abuse of political power.  The question then 
is this enough for law to continue to fulfill its function? Does this 
not risk exclusion of those affected by risk-based decisions from any 
expectation of normatively equal treatment? If we are concerned 
about the protection of communication from observations by state 
intelligence, with all the risks of abuse that brings, it is clear that we 
cannot look to law to offer the promise of justice. There is no way 
back in time. As we appear to be moving towards a legal system that 
is constantly forced to acknowledge the contingencies of its own 
normative decisions, we must consider whether this does not lead to 
simply substituting law with power. There is a term for an immune 
system that, through its own operations, destroys its own conditions 
of possibility: ‘autoimmunity’ is perhaps the risk that the legal 
system today poses to itself. 


